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1. OBIIASI XAPAKTEPUCTHUKA PABOYEN ITPOT'PAMMBI
MPO®ECCHUOHAJIBHOI'O MOAYJIsA
IIM. 01. DkcnnyaTanus HHGOPMANMOHHO-TEJIEKOMMYHHKAIIMOHHBIX CHCTEM U ceTel
1.1. Heapb u niiaHupyeMblie pe3yJibTAThI 0CBOEHUsI NPOGecCHOHAIBLHOT0 MOIYJIs
1.1.1. B pe3ynbrare u3ydeHus: mpodheccHoHAIBEHOTO MOAYJIS CTYACHT JIOJDKEH OCBOMTH OCHOBHOMU
BUJ IPOPECCHOHATBHOM JEATEIBHOCTU: IKCIUTyaTalusl HHHOPMAIIMOHHO-TEIICKOMMYHHKAIIMOHHBIX
CHCTEM M CETCH U COOTBETCTBYIONIHNE eMY POPECCUOHATBHBIE U O0IIHE KOMITCTCHIIUH:

KO,I[ HanmenoBanmne BUO0B ACATCIBHOCTU U HpO(bCCCI/IOHaJ'II)HBIX KOMI'IeTeHI_[I/Iﬁ

B/ 1. JKenayaTanus HHPOPMALMOHHO-TEJIEKOMMYHHKAIIMOHHBIX CHCTEM U ceTel

K 1.1 [Tpon3BoANTH MOHTAX, HACTPOUKY, MPOBEPKY (HYHKIIHOHUPOBAHUS U
KOH(UTYpHpPOBaHUST 000pYI0BaHUS HHPOPMAITMOHHO-TEIIEKOMMYyHUKAITHOHHBIX
CUCTEM U CeTeH.

IIK 1.2 Ocyl1ecTBIATh IUATHOCTUKY TEXHUYECKOTO COCTOSIHUSL, TIOMCK HEUCIIPABHOCTEN U
peMOHT 000pya0BaHus HH(HOPMALIMOHHO-TEJIEKOMMYHUKAITMOHHBIX CUCTEM U CETEHl.

K 1.3 [IpoBoauTh TEXHUYECKOE OOCTYKUBaHUE 000PYI0BAHUS UHPOPMALTUOHHO-
TENIEKOMMYHHUKAITMOHHBIX CUCTEM U CETEH.

I[IK 1.4 OcymiecTBIATh KOHTPOJIb (PYHKIIMOHUPOBAHHS WH(POPMAIIMOHHO-

TCJICKOMMYHHUKAIITMOHHBIX CUCTEM U CeTeH.

1.1.2. [TepeyeHn 00X KOMIIETEHITUN

Kon HaumeHoBaHue BUI0B 1eITeJIbHOCTH U NPodecCHOHATbHBIX KOMIIeTeH il

OK 01 Br16upaTh ciocoObl perienust 3a1a4 npopeccCuoHaNbHOM AeITeIbHOCTH,
NPUMEHUTEIBHO K Pa3IMYHbIM KOHTEKCTaM.

OK 02 Ocy1ecTBIATh NOUCK, aHATU3 U HHTEPIpETaLio HHPOPMALIUU, HEOOXOAUMOM ISt
BBITOJIHEHUS 3a]1a4 PO ECCHOHATBLHOMN 1EATEIIbHOCTH.

OK 03 [1nanupoBaTh U pean30BbIBaTh COOCTBEHHOE MPO(ECCUOHATBLHOE U JTMYHOCTHOE
pa3BUTHE.

OK 04 Paborath B KO/IEKTHBE U KOMaH 1€, 3P(PEKTUBHO B3aUMO/IEHCTBOBATh C KOJUIETaMH,

PYKOBOJACTBOM, KIIMCHTAMMU.

OK 09 Hcnonb30BaTh HHPOPMAITMOHHBIE TEXHOJIOTUH B MPO(ECCHOHANIBHOM eI TeTbHOCTH.

OK 10 [Tonp3oBaTbest MpoQecCHoHaNbHOM JOKYMEHTAlMeH Ha TOCy1apCTBEHHOM U
WHOCTPaHHOM SI3bIKE.




1.1.3. B pe3ynbTare ocBOCHHS MPOPECCHOHATEHOTO MOTYJISI CTYJACHT JTOJIKEH:

HUmertn
HaBbiku

- MOHTa)Xka, HACTPOWKH, TMPOBEPKH  (DYHKUMOHUPOBAHUS U
KOH(PUTYpUPOBAHHUS 00opynoBaHUs nH(pOpMaIMOHHO-
TeIEeKOMMYHUKAIIMOHHBIX cucTeM u ceteit (M TKC);

- TeKyIIero KOHTposs pyHKuuonupoanust ooopynosanus UTKC;

- TMPOBEACHUS  TEXHUYECKOTO  OOCTYXUBaHUS,  JHATHOCTUKH
TEXHUYECKOTO COCTOSIHUSI, IIOMCKA HEUCIIPABHOCTEH M PEMOHTa 000PYAOBaHUS
HUTKC,;

yMeThb

- OCYHICCTBJIATh TEXHUYCCKYHO SKCILTyaTallUuo JIMHEHMHBIX COOpy>KeHI/II71

CBSI3H;
- NPOU3BOJUTH MOHTAX KaOENbHBIX JIMHUM M OKOHEUHBIX KaOEIbHBIX
YCTPOMCTB;
- HacTpaMBaTh, SKCIUIyaTHMPOBaTh M OOCIY)XHBaTh 00OpylOBaHHE
NTKC;

- OCYIIECTBJISATh MOJKIIOYEHHE, HACTPOMKY MOOWIIBHBIX YCTPOMCTB U
pacnpenenennbix cepsrcoB UTKC;
- IPOU3BOJUTH HWCIBITaHUS, MPOBEPKY M MPUEMKY 0OOpYAOBaHUSA
TEJIEKOMMYHUKALIMOHHBIX CUCTEM;
- MPOBOAMTH PabOTHI MO TEXHUUYECKOMY OOCIYKUBAaHUIO, AUArHOCTUKH
TEXHUYECKOT'0 COCTOSIHUS U peMOHTY obopynoBanus UTKC;
- HU3MEPATh OCHOBHBIE KAUECTBEHHBIC ITOKA3aTEIM M XapaKTEPUCTUKU
IpU  BBINOJHEHMM NPOPUIAKTHUECKUX M PEMOHTHBIX paboT mpuemo-
nepeparonux ycrpoucts (1Y),
- YUTaTh NPUHIUNHAIIbHBIE cXxeMbl O0J10Kk0B 111V
- BBINOJHATH pAacyeThl, CBA3aHHBIE C OINPEACICHUEM 3HAYCHUU
rapaMeTpoB pexuma u sneMeHTos 111V
- KOHTPOJNUpPOBaTb  pabOTy W  OCYLIECTBIATh  TEXHUYECKYIO
skcmuryaranuro 11V,
- HacTpaMBaTh, OKCIUIyaTHpOBaTb M  OOCIYXHBaTh JIOKaJbHbIC
BBIYMCIIUTEIIBHBIE CETH;
- compsiraTb MEXAy COO0OM pa3inyHble TeJIeKOMMYHUKAIIMOHHBIE
YCTPOMCTBA;
- MIPOU3BOIUTH HaCTPOUKY MIPOrPaMMHOTIO obecrnieyeHus
KOMMYTAIIMOHHOT'O 000PY10BaHHS TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM;
- OCYILECTBIIATh HACTPOMKY MOJEMOB, UCIOJIB3YEMBIX B 3aILMILEHHBIX
TEJIEKOMMYHUKAIIUOHHBIX CUCTEMAX;
- TpOBEpATh (PYHKIMOHUPOBAHHE, TPOUZBOAUTH PETYIUPOBKY U
KOHTpPOJIb OCHOBHBIX [1apaMEeTPOB UCTOYHUKOB IIUTAHKS PaJuoannaparypsl;
- NMPOBOJUTH TUIIOBBIC H3MEPEHUS;
- MOJB30BAaThCS CTAHIAPTHBIMU CPEICTBAMH HIEKTPOPATUOU3MEPEHNUN;
- OLIEHUBATh TOYHOCTH IPOBOJAUMBIX U3MEPEHUM;




- 0OPMIIATH FKCILTYaTAllMOHHYIO U PEMOHTHYIO IOKYMEHTAIIHIO;

3HATb

- TIPUHLUIBI TIOCTPOCHUS MH()OPMAITOHHO-TEIEKOMMYHHKAIIMOHHBIX CHCTEM
H CeTeH;

- 0a30Bble  TEXHOJOTMM  IIOCTPOEHMsT M cocTaB  00OpyJIOBaHHUSA
MYJIBTUCEPBHUCHBIX CETEH CBS3U;

- COCTaB U OCHOBHBIEC XapaKTepUCTUKH THIOBOro ooopynoBanus UTKC;

- npuHIUNbl nepenaun uHpopmanuu B UTKC;

- npuHIMn Moayssinuu curnanoB UTKC;

- IPUHLMIIBI IOMEXO0YCTOHYMBOro kKoauposanus curaanos UTKC;

BUJIBI U XapakTepucTuku curHaioB B U'TKC;

- TMPHUHLUIOBl aHAJIOTO-IM(PPOBOro mpeoldpa3oBaHusi, pabOTHl KOMIIAHAEPA,
KOJIEpa U I€KOJEPa;

O0COOEHHOCTH  PACHpPOCTPAaHEHUs  DJICKTPOMATHUTHBIX  BOJH  Pa3IMYHBIX
JUarna3oHoB 4acToT;

- BUJIbI IOMEX B KaHAJIaX CBSA3U, METO/BI 3AIIUTHI OT HUX;

Pa3HOBUAHOCTHU MPOBOJIHBIX JIMHUN IIEpelauH;

- KOHCTPYKLHUIO M XapaKTEPUCTHKH AJIEKTPHUECKUX M ONTHYECKHX Kabenei
CBSI3H;

- CIIOCOOBI KOMMYTALIUU B CETSIX CBA3H;

- IPUHLIMIIBI TIOCTPOEHUSI MHOTOKaHAJIBHBIX CUCTEM IIEpelayH;

- IPUHLIMIIBI TIOCTPOEHUS PAJUOJINHUN U CUCTEM PATUOCBA3H;

- OCHOBBI MapHIpyTHU3allMd B HH(OPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX
CETSIX;

- IPUHIUIIBI TOCTPOEHHUS, OCHOBHBIE XapaKTEPUCTUKU U 000pYI0BaHUE CUCTEM
MOJIB>)KHOM paIMOCBSI3H;

- TEXHOJOTMM U 0OOpylOBaHUE YJAJIEHHOTO J0CTylna B HH(QOPMAIMOHHO-
TEJIEKOMMYHUKALMOHHBIX CETSX;

- TUIOBBIE YCIIYTH, NPEJOCTaBIIsIEMbIE C UCIOJb30BaHUEM HH()OPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CeTeH, BUABI HMH(OPMAIIMOHHOIO OOCITY>KUBaHMS,
IIPEIOCTABIIIEMBIE IT0JIB30BATEISAM;

- IPUHLIMIIBI IOCTPOEHUS U TEXHUYECKHE CPENICTBA JIOKAJIBHBIX CETEH;

- IPUHIUIBI PYHKIMOHUPOBAHUS MapIIPYTH3aTOPOB;

MoaeMbl, wucnonp3ytomuecs B HWTKC, npuHmunel DOAKITIOYEHUS U
(GyHKIIMOHUPOBAHMS,

- crneuuUKANUI0 H3AEINi, KOMIUIEKTYIOIIUX, 3allaCHOTO HMYIIeCTBa U
PEMOHTHBIX MaTEPUAJIOB, MOPAJOK UX yUeTa U XpaHEHUs;

- IpUHIMIBI opranu3anui skcuryatanuu UTKC;

- COoAep)KaHHE  TEXHHUUYECKOro  OOCHY>KMBaHMsI ¥  BOCCTaHOBJICHUS
pabotocnocobHocTr 06opynoBanus UTKC;

- IPUHIUIIBI OPTaHU3AIMK U TEXHOJIOTHIO peMoHTa obopynoBanus MTKC;

- IEPUOJUYHOCTB IOBEPOK KOHTPOJIBHO-U3MEPUTENBHOM anmnapaTypsl;

- IPUHLIMI JEHCTBUS BBIIPSIMUTENIECH IIEPEMEHHOTO TOKA;

- NPUHLUIOBI PAa0OTHl CTAOMIM3aTOPOB HANPSDKEHWsT M TOKA, HMITYJIBCHBIX




HMCTOYHUKOB TTUTAHMUSI.

- TPHHIMIBI 3aIIUTHl 3JIEKTPOHHBIX YCTPOHCTB OT HEIOMYCTHUMBIX PEKHMOB
paboTsI;

- [PUHIUNBl  TOCTPOCHHUS, OCHOBHBIC  XapaKTEPUCTHUKHA  THIOBBIX
W3MEPHUTENBHBIX IPUOOPOB | MpaBHiia pabOTHl C HUMH,

- OCHOBHBIC TMOHSATHS W ONPEACICHHS METPOJIOTHH, CTaHIAPTU3AIMH U
cepTuduKaIu.

1.2. Kosim4ecTBO 4aCcOB, 0TBOAUMOE HA OCBOEHHE PO eCCHOHATBHOT0 MOAYJIS

Bcero wacos: 707 gacos.
N3 Hux Ha ocBoeHue MJIK — 652 yacos:
MJIK.01.011Ipuemo-nepenaromne ycTpoicTBa, TMHEUHbBIE COOPYKEHUS CBA3U U HCTOUHUKH
anekrpornutanus- 160 gacos;
B TOM YHCJI€ CaMOCTOsITeIbHas paboTa 49 yacos;
MJIK.01.02TenekoMMyHHUKAIIHOHHBIE CUCTEMBI U ceTH - 284 yaca;
B TOM YHCIIe camocTosTeNnbHas paboTa 103 ygaca;
MJIK.01.0330nekrpopanuonsmeperns u merponorus - 90 yacos.
B TOM YHCJI€ CAMOCTOsITeNbHAs paboTa 18 yacos;
Ha npaktuku, B ToM uncie yueOHas 108 yacos
pou3BoJcTBeHHAas -144 yaca.



2. CTPYKTYPA u coaepxanue npogeccHoOHAIBHOT0 MOAYJIA
2.1. CTpykTypa npo¢ecCuoHAIBLHOT0 MOAYJIsI

O6beM nmpodeccnoHanTbHOTrO MOAYJS, aK. Yac.
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K 1.1-1.4 Paznen 1. Ilpuemo- 160 160 62 49
OK1-4,0K9,10 nepeIaroIe
YCTPOMCTBA,
JIMHENHBIE
COOPYKECHHSI CBSI3U U
UCTOYHUKHU
AIIEKTPOTIUTAHUS
MK 1.1-1.4 Paznen 2. 284 284 88 103
TenexkoMMyHHKaHO
HHBIE CUCTEMBI U
ceTH
IK1.1,1.2,14 Pazpgen 3. 90 90 36 36
OK1-4,0K9,10 DIeKTpOpauoOn3MEP
€HUS ¥ METPOJIOTHS
Y4eOHast MpaKTHKa 108 108
[IpousBoaCcTBEHHASA 144 144




IIpaKTUKa

[Ipomexxyrounas 27
aTTecTalus

Bcezo: 813 534 186 188 108 144




2.2. TemaTnuyeckuii IJIaH U coaep:xanue npodeccuonaabHoro moayJas (IIM.01)

HaunmenoBanue pa3aeioB npogecCHOHAILHOIO O0bem
Moyt (ITM), MeATHCIHILTHHAPHBIX KYPCOB Copep:xaHue y4edOHOTr0 MaTepHuaJia, J1abopaTopHble padoThl M MPAKTHYECKUE 3aHATHS, 4aCOB Kon ITK, OK
(MJIK) u Tem caMocCTosATeIbHasl padoTa 00y4yarouuxcs, KypcoBasi padoT (IpoeKT)
1 2 3 4

Paznen 1. [Ipuemo-nepenaomme ycTpoicTBa, JJMHEHHbIE COOPYKEHUS CBSI3M M UCTOYHUKH IEKTPONMUTAHUS 160

M/IK 01.01. ITlpuemMo-nepenaomme ycTpoicTBa, JHHEHHbIC COOPYKEHUS CBA3H U HCTOYHUKH YJICKTPONUTAHUSA 160

Ioapa3znen 1. TexHuyeckue cpeacTBa M O0CHAYy:KHUBAHHE TepeNarolero 000PYA0BAHMS 3AIMINEHHBIX TeJEeKOMMYHHKAIMOHHBIX 29

cucTeM

Tema 1.1. Ha3nauenue, crpykrypHas | Coaep:kanue 1 1K 1.1-1.4

cxeMa M TexHHMYeckue xapakrepucruku | Onpenenenue M HasHadeHMe pajmonepenaromero ycrpoicrsa (PIInV). OK 1 -4,

paauonepenaTYHKa. OO06o00mEHHas CTPYKTypHasi cXeMa MepenaTiuka U OCHOBHBIE XapaKTepUCTUKU OK 9,10
nepeaatunka. Haznauenne ocHOBHBIX KackanoB PIIoY.

Tema 1.2. ABTOreHepaTopbI Coaepxanue 2 K 1.1-1.4
VYcnoBus camMoBO30YXXKJI€HUSI aKTUBHBIX KoJieOaTeNbHBIX cHucTeM, OanaHc (a3, OK 14,
Oamanc amruatya. PaGodas wacrora aBroreHepatopa (AI'). Cxema OK 9,10
TpaH3uctopHoro u JammnoBoro Al. Pexumsr pabotst Al.  IlpunHnuns
CHUHXpOHM3Ma U (a3upoBku. Jlectrabminsupyromue ¢pakTopsl 1 00ppda ¢ HUMHU.

Tema 1.3. CraoniabpHocTh 4acToThl | Conepxanue 1 MK 1.1-1.4

aBTOreHeparopa. Keapuesas | Ctabunbnocts yacToThl Al', MeTozbl ee noseienus. KBapuepas crabunmsanus OK 1 -4,

craduausanusa  4acrorbl. Ksapuesble | 4acToTel AI'. VcrpoiicTBo u paboTa KBapueBoro pe3onaropa. CxeMbl BKIIOUEHUS 0K 9,10

aBTOIeHepaTobl kBapueBoro pe3zoHatopa B Al-. Koppekuus uyacrtoTel kBapueBoro Al
[IpeumymiecTBa W HEJOCTATKU KBaplIeBOM CTaOWMIM3aluu dYacToThl. Cxema
KBapILEeBOr0 TpaH3uCTOpHOro Al

Tema 1.4. ®opmupoBanue curHajgon. | Cogep:xxanue 1 MK 1.1-1.4




Bo30yaurten u CHHTE3aTOPBI YACTOT [TpuaIMIBI (OPMUPOBAHUS CUTHAIIOB MIPH PA3IUYHBIX METOJAaX CHHTE3a YacToT. OK 1 4,
[TonsiTie BO3OyAMTEN - CHHTE3aTOpa 4YacTOT, CETKM M Iara CETKH 4YacToT. OK 9,10
Metoapl cMHTE3a 4acToT. ABTOMaTH4ecKas mojcTpoika dactoTel (AITY) u eé
napameTpbl. YactoTHas AITY. ®azosas AITY. [{ludposoii cuHTE3aTOP 4aCTOT.
Tema 1.5. Pexumbl u npuHmunbl | CoaepxaHue [IK 1.1-1.4
NOCTPOCHHUsI TE€HEPATOPOB € BHEIIHUM | OGo0mIeHHas CTpyKTypHas cxema u mapameTpbl ['BB. I'eneparopsl ¢ BHEIIHUM OK 1 4,
BO30y:k1eHHeM. CXeMbl TeHEPATOPOB C | po30yKJECHHEM: PE3OHAHCHBIE U IIMPOKOMONOCHBIE. OONacTH NpHMEHEHHs OK 9,10
BHeIHUM Bo30y:k1enuem (I'BB) pe3oHaHCHBIX M mmMpokonoiocHbix ['BB. Ilpunuun pabotel UM MeTonuka
sHeprernyeckoro pacuera ['BB.
TeMma 1.6. Oo0mue CBeeHHS o | Conep:xxanue K 1.1-1.4
MOAYJISINUM. AMIUIMTYAHAsE MoayJasiums | OOmme CBEACHHS O Pa3IMIHBIX BHIaX MOIYJISIIUU U HX OCOOCHHOCTSIX. OK 1 -4,
CUI'HAJIOB [Tonsitust  ammiutynHo — monynsiuuu  (AM), 1iyOMHBI — MOIyNsLMU U 0K 9,10
nepeMonyisinuu, cnektp AM  konebGanHus.  OJHONONOCHAS — MOAYJISILIMSL.
TpaH3UCTOPHBIN aAMITUTYIHBIA MOIYJSTOP C KOJUIGKTOPHOM MOZYJISIHEH.
Ob6nactu npumeHenus AM.
Tema 1.7. Yacrornas wmoayasinus. | Conep:kanue 1K 1.1-1.4
Cra0dmamsanusi 4actorbl Hecymed mnpu | OcOOEHHOCTH YTJIOBBIX BHUAOB MOAYISIUH. [IOHATHE YaCTOTHOH MOIYJSIIAN OK 14,
YaCTOTHOM MOAYJISALMHU (UM), nesBumamuum 4yactoTbl, cnekTp UM curnama. TpaH3UCTOpPHBIM YacCTOTHBIN 0K 9,10
MOJYJIATOp Ha OCHOBE Bapukana. CraOuiau3anusi 4YacTOThl HeECylled mpu
yacToTHOM Moaymsiuu. O6nactu npuMeHneHus YM.
Tema 1.8. ®azoBas moayasinusi. Buasl | Conep:kanue 1K 1.1-1.4
¢ba3oBbIX MOAYJISITOPOB [Tonstue Qaszosoit monynsauun (OM), neBuanusa dassl, cnexktp @M curnana. OK 1 -4,
3aBHCUMOCTh M3MEHEHHUs yriia (a3pl CUTHANA OT aMIUTUTYIBl MOIYIHPYIOIIETO OK 9,10
kosiebanus. CxeMbl OCTPOeHUS (Ha30BBIX MOAYIISTOPOB.
Tema 1.9. HmnyascHas wmoayasuus. | Cogep:xanue K 1.1-1.4
CxeMbl MMNTYJIbCHBIX MOAYJISITOPOB [Tonsitne umnynbcHoi Moxymsiuu (MM). Bumet UM u e€ 0coOeHHOCTH. OK 1 -4,
CrpykrypHas cxema nepenatunka ¢ M. Ilapamerps! u ciextp curnana npu M. OK 9,10

CrpykrypHast cxembl MoayinsatopoB MM. BHyTrpuummynbcHass 4YacTOTHas




MOAYJIAIMA.

IIpakTHyeckue 3aHATHSA 16

HccnenoBanue  BIUSHHUS — JAecTaOmwim3upyrommx  (akropoB Ha  pabory 2

aBTOreHeparopa

HccnenoBanue reHepaTopa, YIPAaBIsIEMOIO HAINPSDHKCHUEM, HUCIOIb3YEMOIO B 4

CHUHTE3aTOpax 4acTOT

HccnenoBanue yMHOKUTEINS YaCTOTBI 2

UccnenoBanue aMImmTy IHOTO MOAYJIATOPA 4

UccnenoBanue 4aCTOTHOTO MOYJISITOPA 4
IMoapasnen 2. Texuuyeckoe o0caykKuBaHHe M 000Py/A0BaHHE NIPUEMHBIX YCTPOHCTB TeJ1eKOMMYHUKAIIMOHHBIX CHCTEM 28
Tema 2.1. Teoperuueckue ocHoBbI | Conepxanue K 1.1-1.4
paguonpueMa. CTpyKTypHbIe CXeMbl Ha3nauenune, OCHOBHbIE XapaKTEPUCTHKH paAUONpUEMHbIX ycTpoicTB (PIIMY). 1 OK 14,
paguoTPaKTOB NpHEMHHUKOB. OcHoBHBbIe | CTpykTypHas cxema PlImYmpsmoro  ycumenusi. CTpykTypHas  cxema 0K 9,10
NOHATHUS " XapaKTePUCTHKH | cyneprerepoauHHoroPIIMY u e€ ocobennocTu.
pPaauoNpUEMHBIX YCTPOMCTB
Tema 2.2. Bxoanble unenu npuémusbix | Coaep:kanue 1 K 1.1-1.4
ycrpoiictB.  OcobOennoctn  BXOAHBIX | HaszHaueHune BXonHOW menu, KiaccH(UKalus M OCHOBHBIE XapaKTEPUCTHKH. OK 14,
neneu pa3IMYHbIX yacToTHbIX | CTpykTypa BxoaHo# nenu (BLI). BLl ¢ cocpenoToueHHBIMU U pacipeaeIeHHBIMU OK 9,10
AHUANA30HOB aJIeMEeHTaMu. MeToinKa 31eKTpuueckoro pacyera Bl
Tema 2.3. Pe3onanchble ycuiaurteau. | Coaep:kanue 1 K 1.1-1.4
Ycenanrenu paauoyacrToThl. | HazHaueHne W OCHOBHBIE  XAPAaKTEPUCTHUKUPE30HAHCHOTO  YCHIIATEIIS. OK 14,
Mastomymsimue yeuaurean CBY. CrpyKkTypHas cxema pEe30HAHCHOTO YCWIIMTENS W PEXUMBI ero paboThl. OK 9,10

Manomymsiue  ycuiudtenu — cBepxBbicoko yactoTel  (CBY). Meroauka

aneKTpudeckoro pacuera ycunurens CBY.
Tema 2.4. IlpeoGpa3zoBaresn uyactorhbl | Conepxanue 1 K 1.1-1.4
pPaauoNpPUEMHHKOB. Buabi OK 14,

Hasznauenue, cTpykTypa U npuHIHI paboThl npeodpazosarens yactotsl (114). TTH




npeodpaszoBaresieil 4aCTOThI ¢ oTnenbHbIM rerepoauHoM. IIY ¢ coBMeméHHbIM retepoanHoOM. Pacuér 0K 9,10
IIPOMEKYTOUHON 4aCTOThI U IIpeoOpa3oBaTeis YaCTOTHI.
Tema 2.5. Yceuauteaun mnpome:xkyrouHoi | ComepxxaHue K 1.1-1.4
YacTOThI PAAMONIPHUEMHBIX YCTPOCTB Ha3nauenne M CcXeMOTEXHUMKAa YCWIHMTENsS MpoMexyTouHod uactorel (YIIY). OK 1 -4,
CranpgapTHble  NPOMEXYTOYHBIE  YacTOThl  PaJAMONPUEMHBIX  YCTPOMCTB. 0K 9,10
Mmuorokackagusie YITY. M30uparensubie anemenTs! B YITY:
Tema  2.6. J[lerexkropnl curHauos. | Conep:kanue K 1.1-1.4
AMILTUTY/IHOE aerexkTupoBanue. | [Ipouecc neTeKTUpoBaHUS CUTHAIOB. AMIUIUTYAHBIE JETEKTOPbl U UX OCHOBHBIE OK 14,
JleTeKTopbl NMIYJIbCHBIX CHTHAJIOB XapakTepucTUkU. HenuHeliHble M MHEPLHOHHBIC HCKAXEHUS B aMIUIUTYJIHBIX 0K 9,10
nerekropax. IMmynbcHOe JeTeKTUPOBAaHHE CUTHAIIOB.
Tema 2.7. AMnutyaublie orpanuuurean. | Conepxanue K 1.1-1.4
IpuHuun padoThI YaCTOTHBIX | AMIUIMTY/AHbIE OrpaHuuuTend. HasHaueHue, OCHOBHBIE XapaKTEPUCTUKU U OK 14,
JAE€TEKTOPOB. Buael YaCTOTHBIX | IPUHIIAI PA0OTHI YACTOTHOTO JeTeKTOpa. CXEMOTEXHHUKA YaCTOTHBIX JIETEKTOPOB. 0K 9,10
AETEeKTOPOB
Tema 2.8. Ilpunnun padorsidgazosbix | Conepxanue K 1.1-1.4
AeTeKTopoB. Buabl ¢a3oBeix gerekropos | HazHauenue, npuHUMO pabOTBl M OCHOBHBIE XapaKTEPUCTUKH (Ha30BOIrO OK 14,
netektopa (O1). Uckaxkenus xapakrepuctuku OJI. Cxemorexuukad/Jl. OK 9,10
Tema 2.9. PeryaupoBku B | Conep:kanue K 1.1-1.4
pPaguonpUEMHBIX YCTPOMCTBAX PerynupoBka ycunenus. Hactpoilku paguonpHeMHHMKOB. PerynupoBka MOJIOCHI OK 14,
nponyckanus. Y crpoicrsa unaukanuu PIIMY. OK 9,10
Tema 2.10. ABtomarnyeckasi | Conep:xxanune 1K 1.1-1.4
peryJiMpoBKa yCHJICHHUS Ha3nauenwe, mnapameTpel W HOpUHIMI  pabOThl CXeM  aBTOMATHYECKOM OK 14,
perynupoBku ycuiienus (APY).-OcHoBHbie cxembl APY. OK 9,10
Tema 2.11. ABronoacrpoiika yacrorsl B | Conepxanue K 1.1-1.4
pPaguoNpUEMHBIX YCTPOMCTBAX [IpyHIMIT ~ aBTOMAaTW4YeCKOW  IMOACTPOMKM  4YacTOThl B PaJIMONPHUEMHBIX OK 14,
ycrpoiictBax. CTpykTypHble cxeMbl cucteM AIIY pa3nnuHbIX BUIOB, Ha3HaYEHUE OK 9,10
kackaznoB. OCHOBHbIE XapakTepucTuku cuctemsl AITY.
Tema 2.12. PeryaumpoBka mouocsl | Conep:kanue 1K 1.1-1.4
NPONYyCKAHUA CnocoObl  peryiavpoBKH TMOJOCHI MpomyckaHus mnpuémMHuka OcoOeHHOCTH OK 14,
PETYIMPOBOK MOJIOCHI ITPOITYCKAHUS B Pa3INYHBIX KaCKaJaxX paguoNpruEMHHKA. 0K 9,10




IIpakTHYeckne 3aHATHA 16 K 1.1-1.4
UccnenoBanue pe30HAHCHOTO YCUIIUTENS PAIU0YacTOThI 2 OK 14,
HccnenoBanue mpeodpa3zoBaTesis 4aCTOThI C OTACIBHBIM FETEPOIHHOM 4 0K 9,10
HccnenoBanue yCHIINTENS IPOMEKYTOYHON YaCTOTBI 2
HccnenoBanue oTAENbHBIX (QYHKIIMOHATIBHBIX OJIOKOB CUCTEM PAIHOCBI3U 4
HccnenoBanue oTAeNbHBIX (GYHKIIMOHATIBHBIX OJIOKOB CUCTEM PAJHOCBA3U 4
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Tema 3.1. IHocTpoenne cereil | Coxgepxxanue 2 K 1.1-1.4

JIEKTPOCBSA3HU Bunpl HampaBisrOnMX < CHUCTEM W WX OCHOBHBIE cBoMcTBa. CHCTEMBI OK 14,
MHOTOKaHAJIbHOH Mepeaayu Mo JUHUSAM cBs3u. OCHOBHBIE TPEOOBAaHUS K JIMHUSAM OK 9,10
CBSI3H.
[TocTpoeHne JNHHEWHBIX COOpPYXKEHUH cerel anekTpocBsizu. Iloctpoenue
MarucTpaibHbIX cereil cBs3u. [locTpoeHne 30HOBBIX ceTeil cBsizu. [loctpoenue
MECTHBIX CETEH CBA3U.

Tema 3.2. Bo3ayumnHble JIMHUHU CBA3H Coaepxanue 2 K 1.1-1.4
KoHncTpykTuBHBIE 35eMeHTHl BO3AyWIHBIX JuHUM cBsizu (BJIC). Hasnadenwue, OK 14,
coctaB 1 ocHOBHBIE mapameTpbl BJIC. IIpoBonoka, M3054TOpPbI, KPIOKH, IITHIPH, 0K 9,10
TPaBEPCHI, OTIOPBHI.

Tema 3.3. KabesbHble TUHUHN CBS3H Copepxanue 2 1K 1.1-1.4
Knaccugukarus, KOHCTPYKIHs, XapaKTePUCTUKU U MAapKUPOBKA IJIEKTPHUUECKUX OK 14,
kabeneil cBsa3u. KOHCTpyKTHBHBIE 3JIeMEHTHI Kalesel: TOKONPOBOASIIME >KUJIbI, OK 9,10
U30JISALUS KU, CKPYTKA B TPYIIbI, KaOCJIbHBIA CEpACUHHK, MOSACHAS W30JIALNS,
9KpaH, 000J1049Ka, BHEIIHUE 3aIIUTHHIE ITOKPOBBI.

Tema 3.4. Kadenu tenedonnbix cereil m | Conep:kanue 2 1K 1.1-1.4

ceTell POBO/IHOTO BEMAHHS KaGenu tenedoHHbIX ceTeil u ceteil mpoBoaHoro Bemanus (I1B). SE ; Ig

)

Konctpyknusa u naznadenue kabeneit TIIII; kabeneii ¢ Butoii mapoit UTP, STP;
KaOenel 111 COeMMHUTENbHBIX JIMHUN M KaOCIhbHBIX BCTaBOK ThIa 13; kabemei
MexxcTaHIMOHHBIX ceTelt (cenbckux) KCII, omnomapubeix kabeneir CTC u I1B




mapok [TPTITIM, MPM, TITIDK, TPII (TPB); cranunonusix kadeneit TCB.

HpaKTuquRne 3aHATUSA

Ka6Genu [1B

Ka6Gemu TIIII

Ka6emmu CTC

Tema 3.5. KaOeam MarucrpajbHbIX H
30HOBBIX ceTei

Conep:xkanue

Koncrpyknuust cummerpuunbix kadeneit Turmos MKC, 3K. koakcnanbHbBIX Kabemneit
MKT-4, KM-4,-75, KPK-75.

NIN|DNIDN

IIpakTH4yecKkue 3aHATHSA

CumMeTpuuHbIe Kabenu

KoakcuanbHble kabenu

1K 1.1-1.4
OK 14,
OK 9,10

Tema 3.6.
JUHUM CBA3H

BoJsioKOHHO-OIITHYECKHE

Conep:xanue

OcHOBBI Tiepefaur MH(OpPMAIMA TIO BOJOKOHHO-ONTHYECKHUM JIMHHSAM CBSI3U
(BOJIC). Ctpykrypa u koMmrnoHeHThI JuHeiHoro tpakta BOJIC. XapakTepuctuku
ontuieckux komnoneHtoB BOJIC.

NINIDN B

IIpakTH4eckne 3aHATHA

Bo010KOHHO-ONITHYECKHUE JUHUH CBSA3U

1K 1.1-1.4
OK 14,
OK 9,10

Tema 3.7. Kadeabnas
IMop3emuas
TeJIe(POHHOM CBSA3H

uH(ppacTpyKTypa

Conep:xanue

Haznauenwue, coctaB u TpeOoBaHUS K MOJI3eMHON MHPpACTPyKType TenedhoHHOU
CBSI3H.

CtpouTensCTBO KaOENbHON KaHAIM3AIUH, TMPUMEHEHUE CPEICTB MEXaHM3aIlHH.
[Ipoknanka kabens B TenedoHHOW KaHanmu3amuu. OCOOCHHOCTH MPOKIAIAKU
kabeneit BOJIC.

K 1.1-1.4
OK 14,
OK 9,10

Tema 3.8. [Ipokiagka kadeJbHbIX JUHUH

Conep:xanue

K 1.1-1.4




CBS3H [ToaroroBka kabenst K MPOKIIAIKE U dJEKTpuyecKkue uamepenus. CorinacoBanue u OK 1 4,
pazOuBKa Tpaccel. MexaHW3UpOBaHHAs M py4YHas Mpokiiaaka kadeneit. [Ipokmaaka OK 9,10
ontuyeckux kabeneil. OCOOEHHOCTHM TMPOKIAIKU Kabeyeld uepe3 BOJHBIC
Iperpajibl U Ha IEPEeCeUCHUH C TIOCTPOSHHBIMH COOPYKEHUSIMU

Tema 3.9. Monrax kaOeseil cBsisu u | Conep:kanue 2 K 1.1-1.4

OKOHEYHBIX  KaleJbHBIX  ycTpoMcTB | OpraHu3anys MOHTAXXHBIX padoT. MOHTa)KHBIE HHCTPYMEHTHI, IPUCTIOCOOICHUS, OK 14,

MECTHBIX TeJ1e()OHHBIX ceTel marepuaibl. [IpoBepka kabeneld mepen MOHTaKOM. TpeOoBaHHS K MOHTaXY. 0K 9,10
[TpuHIMNBL pa3fenKd KOHIOB Kalened Uit HpsAMOro coenuHeHus. V3mepeHus
CMOHTHUPOBAHHBIX y4YacTKOB. HazHaueHWe, KOHCTPYKIIMS, MapKUPOBKa U MecCTa
YCTaHOBKH OKOHEYHBIX KaOenbHbIX ycTpoiicTB (OKY) u ux MoHTax.

IpakTHyeckne 3aHATHS 12
Montasx kabens T, MKC, 3KI1 4
Mourax KPTII-10, BM 4
Mounrtax MTOK 4

Tema 3.10. YcrpoiicTBa BBoja Kkabesei B | Cogep:xxanue 2 K 1.1-1.4

30aHus CTAHIMUI (V1I, OVYII), | Kpoccuponanue xabeneii B ATC. Hasnauenue maxtel. Kpoccuposanue kaGeneii B OK 1 -4,

TeJie(pOHU3MPYeMble 3IaHUS a6OHEHTCKHUE ITYHKTEL 0K 9,10

Tema 3.11. Kabean nox | Copepxxanne 2 1K 1.1-1.4

NMOCTOSIHHBIM BO3AYIIHBIM HM30BITOYHBIM | DKCIUTyaTalMs Kabeael moa NOCTOSHHBIM H30BITOYHBIM BO3/YIIHBIM J1aBJICHUEM. OK 1 -4,

AaBJIeHHEM Cucrembl M YCTaHOBKM JJIsl JKCIUTyaTalluu KaOeyed JaBieHueM. MeTojibl OK 9,10
OompeieNIeHUs pailoHa U MeCTa MOBPEXKACHUS 000JTI0UKH KaOes

IMoapasnen 4. DileKTpryecKkHe XapaKTePUCTHKU HANPABJISIIOIIUX CHCTEM Nepeaaqyu 4

Tema 4.1. duaexrpuueckue | Cogep:xranue 2 K 1.1-1.4

XapaKTePUCTUKH BO3AYIIHBIX U | [lepBuuHble M BTOpPUYHBIC TapaMeTPhl DIEKTPUUYECKUX KaOelned W BO3TYITHBIX OK 14,

Ka0eJIbHBbIX JIMHUH CBA3M muaui cBsizu (BJIC). YacToTHbIe OUama3oHbl HMCIOJIB30BAHMS HIEKTPUYECKHX OK 9,10
kabemneii u BJIC

Tema 4.2. Ilapamerpsl BOJIOKOHHO- | Coaep:xxaHue 2 K 1.1-1.4




ONTHYECKHUX JIMHUMI

[Tapamerpsl BosnokonHo-onTuueckux JuHuid (BOJIC). Kputnueckass yactora u

OK 14,

JUIMHAa BOJIH BOJIOKOHHOI'O CBETOBOJAA. THUIBI BOJIH B CBETOBOJAE. 3aTyXaHUE OK 9,10
BOJIOKOHHBIX CBETOBOJIOB. Jlucniepcusi U MpOIyCKHasi ClIOCOOHOCTh CBETOBO/IOB.
IIpakTHyeckue 3aHATHSA 2
M3MepeHue 31eKTpUUECKUX XapaKTepPUCTUK CHMMETPUYHBIX Kabenen 2
IMoapa3zaen S. B3anMHble BIAMSHUS B TUHUAX CBSI3H U MepPhI 110 HX YMEHbIICHHIO 6
Tema S5.1. B3aumnusblie Bausinus mexny | Conep:kanue 2 K 1.1-1.4
HensiMd  BO3AYIIHBIX M Kal0eJabHbIX | B3anMmHOe BimsHuMe B onTHueckuxX Kabemsx. [IpudmHBI B3aWMHBIX BIHSHUN OK 14,
JIMHMA CBA3U MEXIy HEMsIMH BO3IYIIHBIX M KaOeIbHBIX JHMHUS CBs3U. [lapameTrpbl BIUSHUS. 0K 9,10
[TprynHbBI B3aMMHBIX BIMSAHUN MEXAY ONTHUYECKUMH BOJIOKHAMU
Tema 5.2. Obecneuenne | Conep:kanue 4 1K 1.1-1.4
3J1eKTPOMATHUTHOI COBMeCTUMOCTH | Crioco0bl 3aIUThl OT B3aWMHBIX BIUSHHHM. CriocoObl yMEHBILIEHHS B3aUMHBIX OK 14,
JIMHUH CBSA3H M NIPOBOJHOI0 BelIaHHUA BusHui Ha kKabenpHeix HY u BY nunumax. W3mepurenbHble TPHOOPEI, OK 9,10
OpUMEHSeMble TP CHUMMETPUPOBAHMM. 3allUTa CBETOBOJAHBIX TPAaKTOB OT
B3aUMHBIX nNoMeX. [IpuoOpeTeHHe HaBBIKOB TECTUPOBaHMS CMOHTHPOBAHHBIX
YCTPOMCTB B KaOEIbHBIX JINHUAX CBSI3U.
Pa3nes 6. 3amuTa JIMHUI CBA3M OT BJIMSIHMSA BHEIIHNUX MCTOYHHKOB U KOPPO3UH 8
Tema 6.1. MHcrounumku omnacubix u | Conep:kanue 2 K 1.1-1.4
MelAIKuX BaUAHMA. Mepbl 3amuThl | OCHOBHBIE MOHATHS 00 HMCTOYHUKAX SJEKTPOMATHUTHOTO BIMSHUS Ha JIMHUU OK 14,
JIMHEHHBIX COOPYKEHHI CBA3H CBA3M. Meppl 3allUUThl JIMHEHHBIX COOPYXXEHUH OT ONAacHOro BIIMSHUSA OK 9,10
aTMOC(EepHOTo AIIEKTPUYECTBA, JIUHUN AJIEKTpOIepeaayH,
ANIEKTPO(UIIMPOBAHHOTO TpaHCIOpTa M paauocTaHiMi. CxeMmbl 3aluThl U
aMeMeHTHI 3amuThl. O00pyI0BaHHE 3a3eMIICHUMN.
Tema 6.2. 3amura coopy:xenui cBsizu ot | Coaep:kaHue 2 K 1.1-1.4
Koppo3un OcHOBHBIE BUBI KOPPO3WU: IOYBEHHAs, aTMoc(hepHas, >IEKTPOIUTHYECKas, OK 1 4,
MeXKpHcTauIUTHasA. X xapakrepuctruka. Mepsl 3alIUThl OT KOPPO3UH. 0K 9,10
[MpakTnyeckue 3aHATHS
HccnenoBaHue 37€MEHTOB 3alUThl OT BHELITHUX BIUSHUI 2
W3mepenus npu 3aniute kademist OT KOPPO3UH 2




IToapasnen 7. Texuuveckoe 00CayKUBAHME JIUHUNA CBA3H 4

Tema 7.1. Opranuzanust u | Conep:xxanue 4 K 1.1-1.4

oCyLIeCTBJICHUE TeXHU4eckou | OpraHu3anus SKCIUTyaTalli. 3aJadd M METOJbl TEXHUYECKOW SKCIUTyaTalluH. OK 14,

IKCILIYATAUMH JIMHEHHBIX COOpYy:KeHMH | OxpaHa KaOEIbHBIX COOPYXEHHH M aBapUIHO-BOCCTAHOBHUTEIBHBIC PAOOTHI. 0K 9,10

MECTHBIX Tes1e()OHHBIX ceTel DNEeKTpUUECKHE N3MEPEHUS B IIPOLIECCE IKCILITyaTal1H.

Tema 7.2. Hane:kHOCTD JIMHUH CBSI3H Copaepxanue 4 K 1.1-1.4
OOecrieueHne HAASKHOCTA JHUHUNA CBs3U. llokaszarenuHanexHoctd. OleHka OK 1 -4,
HaJ€KHOCTH U MEPOIPUATHS 1O IMOBBIIIEHUIO HAJICKHOCTH HA JIMHUAX CBS3U. OK 9,10
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Pexomenayemass mnpuMepHass TeMaTHKa BHeAyJUTOPHOH CaMOCTOSITeIbHOM pa3padoruukoB mnporpamm [[IK 1.1-1.4

o0pa3oBaTe/ibHOI OPraHU3aALMU: OK 1 4,

1. OO6oO6umEénHas cTpyKTypHas cxeMa nepefaruynka. HazHaueHne OCHOBHBIX KacKa 0B IepelaTuHKa. 0K 9,10

abrwd

© o~

10 Koncrpykuus u Haznauenue kabeneid TIII. CtpykTypa u koMnoHeHTs! tuHelHOro Tpakra BOJIC.
11. IIpoknanka ontuyeckux kabdenei. HasnaueHue, KOHCTPYKIHs, MapKUpoBKa 1 MecTa ycraHoBKM OKY U UxX MOHTax.
12. TlepBuuHbIe U BTOPUYHbIE TapaMeTPHhI IeKTprueckux kadeneit u BJIC.

Cxema TpaH3UCTOPHOIO U JIaMIIOBOTO aBToreHeparopa. Pexxumsl padotsr Al
Yacrornas AITY. ®a3osas AITY. LludpoBoii cMHTE3aTOp YacTOT.
[TpuHnum paboTH M METOIMKA SHEpreTHYecKoro pacuera ['BB.

CrpyKTypHas cXeMbl UMITYJIbCHBIX MOJYJISITOPOB.
Meroauka snexrpudeckoro pacuera BIl, ycunurens CBY, YIIY.

[TocTpoenue TMHENHBIX COOPYXKEHUH ceTell AneKkTpocBs3u. HazHaueHue, coctaB 1 ocHOBHbIE apameTpsl BJIC.
. KonctpykTuBHbie anemenTsl kadeneil. Kabenu TeneoHHbBIX ceTeil U ceTeil MpOBOIHOTO BEIaHUs.

13. 3ammura BJIC 1 TpakTOB OT B3aUMHBIX TIOMEX.

14. CxeMbl U 371€MEHTHI 3aIIUThI TUHEHHBIX coopykeHuil. O0opynoBaHHe 3a3eMIICHUH.

TpaH3UCTOPHBIA AMIUIMTYAHBIM MOAYJIATOP C KOJJIEKTOPHOM MOAyisAnued. TpaH3UCTOPHBIA YaCTOTHBIA MOXYJIATOP HAa OCHOBE
Bapukarna. CxeMbl OCTPOEHUS (a30BBIX MOAYJISTOPOB.

Bcero 160
Pa3nen 2. TerekoMMyHUKAllMOHHbIE CUCTEMbI M CETH 284
M/JK.01.02. TerekOMMYHHKAIIHOHHBIE CHCTEMbI H CETH 284




Honpasnen 1. HOCTpOCl—II/Ie TCJICKOMMYHUKAINUOHHBIX CUCTEM H cerei
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Tema 1.1. OcHoBbl mnoctpoeHusi cereil | Comep:xaHue 2 K 1.1-1.4
CBSA3H Enunas Cerp DOnektpocBsizu Poccuiickori @epepanun (ECD Pd). CocraB u

HazHaueHne ECD P®. ApxutekTypa cereil. IlepBuuHbIE M BTOpPUYHBIE CETH,

CITYKOBI CBSI3H. AOGOHEHTCKOE obopymoBaHue. Crpykrypa

TEJIEKOMMYHUKALMOHHBIX  ceTedl. CHUCTeMbl Mepefayd M KOMMYTAlMU

uHpopmanuu. Kiaccuduxanus TenekoMMYyHHUKAITMOHHBIX CETEH.
Tema 1.2. JTaJoHHASA Mojeb | Cogep:xxanue 3 [IK 1.1-1.4
B3aUMO/IeHCTBUS OTKPBITHIX CHCTEM Cranpgaptuzanmss B TEJIEKOMMYHHKanusix.  OTKpBITBIE ~ CHUCTEMBI B

TEJICKOMMYHUKALUAX. DTAJIOHHAS MOJENb B3aUMOJEHCTBUS OTKPBITHIX CHCTEM

(BMBOC). Hepapxus B3aUMOACHCTBUS OTKPBITHIX CHUCTEM. EIMHUIIBI JaHHBIX

ypoBaeit OMBOC. ®yukmuu ypoBaeir OMBOC. Wukamncynsumusi JaHHBIX B

OMBOC.
Tema 1.3. Cucrembl kommytanum B | Conep:kanue 3 K 1.1-1.4
TeJIEKOMMYHUKAIHOHHBIX CeTAX Buael koMMyTanuu B TEIEKOMMYHHKAIIMOHHBIX ceTsX. Kommyraius KaHaioB.

KommyTanus nakeroB. TexHOJOrMM KOMMYTallMM MakeToB. MoJenb MakeTHOTo

KommyTaropa. JlatarpamMHas nepepaya. BupTyanbHble kaHanbl. Jlormueckoe

COEJIMHEHUE.

IIpakTHyeckue 3aHATUSA 4

W3ydyenune nmpuHUMIOB YacToTHOro paszzieneHus kaHaioB (YPK). Ilocrpoenue u

cucTeMa HymMepaluu B TeJIe)OHHOM CEeTH CBSA3H.
Tema 1.4. Cucrembl CHTHATH3ALUH Copepxanue 4 1K 1.1-1.4

Curnanuzanusi B TenedoHHBIX ceTssXx. CurHansl CUTHaIW3anuu. Buasl

curHanu3anuy.  CurHaiam3amuss 10 BelgeneHHoMmy — kanany — (BCK-2).

OomiekananpHas curHanu3zanus (OKC-7).

Copnepxanue 2 1K 1.1-1.4

Tema 1.5. lIndposrlie cucremsl nepeaavun

[Tpuniun  BpemenHoro paszaenenus kananoB (BPK). Lludpossie cucremsl
nepenaun ¢ BPK. Teopema KotenpHukoBa. Pacder 4acTOTBl AUCKpETH3alMH.
NMiynbscHble BUABI MOAYIsAUUU. MeTtoauka pacdera CTPYKTYpbl BPEMEHHOIO
nukna. [udpoBeie cucTeMbl Tepenadyd ¢ WMITYJIHCHO-KOJIOBOW MOIYJISIIHEH




(MKM). UKM-30/32. Kanans! E1, E2, E3, E4.

[MpakTnyeckue 3aHATHS

HCCJ’ICI{OBaHI/Iﬂ CIICKTpa CUI'HAJIOB C HMHy.]'IBCHOﬁ MO,Z[y.]'I?[I.[HCfI

HccnenoBanue nmpuniuna padotsl kanaina ¢ BPK

Tema 1.7. Koaupyrommue U
JEeKOMUPYIoIIHe YCTPoiicTBa HUPPOBBIX
CHCTEM Iepeaayu

Conep:xanue

Ha3znauenne m kxnaccudukanus kojepoB. OO0sacTb NMPUMEHEHHS HEIMHEHHBIX
KOJIEpOB B3BemmMBarouiero tuna. CTpykKTypHasi cxeMa KOJAMPYIOIIHMX YCTPOMCTB.
Hasnauenne y350B. DTanbl HEIMHEWHOrO KOAMpOBaHMs. JlocToMHCTBA U
HEJOCTaTKW  HEIWHEWHBIX KoaepoB. Hasnmauenume nexonepoB. OoOmacth
MIPUMEHEHHUST HEIMHEHHBIX JEKOAEpOB B3BelmMBaromero tuna. CTpyKTypHas
cxema JACKOAMPYIOUUX ycTpoiicTB. HasHauenuwe y3imoB. DTambl HETUHEHHOTO

JACKOOANPOBAHMA. I[OCTOI/IHCTBa 1 HEAOCTATKHU HEJIUHCHHBIX ACKOACPOB.

NN NP>

HpaKTuquKne 3aHATHSA

Henuneiinbie KOJCPhI B3BCIIMBAIOIICTO THUIIA

Henuneiinbie JACKOACPhI B3BCIHIMBAOIICTO TUIIA

K 1.1-1.4

Tema 1.8.
YHPaBJISIFOIIUX CHI'HAJIOB B
reHepaTopHOM 000py10BaHUU
HU(POBLIX CHCTEM TNepeaadu

®opmupoBaHue

Conep:xxanue yueOHOro MaTepuaJa

CrpyKkTypHasi cxema W TPUHIMIIBI ITOCTPOSHUS TE€HEPaTOPHOTO 000pPYHAOBAHHUS
(I'O). Haznauenue y3noB 'O, TpeboBanus k 3agatoiemy resepatopy. Otianune
I'O nepenaun ot I'O npuema.

NN B~

K 1.1-1.4

IIpakTH4eckne 3aHATHA

Pacuet yactoT 'O 1n¢poBoii cucrems! nepegauu

Temal.9. Cunxponusauus B nHu¢ppoBbIX
cUcTeMax nepeaaqyu

Conep:xanue

HaSHa‘-IeHI/Ie 1 BU/bI CI/IHXpOHI/I3aHI/II/I. Tp€6OBaHI/I$[ K cucreMmam CI/IHXPOHI/ISaHI/II/I.
O606mennsie cxembl YTC, TTLHC.

K 1.1-1.4

IIpakTH4eckne 3aHATHA

HpI/ICMHI/IK CHUTHAJIOB LIMKJIOBOM CUHXPOHU3AINN

SN

Tema 1.10. ®opMupoBaHHMe JTHHEHHBIX

unGpoBbIX
nepeaaum

CHUTHAJIOB B CUCTEMax

Conep:xanue

TpebGoBanusi K JUHEMHBIM KOJaM. AJTOpUTMBI (OPMHUPOBAHUS, JOCTOMHCTBA U
HEJOCTaTKHW JUHEHWHBIX KojoB. [lpuHnmm paboTel mpeoOpa3zoBarens Koja
nepesavy v mpeodpaszoBares Koja mpuemMa.

K 1.1-1.4




HpaKTuquRne 3aHATHSA

[IpeoOpazoBarenb koja nepeaaun

[IpeoOpa3oBarens kKoja mpuema

®opmupoBaHHe TMHEHHBIX KOJIOB B IIM(PPOBBIX CUCTEMAX Mepeaadn

NN NN O

Tema 1.11. Perenepaumsa wuudposoro | Conep:kanue K 1.1-1.4
CHUTHAJIA B CHCTEeMaXx Nepeaavu Haznauenwue, knaccudukanus, CTpyKTypHbIE CXEMBbI, TapaMeTphl PEreHepaTopoB.

VYerpoiicTBa TakTOBOM CHHXpPOHM3allMM B pereHeparopax. OlleHKa KayecTBa

paboThl pereHepaTopoB.
Hoapa3znen 2. CucremMbl paguoCcBsi3u 6
Tema 2.1. Paguopeneiinbie u | Conepxanue 1 K 1.1-1.4
CIIYTHHUKOBBbIE CHCTEMBbI CBSI3H PacnipocTpanenue PagrOBOJIH. Bunst PaauoOBOJIH. OcoOenHoctu

pacrpoCTpaHeHHsT  BOJIH  pPas3iMYHBIX  JIMANAa30HOB.  AHTEHHO-(pHIEPHBIC

ycrpoiicTBa. Ilepenaromue anreHHbl. [Ipuemnbie anteHHbsl. Punepsl. [IpuHumn

paauopeneitHoit cBs3u. IlocTpoeHne 1UQPOBBIX paaMOpENCHHBIX JTUHUN CBS3H

(ILIPPJI). Ludposas panuopeneitnas cranius. CHOyTHUKOBBIE CHCTEMBI CBSI3U

(CCC). Noctpoenue CCC. 3emunie craniuu CCC.
Tema 2.2. Cuctembl coToBoii noaBu:kHoil | Conep:kanue 1 K 1.1-1.4
PaauocBs3u Opomorust  cererd moaBkHOM cBsizu  (CIIC). CereBast Texnonorus GSM.

[Toncucrema 6azoBoit cranuuu, peructpel HLR u VLR, nentp kommyranuu

MOJBIKHOM CBSA3M, WEHTP AayTeHTH(PHUKAUU U PETUCTP HACHTUDUKALNN

obopynoBanusi. Cucrems! curHamuzauuu CIIC. TexHonoruum u yciyru cereit

UMTS. Cetu crangapros 3G, 4G, LTE.

IIpakTHyeckue 3aHATHSA 4

Pacuer 0CHOBHBIX TapaMeTPOB CeTeN MOABUKHON CBSI3U 4
IToapasnen 3. MoHTaX M IKCIUIyaTANMs TEJEKOMMYHHKAIMOHHBIX CHCTEM U CeTeH 88
Tema 3.1. Monraxk, Hacrpoiika u | Cogep:xkaHue 8 MK 1.1-1.4

IKCIUTyaTanus 000pya10BaHusi HH(PPOBBIX
CHCTEM Iepeaayn

TexHOJOrMM CUCTEM IUIE3MOXPOHHOU IU(poBol uepapxuu. CTpyKTypa cHCTEM
nepenaun E1. OcHoBHble xapakTepucTHku HHTep(eiica El. Bumasl nuHelHbIX
KOJIOB.

[MuknoBast u cBepxuukioBas crtpykrypa El. Ilpoueaypsl KoHTposst ommbok




nepenaun CRC-4. CereBoii yposens El.

TexHOoI0rMM MyNbTUIUIEKCUPOBAaHUS LU(POBBIX MOTOKOB. ITpuHIMI M criocoObl
MYJIbTUIIIIEKCUPOBAHUS. CunxpoHHOE MYJIbTUIIJIEKCUPOBAHUE.
MynbTUIIIEKCUPOBaHUE ACUHXPOHHBIX MOTOKOB. CHcTeMa KOMaH[| COIIacOBaHMs
CKOpPOCTEH.

ITapamerps! kananoB TYU. HopmupoBanue u meroauka usmepenui. Kanan TU,
OLICHKAa KauecTBa KaHAJIOB, METOAMKAa W3MEpPEHUH IapameTpoB. Bunsl
U3MEPUTENBHBIX MPUOOPOB M OCYIIECTBICHUE M3MEPEHHS MapaMeTpoB. AHAIN3
pEe3yJIbTaTOB U3MEPEHU.

Oco0eHHOCTH MOCTPOEHUs NEPBUYHBIX MyJbTHILIEKCOpoB. O6opynoBanue OI'M-
30.

Ha3nauenue, OCHOBHBIE TEXHUUYECKUE JlaHHblE, (DYHKLIHMOHAJIBHBIE CXEMbI
OCHOBHBIX y3710B. CTpyKTypa BpeMeHHOro uukia. [IporpammHoe obecneueHue
OI'M-30. Haznauenne KI1O-110.

O6opynoBanue MII CynepTen. Haznauenue, OCHOBHbIE TE€XHMUYECKHE IaHHBIC,
cocraB obopymoBanus. CTPYKTYpHBIE CXEMbl OCHOBHBIX Y3JIOB OOOpPYIOBAaHHS.
Crpykrypa BpeMeHHoro nukia. [Iporpammuoe obecnieuenne «CynepTem».
Hopmuposanune napamerpoB OLIK u rpynmnoBbIX HH(POBBIX TPAKTOB.

OLIK u rpynmnoBsle nu¢ppoBsie TpakThl. HopmupoBanue mnapamerpoB. Bribop
U3MEPUTENBbHBIX NpUOOpoB. MeToauka HU3MEpeHUil mnapamMeTpoB LUPPOBBIX
KaHaJIOB M TPAKTOB. AHAIN3 Pe3yIbTaTOB U3MEPEHUH.

IIpakTH4yeckue 3aHATHSA 22
N3mepenue mnapameTrpoB KaHaioB TY aHamu3aTopoM TeleOHHBIX KaHAJOB 4
AnComTDA-5

Pazpabotka mpoekTtos ¢ nomoisio KI10-110 na MIT OI'M-30 4
Opranuzanus JIOKaIbHOTO U yaaineHHoro noctyna B MIT «Cymnepremn» 4
W3mepenue napamMeTpoB IpyNIOBLIX HUPPOBBIX TpakToB npudopom TUC-E1 4
MynpTUIIEKCHPOBAaHUE LIUPPOBBIX TOTOKOB 2
PacueT OCHOBHBIX MapamMeTpoB LUPPOBBIX CUCTEM NEpeaauH 4

Tema  3.2. Monrtax, mnepsuuHasa | Conep:kanue 4 1K 1.1-1.4




HHCTAJLISINS, MOHUTOPHUHT
000pyI0BaHUSA TPOBOJHOI0 HU(PPOBOroO
aocTyna

TexnonorusxDSL.Texnonoruu KOIMPOBAHUS, [IPUMEHSIEMBbIE B
xDSL.Texnomorusst HDSL.TumnoBbie mapamMeTpbl 1 pa3HOBHIHOCTH 000PYIOBAHUS
HDSL. O6nacts npumeneHust o6opynoBanus HDSL.

O6opynoBanue FlexDSLPAMEI]. Ha3nauenue, TeXHUYECKUE HaHHBIC, OCHOBBI
MIPUMEHEHHUS.

Oo6opynosanne FlexDSLORION-2.Ha3nauenue, TeXHUYECKHE TaHHBIC, 00JIaCTh
npuMeHeHus. Mouutopunr u koHpurypupoBanue FlexDSLORION-2. Ananu3
pE3yJIbTaTOB MOHUTOPHUHTA.

IpakTHyeckune 3aHATHS 8
Mounutopunr o6opynoanus FlexDSLPAMEI 4
Opranuzanusa JOKaJIbHOTO U YAAJEHHOro KOHGUTYpHUpOBaHHS 00OpYAOBaHUS 4
FlexDSLOrion-2
dopmupoBaHUE TMHEHHBIX KOJOB AOOHESHTCKUX JTMHHMA 4
Tema 3.3. UHcramusinusi, Hactpoiika u | Conep:kanue 10 K 1.1-1.4

IKCIIIyaTANUSA 00opy0BaHUS
BOJIOKOHHO-ONTHYECKUX cucTeM
nepenayu Ha 6a3e texnosjoruu SDH

Bonokonno-ontuyeckux cuctemsl nepenaun (BOCII). IlaccuBHble U aKTHBHBIE
komnoHeHTsl BOCII. ITpunuun nocrpoenns BOCII. JIuneitnsie kot BOCII.
[Toctpoenne  LUGPOBBIX  CHCTEM SDH. CuHXpoHHBIE  IU(POBBIE
TEJIEeKOMMYHUKaLMOHHBIE cucTeMbl. OCHOBHbIE WH(GOPMALMOHHBIE CTPYKTYpBHI.
dopMupoBaHue MOZYJISt
STM-1. MynsrumnekcupoBanne STM-N. Crpykrypsl kampoB CLTC. Bumsr
myabpTuiuiekcopos  SDH. Tomosorus, apxXxurekrypa, CUHXPOHM3ALUsl CETEH.
PesepBupoBanue TpakToB.

CewmetictBo obOopynoBanusi SDH «Alcatel-Lucent». TexHuuyeckue naHHEIE,
Ha3zHaueHue, 001acTh MPUMEHEHUs. BO3MOKHOCTH MPOrpaMMHOTO 0OecrieueHusl.
Mynbrumiekcop WaveStar AMI+. Texuuueckue naHHble, Ha3HAUYEHUE, 00JIACTh
npuMeHeHus, coctaB oOopynosanus. I10. Hasnauenue wuHGPOpPMAMOHHBIX U
aBapuiHbIX curHaioB. IIpocMOTp M aHanmu3 aBapUMHBIX COOOIIEHUH. ANTOPUTM
MOKCKA U YCTPAaHEHUS] HEUCIIPABHOCTEH.

O6opynoBanne SDH «Alcatel 1664SMy, «Alcatel 1655/1666SR». Texuuueckue
JaHHbIE, Ha3HAUYEHUeE, 00JIacTh MPUMEHEHHs, cocTaB 0bopyaoBanus. HazHauenue
MHGOPMALIMOHHBIX W aBapUUHBIX CHTHAJIOB. IIpocMOTp M aHamM3 aBapHIHBIX




CO00IIeHNI. AJITOPUTM ITOMCKA U YCTPAHEHUSI HEUCIIPABHOCTEM.

IIpakTHyeckue 3aHATHSA 20
Koundurypupoanue mynbtrmiekcopa WaveStar AMI+ 4
KondurypupoBanue  UCTOYHHKOB  CHHXPOHM3AllUM  CETEBOTO  3JEMEHTa 4
MmyapTuIuiekcopa WaveStar AMI+

KongurypupoBanue u pesepBUpOBaHHE TPaKTOB MylbTUILIEKcopa WaveStar 4
AMI+

Anamus cucrem SDH nipu nomonu ananuzaropa NGSDH «VictoriaComboy 4
dopmuposanue IuHelHbIX k0108 BOCII 4
®opmupoBanue monyneit STM-N 4

Tema 3.4. Uncramusinus, Hacrpoiika u | Conep:kanue 8 1K 1.1-1.4

skcmyaranuss  odopynoBanusi  BOCII
TexHogorun WDM

TexHOoI0rust ONTUYECKOr0 MyJIbTUIIEKCUpOBaHus WDM.

HocrounctBa u Hemoctatku TexHonmorun WDM. Khaccupukanus WDM-
cucreM.KananbHo-4yacTOTHBIN MIaH. CTPYKTypHasi CXeMa CHCTEMbl Mepeayu ¢
WDM.

CemeiictBo o6opymoBanus HuaweiOptixMetro.PasHoBuaHOCTH 000py10BaHu,
Ha3HAYCHHE, TEXHUYECKHUE TaHHBIC, COCTaB 000PYyI0BaHMsI, 00JIaCTh TPUMEHEHHUS.
WNHcTammsimus, KOHPUTYpUPOBAaHHME W MOHUTOPHHT OOOpyaoBaHus. Bumsr u




Ha3Ha4YeHHEe MH()OPMANMOHHBIX W aBAapPUWHBIX CUTHAIOB. [IpocMoTp W aHamm3
aBapUUHBIX COOOICHMU. AJITOPUTM MTOMCKA U YCTPAHCHUSI HEMCIIPABHOCTEH.

IIpakTHYeckne 3aHATHSA 8
N3zyuenue obopynosanus «Huawei Optix Metro 6040» 4
Opranm3anus JOKaJbHOTO W YJAJIEHHOTO KOH(GHUTYPUPOBAaHHS OOOPYHOBAHHUS 4
«HuaweiOptixMetro 6040»

CamocrosiTesibHas padoTa npu u3yyenuu pasjaena [IM 103

PexoMenayemasi TeMaTHKa BHEAyJAUTOPHOH CAMOCTOATEIbHOMH padoThI:

1. CocraB u HazHaueHue ECO P®. Apxurektypa ceteil. [lepBuunbie u BTOpUUYHBIE CE€TH, CIIyKObI cBsi3U. DyHk1uu ypoHeit SMBOC.
2. TeXHONIOrMM KOMMYTAllUH [TAKETOB.

3. lludpoBblie cucTeMbl Epeavu ¢ UMITYJIbCHO-K010BOM Moaysiueit (MKM). MKM-30/32. Kanans! E1, E2, E3, E4.
4. YcrpoiicTBa TakTOBOM cCMHXpoHM3auu B pereneparopax LICIT UKM.

5. CiyTHUKOBBIE cucTeMbl cBsA3H. 3eMHble cTanuuu CCC.

6. Ceru crannmaptos 3G, 4G, LTE.

7. TunoBble mapamMeTpbl U pa3HOBUAHOCTH obopynoBanuss HDSL

8. Buabl mynsrumuiekcopos SDH. Tononorus, apxurektypa, CHHXpOHU3ALMS CETEH.

9. CtpykTypHas cxema cuctemsl nepegaun ¢ WDM.

10. Pemenne 3agaun Ha pacdyeT 4aCTOThI JUCKPETU3ALUU

11. Pemenue 3aga4 Ha HeMMHENHOE KoaupoBaHue U gexoanposanue LICII

12. Pemenue 3a7a4 Ha pacyeT ynpaBJsSIOLUMX YacTOT reHeparopHoro odopyaoBanus L[CII

13. Pemenue 3amay Ha moctpoeHue nHeHHBIX Koa0B LICIT u BOCII

14. CoctaBuTh TabNIMIly aHAIM3a TAPaMETPOB UCTOYHUKOB U IPUEMHHUKOB ONTHYECKOTO U3ITyUEHUS

15. CoctaButs cxemy opranuzanuu cssizu LICIT u BOCII MecTHO# ceTu, BHyTPU30HOBOM M MarucTpaibHON CETH

16. CoctaBuTh TabIUIly TEXHUUECKUX XapakTepucTuk u cocraBa obopynoBanus LICII u BOCII mecTHO, BHYTpHU30HOBOM, MarucTpaibHOMI

ceTe
17. Ilogrorosuts npesentanuio 1o BOCII MecTHBIX, BHYyTPU30HOBBIX U MaruCTpaibHBIX CETEN

1K 1.1-1.4




18. CoctaBuTh NacnopTa Ha KaHajlbl, CETEBbIEC TPAKTHI M HA allllapaTypy CUCTEM IIepeJadu

19. CocTaBUTh CXEMBI U3BMEPEHUH MTAPAMETPOB KaHAJIOB

20. CocTtaBuTh TaOJHUIBI CTAHIAPTOB M IMPOTOKOJIOB MH(GOPMAIIMOHHBIX CUTHAJIOB, HOPM OLIMOOK B KaHajaX M TPaKTax,BUJOB aBAPHIHBIX
CUTHAJIOB U aBapUITHOW CUTHAJIU3AIUH.

IIpumepHas TeMaTHKA JOMAIIHUX 3aJaHUM: IIK 1.1-1.4

1.Cucremarnieckoe U3y4eHrne KOHCIIEKTOB 3aHSATHI, BBIMIOJIHEHUE 3aJaHUN B paO0UYMX TETPaIsiX.

2.Mzyuenne yueOHOH U CrieIMaIbHON TEXHUYECKOH TUTEpaTyphI.

3.IloaroToBka K 1a00pPaTOPHBIM U MPAKTUYECKUM pabOTaM € MCIIOJIb30BAaHUEM METOAMYECKUX PEKOMEHIAINH Mpero1aBaTenei.

4.0dopmiieHre 0OTYETOB IO J1IA0OPATOPHO-TIPAKTHUECKUM paboTaMm.

5.0cy11ecTBICHHE MOMCKAa HEOOXOAMMON MH(POPMAIIUH B Pa3TUYHBIX HCTOUHUKAX.

6.Vcnonb30BaHre B OJATOTOBKE K BHITOIHEHHIO JIA0OPATOPHBIX M MPAKTUYECKUX PAOOT MPOESKTHON M TEXHUYECKON JOKYMEHTAIIHH.

7.Pa3pabotka pedeparoB M0 COBPEMEHHBIM TEXHOJIOTHSAM B TEIEKOMMyHUKAIIHSIX.

Bcero 284

Paspnen 3. DaekTpopaguousMepeHusi 1 MeTPOJIOT U 90

M/K.01.03. DuekTpopaanon3MepeHusi U MeTPOJIOTUsl 90

BBenenne Conep:xanue 2 K 1.1, 1.2,
KntoueBble MOHATHS AUCHUILTUHBL. [IpenMeT 1 3a1aun TUCHMILIMHBL, CTPYKTYpa 14
mucuuruiveel. [podeccnonanbHas 3HaYMMOCTb AUCHUIUIMHBI, MEXKIPEAMETHBIE OK | -4,
CBSI3U C IpPYTUMU JUCHUILIMHAMU. [IpaBoBbIE OCHOBBI METPOJIOTUH, OK 9, 10
CTaHJAPTHU3AIMH U TIOATBEPKICHHUS COOTBETCTBUS. KpaTkue ncropruueckue
CBEJICHUS PAa3BUTHUS H3MEPEHHA, CTaHJapTH3AIHH.

Ioapa3nen 1. OcHOBBI METPOJIOTHH 26

Tema 1.1. Hayka 00 wusmepenun, | Coxepxanue 2 K 1.1, 1.2,

(uzHyecKne BeJIHYHHDI OOmme cBeieHUS O METPOJIOTHMH, CTaHJAPTU3AUMU U CepTH(UKALUU. 14
Mertposorus kak Hayka 00 U3MEpeHUsX. OK 14,

OK 9, 10

Tema 1.2. MW3mepenune ¢usnuecknx | Conepxanue 2 K 1.1, 1.2,

BeJINYHH OOmme cBereHHuss 00 W3MEPEHUHM JJIEKTPUYECKOro CUTHama. Dusmueckne 14
BEJIMYMHBI, IIKaJlbl, CUCTeMbl (M3MUYECKUX BEIUYMH. V3MepeHue (Qu3n4ecKux OK 14,
BEJIMYMH, CYTh MpOCTEHIIEro wusMepeHus. Kiaccudukarus u3MepeHwui, OK 9, 10




XapaKTCPUCTHUKU KAa4YCCTBA UBMCPCHUA.

Tema 1.3. CpeacrBa usmepenui Conep:xanue 2 K 1.1, 1.2,
OO6mue cBefeHUs O CpeACTBaX U3MEpEeHHUs, KiacCU(pUKALUA CPEICTB U3MEPECHHUSL. 14
DOnemMeHTapHble cpeacTBa u3MepeHus. KomiekcHble cpeacTBa H3MEpEeHHs. OK 14,
XapaKkTepUCTUKH CPEJCTB M3MEPEHHMS. ITAJOHBI OCHOBHBIX (PM3UYECKHMX €IUHHMIL. OK 9, 10
Tema 1.4. MeToab! u3MepeHuUit Copaepxanue 2 1K 1.1, 1.2,
O61ue cBeaeHus o Teopun usmMepeHuil. dusznyeckue sBiaeHUs U 3P HEKTHI, 14
TOJIO)KEHHBIC B OCHOBY H3MepeHui. MeTo bl u3MepeHuii. MeTOIMKa BBIMOIHEHUSI OK' 1 -4,
W3MEPEHUS. OK 9, 10
IIpakTyeckue padoTnl 12
®dusnueckue BeTMUUHBI U UX SHHULIBI 4
TexHuueckue cpeacTna sl U3MEPEeHUn 4
N3mepenne Gpuznueckoil BEITUYHUHBI 4
Tema 1.5. OcHOBBI Teopuu | Conepxanue 2 K 1.1, 1.2,
NOrpelHoCTel H3Mepenuit O6mue cBemenusa. Knaccudukamus  norpemHocteir.  Cucrematuueckue 14
MOrPEIIHOCTH. OK 1 4,
Canyyaiinble norpemHocTy. Kimaccel TOUHOCTH CpPeICTB U3MEPEHMUS. OK 9, 10
Tema 1.6. Oo0padorka pe3yabratoB | Conepxanue 2 K 1.1, 1.2,
U3MepeHuii Ilenp u 3amaun oOpaOoTku pe3ynbTata u3MepeHHid. CrocoObl BBIpaKEHHS 14
pe3yiabTaTOB  M3MEpPEHHWH, 3amuch  pe3ynbTaToB  H3MepeHHid.  DopMmbl OK 14,
IPEIOCTAaBIEHHsT PE3YJIBTATOB W3MEPEHHit. [IpaBuia OKpYIJEHHs pPe3yJIbTaToOB OK 9, 10
n3Mepennii. HoMuHampHbIe 3HAYCHHS BIMSAIONMX BEIUYWH TNPH HOPMAJIBHBIX
ycioBusix. OOpaboTKa U OlEHKa Pe3yabTaTOB U3MEPECHUM.
Tema 1.7. TocynapcrBenHasi cucrema | ConepxxaHue 2 K 1.1, 1.2,
obecrneyeHus eIUHCTBA U3MEPEHHI Ilens m 3amaum TOCYIapCTBEHHOM CHCTEMBI 00€CTI€UEeHUs €IMHCTBA M3MEPEHUH 1.4
(I'COEN). 3akonomatenbHas 6aza I['COEN. HopmatuBhas 6a3za I'COEMN. OK 14,
MeTtponoruueckuii Haa30p. OK 9, 10
IToapasnen 2. U3mepuTesibHbIC NPUOOPBI 10
Tema 2.1. Ilpunuunsl mnocrpoenus | Coaep:kanue 2 K 1.1, 1.2,
CPEACTB U3MEPCHUA OO6oOméHHass  CTpYKTypHass cxema u3MepurenbHoro mnpubopa.  Ilkamsr 14




U3MEPUTENBHBIX PUOOPOB, LIeHA JeNICHHs Kbl proopa. OK 14,
0K 9, 10
Tema 2.2. AHanoroBblie udMepuresbublie | ConepxaHue 2 1K 1.1, 1.2,
npuoopsI AHAJIOTOBBIE H3MEPHUTENbHBIE JIIEKTPOMEXaHHMUECKHE NpUOOpHI, OYKBEHHO- 14
nudposoe 0003HaYCHHE. O600mEnHas CTPYKTYypHas cxema OK 14,
5JIEKTPOMEXAHUIECKOTO npubopa. Knaccupuxanms AHAJIOTOBBIX OK 9, 10
AJIEKTPOMEXAHUYECKUX npuOOpOB. YcrpoiicTBo u pabota
MarHUTOIEKTPUUECKOTO U3MEPUTEIIEHOTO MEXaHU3Ma.
Tema 2.3. Ludposbie usmepurenabubie | Conepxanue 2 K 1.1, 1.2,
npuoopsI Ob6mue cBeaenust o 1udpoBbix mpubopax. [IpeobpasoBanue wuHbopManuu B 14
uuppoBbix ycrpoiictBax. Konbl, mnpumeHseMble B IUGPOBBIX MpubOOpax. OK 1 -4,
CrpykrypHas cxema [HMQPOBOrO  H3MEPHUTEIBHOrO  mpubopa. MeToasl OK 9, 10
npeoOpa3oBaHus B aHAIOTO-IU(PPOBOM mpeobdpasoBarene. PexxuMbl  pabOTHI
¢ poBoro mpudopa, AMEMEHTHI IUPPOBOTO MPHUOOpAa.
JlabopaTopHbie padoThI 4
AHasorosble U IU(PPOBbIE U3MEPUTENBHbBIE TPUOOPHI 2
M3MepeHue 31eKTpUIecKOro CUrHaia aHaJIOrOBBIMU U IU(PPOBBIMU MPUOOpaMU 2
IToapasnen 3. UCTOYHUKH IIEKTPHYECKUX CUTHAJIOB 6
Tema 3.1. U3meputesbHble renepatopsl | Conep:kanue 2 K 1.1, 1.2,
Ha3nauenne reHepaTOpoB  H3MEpHUTENbHbIX  curHanoB. Knaccudukanus 14
reseparopoB. Cxembl 3aJal0lUX I'€HEpaTOpoB. Y CTAaHOBKA YaCTOTHI 3aJIal0IINX OK 14,
TE€HEPATOPOB. OK 9, 10
Tema 3.2. OcHoBHbIe TuNBI reHepaTopoB | Coaep:kanue 2 K 1.1, 1.2,
CHUTHAJIOB ['enepatopsl  rapMoHuuYeckux  konebGanuil.  LludpoBble  H3MepUTETbHBIE 14
reHepaTopbl HU3KHUX YacTOT. ['eHepaTopbl IIYMOBBIX CHTHAJOB, HUMITYJbCHBIE OK 14,
redepatopbl. CTaHIapT YacTOThI, CHHTE3ATOPbI YacTOThl. OpraHsl yrpaBiIeHHs OK 9, 10
TeHEePaTOPOM, BBIXOHBIE IIETIH TEHEPATOPOB.
JlabopaTopHblie padoThl 2
N3ydenue paboThl reHepaTopa CUrHAJIOB 1
N3yuenue paboThl reHepaTopa CTaHAapTHBIX CUTHAIOB 1




H()}Ipaszlen 4. MeToabl Cpeacrea UBMEPECHUSA IMMaPpaMETPOB CUTHAJIOB

18

Tema 4.1. U3mepenne napamMeTpoB ToOKa,
HANPS’KeHUs] H MOITHOCTH CUTHAJIOB

Conep:xanue

I/I3MepeHHe CUJIBI IMOCTOAHHOI'O TOKaA, paCHIMPCHUC IPEACIIOB H3MECPCHHSA TOKA.

I/I3MepeHHe IMECPEMECHHOT'O TOKaA. I/I3MepeHHe HAITPsXKCHUA

AIIEKTPOMEXaHUYECKUMHU  mpubopamu. Pacmmpenne mpenenos

TEPMODJICKTPUUECKUI

U3MEPEHUS
npudop,
Knaccugukanuss MeTOJOB M3MEPEHUS MOIIHOCTH.

HalpsDKeHUs.  BeInpsMUTENIbHBIN puoop.
H3mepenne MOIIHOCTH

METOIOM BOJBTMETpa WK amrepmerpa. Liudpossie BATTMETpHI.

K 1.1, 1.2,
14

OK 14,
OK 9, 10

Tema 4.2. U3MepeHne aMIUIMTYJAHBIX H
BpPeMEHHBIX IapaMeTPOB CUTHAJIOB

Conep:xanue

Hasnauenme ocummiorpada, ximaccuduranus ocumniorpagos. CTpyKTypHas
cXeMa yHUBepcalbHOro ocumuiorpada. [IpuHIMN MomydeHus] U300paKeHUsT Ha
skpane ocuwuiorpada. M3mepeHne aMmIUIMTYIHBIX U BPEMEHHBIX IapaMeTpPOB
OpraHoB ympasieHus ocuuwuiorpagom. Buael wu
HasHayeHue pa3BEPTOK. OCOOCHHOCTH MPUMEHEHHS PA3IHYHBIX OCIHIUIOTPagOB.

curaima. Ha3znauenue

[IK 1.1, 1.2,
1.4

OK 14,
OK 9, 10

Tema 4.3. U3mepenue nH(OPMANHOHHBIX
napaMeTpoB CUTHAJIOB

Conep:xanue

[Tpubopsl 1151 YaCTOTHO-BPEMEHHBIX HU3MepeHuil. M3MmepeHue yacToThl H
MHTEPBAJIOB Mertoabl  u3MepeHus  (pa3zoBOro Metoasl
U3MEPEHUsl aMIUIMTYIHO-MOJIYJIMPOBAHHBIX CHUrHajoB. LludpoBoit u3mepurensb
napamMeTpoB MOJTyJTUPOBaHHbIX AHanuzatop CIIEKTpa

BPCMCHHU. CABHTA.
CHUI'HAJIOB.
IOCJICA0OBAaTCIBHOT'O THIIA. I/I3M€p€HI/I€ Haprl)KéHHOCTI/I SJICKTPOMArHuTHOIO
I10JIA.

JlabopaTopHbie padoThl

N3mepenue cuitbl TOKa

I/I3MCpCHI/Ie HAITPAKCHUA

N3MepeHnne MOIHOCTH

N3ydenue paboThl 3JIEKTPOHHOTO ocuuiuiorpada

W3mepenue mapamMeTpoB SJIEKTPUUYECKOI'O CHUTHAJIA C TOMOUIbIO 3JIEKTPOHHOTO
ocuuitorpaga

Y I B A

W3mepeHnne 4acToThl M BpPEMEHHOTO Iepuojaa LU(POBBIM YacTOTOMEPOM U
3JIEKTPOHHBIM OCIIHILIOrpadom

[IK 1.1, 1.2,
14

OK 14,
0K 9, 10




N3mepenue (a3oBoro casura

N3mepenne kodhummrenTa aMminTy THOH MOTYITSIITUN

Hoapa3znen S. Meroabl M cpecTBa U3MEPEHNUSI IAPAMETPOB KOMIIOHEHTOB PAIMOTEXHUYECKHX 1enei

Tema 5.1.
H3MepeHHsl MapaMeTpPoB KOMIIOHEHTOB
pPaguoOTeXHUYECKUX Lenei

Metoabl u  cpeacTBa

Conep:xanue

OO0mue cBeneHus, KIacCH(PUKAIM METOIOB U3MEPEHUS mapaMeTpoB. M3mepenue
AKTUBHBIX CONPOTHBJIEHUWA. Pe30HaHCHBIE METOJAbl HM3MEPEHHUS NapaMeTpPOB
neneil. [udposbie mpubOpPHI AJiT U3MEPEHUsT MApaMETPOB AJIEMEHTOB. MeTombl
m3Mepenus: napametrpoB  AUX. CTpykTypHas cxemMa aBTOMAaTHYECKOIO
u3mepurenss AUX. Meroasl u3mMepeHus uckaxenuid opmsel curHana. [{udposoi

HU3MCPUTCIIb HEIWHEHHBIX NCKaKeHUM (bOpMLI CHUI'Haja.

BN DN

JlaGopaTopHble padoThI

I/I3MepeHHe QJICKTPHUUYCCKOI'O COIIPOTUBJIICHUA

N3ydenue paboTbl U3MEPUTENSE UMMUTaHCA

I/I3MepeHHe AMIUIUTYAHO-9aCTOTHBIX XapaKTCPHUCTUK

HBMGpGHI/Ie HEIWHEHHBIX UCKaKCHUM

K 1.1, 1.2,
14

OK 14,
OK 9, 10

Ioapa3nen 6. U3mepeHusi B TeJIeKOMMYHUKAIIMOHHBIX CHCTEMAX

Tema 6.1. HN3mepenus B
TeJ1eKOMMYHUKAIIMOHHBIX CHCTEMAX

Conep:xanue

OOume cBeieHUS O CpPEACTBAX H3MEPEHUs I OLEHKH 3allUIIEeHHOCTH
KOH(puIeHIMaIbHON nHpopmaruu. CpeacTBa H3MEPEHUH B TEIEKOMMYHHUKAIIUSX.
PeryiaMeHTHBIE 1 KCILTyaTallnOHHbIE U3MepeHHs. COBPEMEHHBIE U3MEPUTEIIbHBIE
CpeICTBa.

RN

1K 1.1, 1.2,
14

OK 14,
OK 9, 10

Tema 6.2. CpeacTa 3aluThI
KOH(UICHIHAIBHOI HH(POpMALHNHU

Conep:xanue

CrpyKTypHas cxema reHepaTopa IIyMOBBIX CUTHaI0B. CTpyKTypHas cxema
u3Mepurens nryma u Bubpauuii. CTpykTypHas cxema U3MepUTeNs YpOBHSI.
[{upoBoit BOIBTMETD.

JlaGopaTropHbie padoThI

W3yueHne cpeCTB U3MEPEHUHN A1 OLEHKH 3aIUIIEHHOCTH KOH(pUASHIIMATbHON
uH(popManun

N3ydenue paboTsl IUGPOBOTro BOJILTMETPA U HU(GPOBOIO U3MEPUTENST YPOBHS

K 1.1, 1.2,
14

OK 14,
OK 9, 10




IMoapasnen 7. OCHOBBI TEXHUYECKOI'0 PeryJIMpOBaHUs 3

Tema 7.1. Texnumueckue persiameHtbl M | Comep:kanue 1 K 1.1, 1.2,

CTaHapThbl 1 14
Oo6mue ceenenus. 3akoH PO «O TeXHUYECKOM peryaupoBaHUN». TeXHUYECKHE OK 1 4,
pErJIaMeHTBhI. 0K 9, 10

Tema 7.2. Texnumueckue persiameHntsl H | Conep:kanue 1 [IK 1.1, 1.2,

CTAHJAAPTHI 1 1.4
O6ume cBeaenus. CynHocTh cranaapTuzanuu. Llenu ctannapruzanum. OK 1 4,
[TpunIMnBl cTanAapTU3alud. JJOKyMEHThI B 00JaCTH CTaHIapTH3ALMH. 0K 9, 10

Tema 7.3. Ceprudukanus npogyKunu Conepixanue 1 K 1.1, 1.2,
[TonTBepxeHne cooTBeTCTBUA U cepTUdukanus. [IpuHIMIBL B GOpMBI 1 14
MOJTBEPXKIEHUS cooTBeTCTBHA. JloOpoBobHas cepTudukanus. OOs3aTenpHas OK 14,
cepTudukanus. OK 9, 10

CamocrosiTesibHas padoTa npu usyyenuu pasjaena [IM 18

Pexomenayemasi TeMaTHKa BHeAyJANTOPHOH CAaMOCTOSATE/ILHOM padoThI: 18 K 1.1, 1.2,

1. XapaKkTepuCTHUKU CPEICTB U3MEPEHMSI. DTAJTOHBI OCHOBHBIX (PU3NYECKUX EUHMUII. 14

2. Kiaccel TOUHOCTH CPEICTB U3MEPEHUS. OK 1 -4,

3. O000mIEHHAS CTPYKTYPHAS CXeMa JICKTPOMEXaHHIECKOTO prudopa. OK 9, 10

4. CtpykTypHas cxema U(ppoBOro U3MEPUTEIBHOTO MpUbopa.

5. I'eHepaTopsl IIyMOBBIX CUTHAJIOB, UMITYJIbCHBIE T€HEPATOPHI.

6. CrangapT 4acTOThl, CHHTE3aTOPbI YaCTOTHI.

7. CTpyKTypHas cxema aBToMaTudeckoro namepurens AUX.

8. LlupoBoit m3MepuTETH HEMMHEHHBIX UCKAXKEHUM (POPMBI CUTHAIA.

9. CTpyKTypHas cxema reHepaTopa IIyMOBBIX CUTHAJIOB.

10. CTpyKTypHas cxema u3MepuTelis IiyMa U BUOparuii.

11. CtpykTypHas cxemMa U3MEPUTEIIS YPOBHSL.

12. Hudposoii BOALTMETP.

13./Io6poBosnbHast 1 o0s3aTenbHas cepTudUKaLus

Bcero 90

Yueonas npakTuka (1mo npoguiio cneuuaabHocTu) urorosasi mo M 108




Buabl pador

Monrax kadeneit H4 u BY pa3znuunbiMu TeXHOJOTHAMA. MOHTaX OKOHEYHBIX YCTPOMCTB, TPUMEHIEMBIX HA MECTHBIX
TeNe(POHHBIX CETSAX, MArUCTPAJIbHBIX U 30HOBBIX JIMHUAX CBSI3H [Vl 3JIEKTPUUYECKUX U onTHYecKuX Kabenel. KoHTposb kauecTsa
MOHTaXa ¢ IPUMEHEHUEM U3MEPUTEIbHBIX IPUOOPOB MOCTOSHHOIO Toka. OnpeiesieHne BUia 1 MeCTa OBPEXKAEHUsI KaOeIbHOM
JIMHUY CBSA3U C IOMOUIBIO IPUOOPOB IEpEeMEHHOr0 ToKa (pediekroMeTpoB). MoHTax onTuyeckux kaodenei. [IpoBepka kauectBa
MOHTaKa ONITUYECKUX BOJIOKOH C TOMOUIBIO PE(PICKTOMETPOB U U3MEPHTEINIEH ONTUYECKON MOIIHOCTH. Pa3enka xabenei ¢
«BUTOM IIApON» JUI BKIIFOYEHUSI B KOHHEKTOPBI COOTBETCTBYIOIEH €MKOCTH. MOHTaX KOMMYTallMOHHBIX ITaHenel. Vcnbiranue
CMOHTHPOBAHHOMW JIWHUH TecTepamu. OdopMIIeHHE TOKYMEHTAIUHU TIPH C/1a4€ JIMHUH B SKCIUTYaTaIHIO.

IIpousBoacTrBeHHas MpakTHKA (M0 MPOod M0 ciennaabHOCTH) uTorosas no IM 144
Buabl pador

O3HaKOMJIEHHE CO CTPYKTYPOU MPEANPUSATHS, BBOJHBIM HHCTPYKTAX IO TEXHUKE 0€30MaCHOCTH U oXpaHe Tpynaa. O3HakoMIIeHHe

Cc KaOelbHBIMH IIEXaMH W ydacTKamHu. PaboTa ¢ TexHuuyeckod nokyMmeHTauueid. V3zydeHume oOOpynOBaHWS M YCTPOUCTB,
MOBBIIIAIONIMX PAO0OTOCIOCOOHOCTh U HA/IEKHOCTh KabenbHbIX JUHUN. O3HakomieHue ¢ obopynoBanuem UTKC. Uzyuenue u

paboTa ¢ KOHTPOJHHO-U3MEPUTENIBHBIM o0opynoBanueM. CamocrosiTenbHas paboTa Ha 3aKpelyIeHHOM pabodeM MecTe.
BrimonHenne MHAMBUIYaIBHOTO 33aHUS 1O MPAKTUKE. YUYACTUTE B aBApUHHBIX U MPOPHIAKTHUECKUX padoTax, MPOBOIUMBIX

Ha KabenbHOM yuacTke. O6o0meHre Matepuana, ohopMIeHHE 0TYETa, cllada 3a4eTa.

IIpomeskyTouHas aTTecTaums 27
Bcero mo IIM 813




3. YCJI0OBUA PEAJIM3ALUU ITPOT'PAMMBI TIPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. Jlas peanu3anuy nporpaMMsl NpogeccuoHaJIbHOr0 MOAYJISI Pe1yCMOTPEeHbI
cIeyIolue crenuaabHble MOMEeIeHHs:
Peanuzanust mporpaMMBbl peAnoNaracT HaIM4Ke Y4eOHOTO KaOMHeTa, 1a00paTOpHH.
JlaGopatopusi «MH(pOpMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CHCTEM M CEeTel», JOJDKHA

ObITh OCHalleHa pa0OYMMM MecTaMH Ha 0a3e BBIUMCIUTENBHOW TEXHUKH; CTEHAAMHU
r7100aJTbHBIX, JIOKAIBHBIX TPOBOIHBIX M OECIPOBOAHBIX CETEH, CETH COTOBOM CBSI3HM, BOJOKOHHO-
ONTUYECKON CHCTEMBbI MEpEefayd C BOJHOBBIM U BPEMEHHBIM YIUIOTHEHHEM KaHaJIOB;
KOMIUIEKTAMH CTPYKTYPHUPOBAaHHBIX KaOeNbHBIX (MEIHOXKUIBHON, BOJOKOHHO-ONTHYECKOIN)
CUCTEM; KOMIUIEKTaMU YCTPOMCTB TreHepUpoBaHUS U (OPMUPOBAHUS CUTHAIIOB, YCTPONCTB
npueMa M 0O0pabOTKH CHUTHAJIOB, BXOJHBIX M BBIXOJHBIX Iierel, ycrpoiictB CBY u aHTeHH;
SMYIATOPOM  (AMYJISTOpaMH)  aKTUBHOTO  CETEBOTO  OOOpYyIOBaHHS;  MPOTPaAMMHBIM
o0ecrieueHreM CEeTeBOro 000PyJ0BaHNUS;

— paboune MecTa ISl IPOBEICHHS HCCIIEIOBAHUS YCTPOUCTB ANIEKTPOITUTAHHS

—  ammaparHble WK MPOrpaMMHO-alapaTHhle KOHTPOIBHO-U3MEPUTENBHBIE IPUOOPHI;

— MAakeThl W/WIH yCTPOMCTBA DIEKTPOIUTAHMUS,

— uQpOBBIC H BOJIOKOHHO-ONITUYECKUE CUCTEMBI TIepeIaum;

—  MYJIBTHIUIEKCOPBI;

— HanpabJIAIONIHUC CUCTEMBI 3JICKTPOCBA3U HA SJICKTPUUCCKUX U ONITUYCCKUX Ka6CH$IX;

— TCJICKOMMYHUKAIIMOHHBIC CUCTEMBI KOMMYTAllUU;

—  ONTHYECKHHA MUKPOCKOII, aHAIU3ATOP, ONITUIECKHE TECTEPHI U peIIeKTOMETPHI,

— Ha0Op MHCTPYMEHTOB JUIA BHITIOTHEHUS KPOCCUPOBOYHBIX PadoT;

— KOMIUICKT IIPOCKIHUOHHOT'O O60py,I[OBaHI/I$I (I/IHTepaKTI/IBHaSI JOCKa B KOMIIJIICKTE C

MIPOEKTOPOM MJTH MYJIBTUMEIUMHBIN MPOEKTOP C IKPAHOM).

3.2. UupopMmannoHHOe oOecnedeHne peajn3alui NporpaMmMbl
Jia peanu3anuu MporpaMMbl OMONIMOTEUHBIH (QOHJ 00pa3oBaTeNbHON OpraHu3aluu
JIOJDKEH MMETh TIeYaTHbIC W/UITH 3JIEKTPOHHbBIE 00pa3oBaTeIbHbIE M MHPOPMAIIMOHHBIE PECYpPCHI,
PEKOMEHIYEMbIE ISl NCIIONTb30BaHMs B 00pa30BaTeIbHOM IpoIiecce.
3.2.1. lleyaTHble M3AAHUSA
1.K.E. Camyiinos, 1.A. lllamumos, H.H. Bacun, B.B. Bacunesckuit, [1.C. Kymnsi6os, A.B.
KoposbkoBa CeTn u cuctemsl niepeiaud HHGOpMalUU: TEIEKOMMYHUKAIIMOHHbIE CETH:
VY4eOHMK U IPakTUKyM Ui By30B /. — M.: U3natensctBo FOpaiit, 2019. — 363 c.
2.Omudep H.A, Onmudep B.I'. Komnbrorepusie cetu. [TpyuHIUIBI, TEXHOIOTUH, TPOTOKOJIBI
// Y4ueOHUK 111 By30B, 5-¢ uzn. — Cno.: [Turep, 2019. — 944 c.
3. Tomacu V. DnekTpoHHBIE cucTeMBbI ¢Bsi3u.- M.: Texnocdepa, 2020. -1360c.
4. Hedenor B.W. O6mas teopus cBszu. — M.: U3natensctBo FOpaiit. 2020.-495 c.
5.Hedenor B.U. Teopus snextpocssizu.- M.: UznatensctBo FOpaiit. 2020.-495 c.
6. MenpankoB J[.A. Cucremsl U ceTH niepenaun ganueix. — M.: U1 PagrnoCodr, 2019.-624.
7.CutHHUKOB A.B. DneKTpoTexHUYeCKHe OCHOBBI HCTOYHUKOB MUTAaHUS. — M.:
«Axanemusy», 2019. — 240 c.
8. Xpycranesa 3.A. DineKTpUUYecKHe U JIEKTPOHHbIE U3MEPEHHUS B 33/1a4ax, BOIPOCAX U
yrpaxkHeHHUsIX. — M.: «Akagemusi», 2019. — 176 c.
3.2.2. DJ1eKTPOHHBbIE U3AHUA (3JIEKTPOHHBIE PeCypPChl)
HNuTepHeT-pecypcebl:



denepanpHas cayx0a Mo TEXHHYECKOMY U dKCITopTHOMY KOHTpoJito (PCTOK Poccun)

www.fstec.ru

WNudopmanrnoHHO-CIIpaBOYHAsl CHCTEMa 10 JOKYMEHTaM B 00JIACTH TEXHUYECKOH

3amuThl nHGOpManuu www.fstec.ru

OO0pazoBaTenbHbIE TOPTAJIBI 10 PA3TUYHBIM HAPABICHUSIM 00pa30BaHMS U TEMATHKE

http://depobr.gov35.ru/

®enepanbHblil nopran «MHbGopMalnOHHO- KOMMYHUKAIIMOHHBIE TEXHOJIOTHH B

o6paszoBanum» htpp\\:www.ict.edu.ru

Caiit Hay4Hoii snekTpoHHOM OnbnmroTekn www.elibrary.ru
http:/www.globus-telecom.com
http://www.morion.ru/
http://www.nateks.ru/
http://www.iskratel.com/
http://www.ps-ufa.ru/
http://3m.com/
http://www.rusgates.ru/index/php - Marepuainsi caiita 3aBoga «Pepporpubop»
3.2.3. JlonoJiHUTEIbHbIE HCTOYHHKH:
OTteudecTBEHHBIE KYpPHAJIbI:
—  «ONEKTPOCBS3bY;
— «BecTHHK CBSI3MY;
— «CeTH U CUCTEMBI CBSI3NY;
—  «MH(bDOKOMMYHUKAIIMOHHBIE TEXHOJIOTHI,;
— «Texuomorun u CpeaAcTBa CBA3NY.
CrpaBouHbIe TOCOOUS:
T'OCT 8.417-2002. I'CU. «EquHAILI BETHUYUHY.
I'OCT P 1.0-2004. «Crangaptuzanusi B PO. OcHOBHBIE MOTOXKECHUS
I'OCT P 8.563-96. 'CU «MeToaukn BBINOTHEHHUS H3MEPEHUI»
3akoH P® «O TeXHMUECKOM pEryIupOBaHUM.
[TpaBuia o nposeneHuto cepruduxanyu B PO.
[Topsimok npoBeneHus cepTuUKanuy NpoIyKuu B PO.
['OCT 8.417-2002 TocymapcTBeHHass cucTeMa OOecleueHUs €TUHCTBA H3MEpEHUM.
EnvHULBI BETUYMH.
['OCT P 8.000-2001 T'ocynapcTBeHHas cucTeMa OOECIEYeHHs €IUHCTBA H3MEpPEHH.
OCHOBHBIE TIOJIOKEHUS.
OCT 45.159-2000 OtpacneBas cuctema obecrieueHus: eIMHCTBA u3MepeHuil. TepMUHbBI U
OIIpEEIICHUSI.
OCT 45.150-99 Metoauku BbinonHeHUs u3MepeHuil. Ilopsaok paszpaboTku u
aTTeCTallUU.
I'OCT P 40.001-93 Cucrema cepruduxanuu ['OCT P. Peructp cucrem kadecTsa.
OCHOBHBIE OJIO)KECHMUS.
I'OCT P 1.0-92 T'ocynapctBenHasi cucteMa crangaptuzauuu PO. OcHOBHbIE TOJIOKEHUS.
www.Convertworld.com (niepeBoj; eTUHUI U3MEPEHHUS)


http://www.morion.ru/
http://www.nateks.ru/
http://www.iskratel.com/
http://www.ps-ufa.ru/
http://3m.com/
http://www.rusgates.ru/index/php

4. KOHTPOJIb 1 OHEHKA PE3YJIbBTATOB OCBOEHUA
MMPO®ECCHUOHAJIBHOI'O MOAYJIA

Koa u HaumeHoBaHue Kpurepun ouenku Metoasl
npogeccuoHAIBHBIX U OLICHKH
00IIMX KOMIIEeTEHIINH,
¢popMmupyembIx B
paMKax MOayJis
IIK 1.1. ITpousBoauTts - MPOU3BOJUTh MOHTAX KaOEIbHBIX JTUHUNA M | DKCIEPTHOE
MOHTa, HACTPOUKY, OKOHEYHBIX KabenpHbIX ycTpoiictB UTKC; HabroneHne
IIPOBEPKY - IIPOBEPSATH (GyHKIMOHUPOBAHHE,
(GYHKIIMOHUPOBAHUS IIPOU3BOJUTh  PETYJIUPOBKY M  KOHTPOJIb
KOH(UTypHUpOBaHUS OCHOBHBIX IIapaMETPOB MCTOYHUKOB MUTAHUS
o0opynoBaHus HUTKC,;
MH(pOPMAaIMOHHO- - U3MEPATH OCHOBHBIE IT0KA3aTEIU U
TEJIEKOMMYHUKAIIMOHHBIX | XapaKTEPUCTUKHU IPU BBIIOJIHEHUHU paboT 10
CUCTEM U CeTeil. HACTpOHKe, MpoBepKe PYHKIMOHUPOBAHUS U
koHpurypuposanus UTKC;
IIK 1.2. OcymiecTBisaTh - OCYLIECTBJIATh TEXHUYECKYIO IKCILTyaTaluI0 | DKCIEPTHOE
JUArHOCTUKY JIMHENHBIX COOPYKEHUH CBS3H; HabroeHue
TEXHUYECKOT O - IIPOBEPSATH (GYyHKLHOHUPOBaHUE,
COCTOSIHUS, TIOUCK IIPOU3BOJIUTL  PETYJIUPOBKY M  KOHTpOJIb
HEUCIPABHOCTEN U OCHOBHBIX MapaMeTPOB HMCTOYHUKOB MUTAHUS
PEMOHT 000pyIOBaHUS paavoannaparypsl;
NUTKC. - UI3MEPATb OCHOBHBIE I1APAMETPBI U
XapaKTEpUCTHKU MPU BINOJIHEHUU padoT 1o
JUarHOCTHKE TEXHUYECKOIO COCTOSIHUS,
IIK 1.3. IIpoBonuts - OCYLIECTBIISATh TEXHUYECKYIO IKCIITyaTaluIo | DKCIEPTHOE
TEXHUYECKOE nuHenHbIx coopyxenuit U'TKC; HabmroieHne
o0CITy’)KUBaHHE - U3MEPATH OCHOBHBIE NTapaMeTPsl U
obopynoBanust U'TKC. XapaKTEPUCTUKU IIPU BBIIIOJIHEHUN
TEXHUUYECKOTO 00CITy)KMBaHUsI 000py10BaHUS
UTKC;
- IPOU3BOJIUTH KOHTPOJIb U PETYIUPOBKY
OCHOBHBIX ITapaMeTPOB UCTOYHUKOB MTUTAHUS
Aoamsrannaoxrrx a IATL .
IIK 1.4. OcymiecTBisTh - IPOBOAUTH MOHUTOPUHT U KOHTPOJIb DKcnepTHOE
KOHTPOJIb ¢ynkunonuposanus obopynosanus UTKC; HabmroieHne
(GYHKIIMOHUPOBAHUS - U3MEPATH OCHOBHBIE NTapaMeTphl U
NTKC. xapakrepuctuku odopynosanus UTKC;

- BECTH 3KCILTYaTAlIUOHHO-TCXHUYCCKYIO
nokymeHTaruto Ha ooopynoBanue UTKC.




OK 01. BeiOupatp — 00OCHOBAaHHOCTbH ITOCTAHOBKH LIEJH, DKcnepTHOE
CIIOCOOBI peICHuA 3a1a4 Bbl6opa U IIPUMCHCHUS METOAOB U croco0oB HabroneHne
po(heCcCUOHATBLHOM peleHus NpoecCHOHANBHBIX 3a/1a4; DK3aMeH
NesITeIbHOCTH, - aZIcKBaTHas OLIEHKA M CaMOOIICHKA

IIPUMEHUTEIBHO K 3 PEKTUBHOCTH U KaYECTBA BHIIOJIHCHUS

pa3IUYHbIM KOHTEKCTaM. | mpo(eCcCHOHANBHBIX 3a1a4

OK 2.0Ocy1iecTBasTh - HCII0JIb30BAHUE Pa3IMUHBIX UICTOYHHUKOB, DKcnepTHOe
MIOUCK, aHAJIN3 U BKJTIOYAst AJIEKTPOHHBIE PECYPCHI, HabroeHne
MHTEPIPETALHIO Meauapecypcesl, IHTepHeT-pecypehl, OKk3aMeH
uHpopManuy, MEPUOINYECKHUE U3AAHUS IO CIIEHUATbHOCTH

HE00X0AUMOM 115 U1 pelIeHns TpopeCcCCUOHAIbHbBIX 3aa4

BBINOJIHEHUS 3a/1a4

npodeccuoHaIbHON

NesITebHOCTH.

OK 03. IlimtanupoBats u - IEMOHCTpalus OTBETCTBEHHOCTH 3a DKCnepTHOE
peann30BHIBATH MIPUHATHIC PELICHUS Habro1eHNe
coOCTBEHHOE - 000CHOBaHHOCTb CaMOAHAJIN3a U KOppeKLus | DK3aMeH
po¢ecCHOHATILHOE U pe3yabTaTOB COOCTBEHHON pabOThI;

JMYHOCTHOE Pa3BUTHE.

OK 04. Paborats B - B3aMMO/ICHCTBHE C 00YJarOIIUMHUCH, DKcInepTHOe
KOJJICKTHBE U KOMaHJIe, | MPEeToaaBaTeNsIMUA M MacTepaMH B XOJIe Habro1eHNe
3pHEKTUBHO 00y4YeHHUsl, C pyKOBOJIUTEISAMHU YUeOHOH U OK3aMeH
B3aMMO/IEHICTBOBATh C MIPOU3BO/ICTBEHHOM MPaKTHK;

KOJIJIeTaMH, - 000CHOBAaHHOCTb aHAJIN3a PaOOTHI YWICHOB

PYKOBOJICTBOM, KOMaH/1bl (IIOAYMHEHHBIX)

OK 09. Mcnone3oBath - 9 GeKTUBHOCTD UCTIONB30BAHMUS DKCIIepTHOE
UH(pOPMALUOHHEIE “H(OPMAITMOHHO-KOMMYHHUKAITHOHHBIX HAOJTIOIEHUE
TEXHOJIOTUHU B TEXHOJIOTHI B HpO(l)eCCPIOHaJ'H:HOﬁ ACATCIBbHOCTHU 3K3aMeH
npodeccHoHaNbHOI COrJIacCHO (POPMHUPYEMBIM YMEHHSIM U

eATENEHOCTH. [I0JIy4a€MOMY MPAKTUIECKOMY OTIBITY;

OK 10. ITonp3oBaTbCs - 9 eKTUBHOCTH HUCTIOIB30BAHUS B DKCIEPTHOE
npogeccuoHaTbHON poeCCHOHATIBHOMN 1eATENbHOCTH Habmro1eHne
JTOKyMEHTaIue Ha HEO0XOAMMOM TEXHUYECKOM TOKYMEHTalluu, B | DK3aMeH

roCy/lapCTBEHHOM U
MHOCTPaHHOM SI3bIKE.

TOM YHCJI€ Ha aHTJIMACKOM S3BIKE.




puioxenne 1.2

k nporpamme CI1O
10.02.04 Ob6ecnieuenre nHPOPMAITMOHHOM 0€30MMACHOCTH TEICKOMMYHHKAIIMOHHBIX CHCTEM

PABOYASA ITPOI'PAMMA ITPO®PECCHOHAJIBHOI'O MOAYJIA

IIM.02 3ammra nagpopmanuu B HHGOPMALINOHHO-TEJEKOMMYHHUKANMOHHBIX CHCTEMAaX U
ceTsIX ¢ MCMOIb30BAHNEM MPOrPAMMHBIX U MPOrPaAaMMHO-ANNAPATHBIX (B TOM 4YHCJIe,
KpunTorpaguuyecknx) cpecTB 3alUTHI

2026 1.






IIM.02. 3ammTa uHopMmanuu B HH(POPMAIMOHHO-TEJTeKOMMYHUKAIIMOHHBIX CHCTEMAaX H

1. OBIIASI XAPAKTEPUCTHUKA PABOYEN ITPOI'PAMMBI
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

ceTsIX C MCMO0JIb30BAHHEM MPOrPAMMHBIX U POrPaAMMHO-aNNAPATHBIX (B TOM 4HCJIe,
KpUNTOrpaguyecKux) CpeacTB 3alIUThI

1.1. llesib ¥ IJIaHUpPYeMble Pe3yJbTAThI 0CBOEHHUS MPO(PecCHOHAIBLHOT0 MOIYJIs
B pesynbrare m3ydeHus npohecCHOHATBLHOTO MOIYJS CTYIEHT JOKEH OCBOWTH OCHOBHOW BWI

ACATCIIBHOCTH OpraHu3oOBbIBATL  PCMOHTHBIC, MOHTAa>XHBIC u HaJIaJO4YHBbIC pa60TBI

IMPOMBIIIJICHHOMY O60pyﬂ0BaHI/IIOI/I COOTBCTCTBYIOIIHUEC EMY HpO(i)eCCI/IOHaJIBHbIe KOMIICTCHII MU

10

Kon

HaumeHoBaHue BHI0B 1€ATEJILHOCTH U NMPO(eCCHOHATBHBIX KOMIIETEeH Uil

BI 1

yHcie, KpUNTOrpagu4ecKux) CpeacTB 3alIUThI

3ammrTa uHGopMauuu B MH(OPMANHOHHO-TEJIEKOMMYHUKAIIMOHHBIX CHCTEeMAaX W
ceTsiX ¢ MCHOJb30BAHHEM MPOrpaMMHBLIX M NPOrpaMMHO-ANNAPATHBIX (B TOM

IIK 2.1.

O60py,I[OBaHI/Ie I/IHCI)OpMaI_[I/IOHHO'TeHeKOMMYHI/IKaHI/IOHHBIX CHCTEM U CETeH.

[Tpou3BOaUTH YyCTaHOBKY, HACTPOMKY, UCIIBITAHUS U KOH(UTYPHUPOBAHUE IPOIPAMMHBIX
U TPOrpaMMHO-ANINapaTHbIX, B TOM 4YHCJIE KPUNTOrpaQUUECKHX CPEICTB 3allUThl
UHPOpPMALlMM OT HECAaHKLUMOHHWPOBAHHOI'O JOCTYHNA M CIELUAIbHBIX BO3ACHCTBUI B

IK 2.2.

TCIICKOMMYHHUKAIIMOHHBIX CUCTEMAX U CECTAX.

[MonnepxuBath OecniepeboitHyI0 pabOTy MPOrpaMMHBIX U IPOTPAMMHO-AIAPATHBIX, B
TOM YHCJIEe KPUNTOrpaUUYecKuX CPEICTB 3alIMThl MHPOPMALUU B WHPOPMALMOHHO-

IIK 2.3. | OcymecTBasATh 3alUTy HMHPOPMALUU OT HECAHKIMOHUPOBAHHOTO JOCTyIa

uH(pOpMaLIUH.

u

CIEUAJIbHBIX BO3JCMCTBUI B o0opyoBaHue UH(POPMALIMOHHO-
TEJIEKOMMYHUKALMOHHBIX CUCTEMAX M CETSIX C HCIOJB30BAHUEM IPOTPaMMHBIX U
IpOrpaMMHO-aNIapaTHbIX, B TOM 4YHUCIE KPUNTOrpaUuecKuX CpeACTB 3alUThI

1.1.1. OO0ume KOMIIETEHIINH:

Kon HaunMeHoBaHMe BHAOB AeSITEJbHOCTH H NPO(PECCHOHATBHBIX KOMITETEHIHI

OK 01 BriOupats ciocoOs! perieHus 3a1ad npo(ecCHOoHaNbHOM NesITeTbHOCTH,
IPUMEHUTEIBHO K Pa3IMUHBIM KOHTEKCTaM.

OK 02 Ocy1iecTBIATh NOUCK, aHATU3 U UHTEPIpETaLio HHPOPMALIUU, HEOOXOAUMOM ISt
BBITOJIHEHUS 3a]1a4 PO ECCUOHATIBHON AEATEIbHOCTH.

OK 03 [1nanupoBaTh U peain30BbIBaTh COOCTBEHHOE TPO(ECCHOHATBLHOE U JIMYHOCTHOE
pa3BUTHE.

OK 04 PaboTathb B KOJIJIEKTHBE U KOMaHe, 3PPEKTUBHO B3aUMOAECHCTBOBATh C KOJUIEIaMH,
PYKOBOACTBOM, KJIMEHTAMH.

OK 09 Hcnonb30BaTh HHPOPMAITMOHHBIE TEXHOJIOTHH B IPO(PECCHOHATBHOMN NEATETLHOCTH.

OK 10 [Tomp30BaThcs nMpodecCHOHANTBHOM TOKYMEHTAIIMEH Ha TOCYIapCTBEHHOM H
MHOCTPaHHOM SI3BIKE.




B pesynbrare ocBoeHuUs MPOPECCHOHATBHOTO MOAYJISL CTYACHT JIOJIKEH:

Nmetn —  ompenmeneHUs  HEOOXOAMMBIX  CPEACTB  KPUNTOrpauyecKoil  3aluThl
Hasbiku MH(pOpMaINy;

—  HWCHONB30BaHWS MPOTPAMMHO-ANIApaTHBIX KPUNTOrpadUUecKuX CpeCTB
BALUTHl HH(OPMAIIHK;

—  YCTaHOBKH, HACTPOMKHU CHENHATN3UPOBAHHOTO 000pyAOBaHHSA
KpUITOTrpahUIeCKON 3aIUTh HHPOPMAITHH;

—  IpHUMCEHEHUs MPOTPaMMHO-aIMapaTHBIX Cpe/CTB obecrieueHust
MH(POPMAIIMOHHON 0€30ITaCHOCTH TEJICKOMMYHHKAIIHOHHBIX CHCTEM;

—  mudpoBaHusI HHPOPMALIUH.

YMETh —  BBUIBISITH M OLCHWBATh yrpo3bl Oe3omacHOCTH WH(OpMAlMU W BO3MOXKHBIC
TeXHUYECKHE KaHAIIBI €€ YTeUKH Ha KOHKPETHBIX 00BEKTaxX;

—  OIpeneNATh palMOHANbHBIE METOABl M CPEICTBA 3aIIUTHl Ha OOBEKTax M
OLEHUBATH UX 3PPEKTUBHOCTS;

—  [pOU3BOJUTH YCTAaHOBKY M HACTPOHKY THIOBBIX HPOTPaMMHO-aIMapaTHBIX
CPEICTB 3alUTHl HHPOPMAIHY;

—  TIOJIB30BaThCS TEPMUHOJIOTHEH COBPEMEHHOHW KPHITOTpaduH, HCIOIb30BATH
TUTIOBBIE KpUNTOrpaduuecKue CpecTBa 3auThl HHPOPMALIUHY;

3HATh —  TUNOBBIE KPHITOrpauuecKre alfOPUTMBI, MPUMEHSIEMbIe B 3allUIIECHHBIX
TeICKOMMYHUKAIIMOHHBIX CHCTEMAX;

—  OCHOBHbIE  TNPOTOKOJNBI  HMACHTU(GHUKAIMK W ayTeHTUPHUKAIUU B
TeIEeKOMMYHUKAIIMOHHBIX CHCTEMAX;

—  COCTaB M BO3MOXXHOCTH THIIOBBIX KOH(HIYpaluii mporpaMMHO-anmapaTHBIX
CPENCTB 3alUThl HHPOPMALIUH;

—  0COOEGHHOCTHM IMPHUMEHEHHUS! MPOrPaMMHO-ANNAPATHBIX CPEICTB O0OECHeUeHHUs
MH()OPMAIIMOHHOW 0€30IIaCHOCTH B TEJIEKOMMYHUKAITUOHHBIX CHCTEMAX;

—  OCHOBHBIE CITOCOOBI IPOTUBOICHCTBUS

—  HECAaHKIMOHWPOBAaHHOMY  JIOCTYITy K  HWH(OpMAIMOHHBEIM  pecypcam
MH(OPMALMOHHO-TEICKOMMYHUKALIHOHHON CUCTEMBI;

—  OCHOBHBIE MOHATHS KpUNTOrpaduu W TUIOBBIE KPUINTOrpapuuecKHe METO.bI

BAIUTH HH(OpMAIINK;

1.2. Koau4ecTBo 4acoB, 0TBOAMMOE HA OCBOeHHE MPO(eCcCHOHATHLHOT0 MOXYJIs

Bcero gacos: 673 yacos.
N3 Hux Ha ocBoeHue MJIK — 613 yacos:

MJIK.02.01 3amuTa nadopmauy B ”HPOPMALMOHHO-TEIEKOMMYHUKAITMOHHBIX CUCTEMAaX
U CETAX C MCIOJIb30BAaHUEM IPOTPAaMMHBIX M TPOrpPaMMHO-AIIAPATHBIX CPesICTB 3amuThl- 290
YacoB;

B TOM YHCJIe CaMOCTOsTeNIbHAs paboTa 122 vaca,

MJIK.02.02 Kpunrorpadudeckas 3ammra nHGopmarun - 176 qacos;

B TOM YHCJIe CAaMOCTOsITeIbHas paboTa 44 vaca,
Ha npaxTuku, B ToM yncie yuebHas 36 yacos

npou3BoacTBeHHas -108 Jaca.



2. CTPYKTYPA N COAEP KAHUE ITPO®PECCHOHAJIBHOT'O MOAYJIA

2.1. Cmpykmypa npogheccuonanbnozo mooynsa

O6beM npodeccuoHamTbHOrO MOAYJIS, aK. yac.
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Kongr Haumenosanus 9 = Bcero B Tom gucne
<
poheCCHOHATTLHBIX pasiesnoB Bcero, & g -
= I~ =
1 00mux po¢)eCCHOHAIBHOTO yac. 2 2 E E S R g
o - fea)
KOMITCTEHITHIA MOJTYJIs = § LI = g, § 5 5 E =1
'E“ % E E =i % g ; g VyebHas | IIpousBojcTBeHHas
- S:E 22| £E |88
. O & (<2} Q = o E [
I [oFgNad Q0 «
S E > = =9
A s & S =
1 2 3 4 5 6 7 8 9 10
IK 2.1-2.3 3amuTa 290 290 106 122
OK1-5,0K09,10 uHpopmaluu B
UH(OPMAaILMOHHO-
TEJIEeKOMMYHHUKAIIO
HHBIX CHCTEMaXx H
CeTsX C
HCIIOJIb30BaHNEM
MIPOTPaMMHBIX U
IPOrpaMMHO-
anmapaTHbIX
CPEJICTB 3alUThI
IK 2.1-2.3 Paznmen 2. 176 176 67 44
OK1-5,0K9,10 | Kpunrorpagpuuecka
s 3aIUTa
uH(popMalun




IK 2.1-2.3 Y4eOHast mpakTHKa 36 36
OK1-5,0K9,10
[IK 2.1-2.3 [IpousBoacTBeHHAs 108 108
OK1-5,0K9,10 MPAKTHKA

[IpomexxyTounas 18

aTTecTamnus

Bcezo: 628 466 173 166 36 108




2.2. TemaTn4yeckui 1JIaH U coaepxxkanue npodeccuonaabuoro moayJas (IIM)

HaumeHoBaHue pa3genos O0bem
leO(l)eCCHOHaJILHOl"O MOayJ s Couepmanne yqeﬁﬂoro marepuaJia, naﬁopaTopHme paﬁon U IMPAKTUYCCKUE 3aHATUS, CAMOCTOSAATE/IbHASA yacoB KO[[ HK, OK
(IIM), MesRIUCHMIITTHHAPHBIX pa0oTta o0yuaromuxcs, KypcoBasi padoT (IIpoeKT)

kypcoB (MJK) u Tem
1 2 3
IIM.02. 3amura nHGopMauuu B MHPOPMALMOHHO-TEJEKOMMYHMKAIMOHHBIX CHCTEMaX H CeTSIX € MCHOJb30BaHUEM 628
NMPOrPAMMHBIX U POrPAMMHO-ANNAPATHBIX (B TOM YHCJIe, KpUITOIPAQUYECKUX) CPEeICTB 3alUThI
Pa3znen 1. 3amura nHpopManuu B HHPOPMANMOHHO-TEJEKOMMYHHMKANMOHHBIX CHCTEMaxX M CeTHAX € MCIOJb30BAaHHEM 290
NMPOrPAMMHBIX U IPOrPaAaMMHO-ANNAPATHBIX CPEACTB 3a1HMThI
M/JK 02.01. 3ammra nadopmanun B HHGOPMALMOHHO-TEJIEKOMMYHHKAIMOHHBIX CHCTEMAaX U CeTSX € MCI0JIb30BaHUEM 290
NPOrPAMMHBIX M IPOrPAMMHO-ANNAPATHBIX CPEICTB 3aIUTHI
Tema 1.1. O6ecneuenne Coaepixanue [1K 2.1-2.3
0e30MacHOCTH [IpoGnembr  oOecnedueHus ~ O€30MAaCHOCTH  OMNEPAIMOHHBIX  cUcTeM.  [lodHOCThIO OK1-5,0K
ONepalMOHHBIX CHCTEM KOHTPOJHMPYEMbIe CUCTeMbl. YacTUUHO-KOHTponupyeMble cuctembl. Windows XP. Windows 9,10
7. Windows8. Linux. QNX wu Jpyrue oOnepanyoHHbIE CHCTEMbI. TeXHOJOTHH
ayreHTUGUKaIUUA. AyTeHTU(UKAlMsg, aBTOpU3alUig W AAMHUHHCTPUPOBAHUE JEWUCTBUMN
nonb3oBarensi. Meroasl ayreHtudukanuu. Ilapomu. PIN-xoasl. Metoasl HaAEKHOTO
cocraBieHust mnaposied. Crporas ayreHTHuKauusa. OIHOCTOPOHHSS ayTEHTH(HUKALUS.
JIByXCTOPOHHSISI ayTeHTH(QHUKaus AnnapaTHO-NPOrpaMMHbIE CPEICTBA HACHTU(DUKAIMK U 10
ayreHTUuKauuu. TokeHsl. CmapT-KapThl. BupTyanshusie kitoun. [IporpamMMHo-anmapaTHbie
MoAyiau AoBepeHHo 3arpy3ku. 3amaun AIIM/I3. Bosmoxunoctn AIIM/(3. Buner AIIM/I3.
AIIM/ZI3 KpuntoH —3aMOK CHUCTEMHBIH aJIMHUHUCTpATOp. M3yueHume HacTpOeK CUCTEMHOIO
anmuauctparopa AIIM/I3. AIIM/I3 Kpunrton —3amok, HacTpoiiku noss3oBarens AIIM/IL3.
Orpannyenus neiicTBuii monwp3oBarens. Mnentudukanus. XypHan perucrpauuu cCoOBITHI.
Hacrpoiiku nenoctaoctu cpenpt AIIMJI3 Cexkrop HXKMJI. O6nacts mamstu. Daiin, namnka,
KaTaJor.
IIpakTnyeckue 3aHATHSA 26




W3yuenmne cpenctB MACHTU(UKAMHN ayTEHTH(HKAIMK OINEpaluoHHBIX cucteM Hacrtpoiika
JokanpHOM monuTHKK Oe3omacHocth Windows.Ilonmutuka maposed. [lomuTukM ydeTHBIX
3anucedd. Haznauenue npap nosb3oBarenss Hactpoiika JiokanbHOW MOJUTHKU O€30MacHOCTH
Windows. ITapamerpsr 6e3omacHoctu. [TonuTuka ayaura HacTpolika M301MpOBaHHON Cpeabl
AIIM/I3 KpunrtoH-3aMOK WHUIMATU3AIUSA CUCTEMHOTO aJMUHUCTPATOPA, WHUIAAIA3ALUS
MOJIb30BATENsl, MPOBEPKA IEIOCTHOCTH Cpeabl ATmmapaTHbie CpeacTBa UG POBaHUS
Kpunron4,8 nacrpoiika, sxcrutryaramus [IporpamMmusie cpeacTBa mu@poBaHus. 3alUICHHbIE
koHTeltHephl. Kpunron-mudposanue BoccranoBinenne nHGOpMAIMK TUIOBBIMU CPEACTBAMHU
[Iporpammbl BoccTaHOBIIEHHE HH(POPMALIUU

26

Tema 1.2. TexHojgornu
pa3rpaHuyeHus J0CTyna

Conep:xkanue

ApXUTEKTypa TOJCHUCTEMbI 3alluThl omnepanuoHHoi cuctembl Windows Server2016.
Oco6ennoctu OC Windows Server2016. Bo3moxHoctu anMunuctparopa. Pasrpanuuenue
JIOCTyIa K 00OBEKTaM OmepariMoHHONW cucteMbl. Moaenu gocryna. {uckpenroHHas MOJAECIb.
Manpnatnas monenb. Ponu. JlokanpHas monutuka Oe3omacHocTH. HacTpoiika sokaabHOMU
MIOJINTUKUA 0€30MacHOCTH. AJIMUHUCTPUPOBAHHUE CUCTEMBbI. M3oimpoBaHHas mnporpamMmHast
cpena. CmocoObl opranuzanmu. Mertonbl npumenenus. ActiveDirectory. KomriekcHas
CUCTEMa OpraHuM3allMd  yopaslieHus JgoctynoM. HMHcramsamus. Hactpoiika.  Aynut
0€30IaCHOCTH OIEPAallMOHHOM cUCTeMBbl. MeTo/Ibl MPOBEAECHUSI KOHTPOJIBHBIX MPOBEPOUYHBIX
Meponpustuii. I[Iporpammuble cpenctBa ayauta. @DYHKIMHM — MEKCETEBBIX OKPAHOB.
OrpannueHue A0CTyna BHEHUIHMX Iojb30Barenei. Pasrpannuenue nocryma. ®uibTpanus
Tpapuka. AHamu3 wuHpopmauuu. IlaketHas ¢unbTpanusa. I[locpenHuueckue ¢GyHKIUH.
JlonosnHUTENbHBIE BO3MOXKHOCTH MDO. OcoO0eHHOCTH (YHKIMOHUPOBAHUS MEXKCETEBBIX
skpanoB. Mogens OSI. Okpanupyromuit mapmpytusarop. 103 ceancoBoro ypoBHsI.
[Mpuknaguoit numo3. [mo3 skcmepTHOTO ypoBHA. CXEeMBI 3alIMTHl HAa 0a3e MEXKCETEeBBIX
skpaHoB. IlonuTHka MexcereBoro B3aumonencTBusa. (CxeMbl noxakiIoueHus MO.
Ilepconanbuble u pacnpeaeneHHbie MD. IIpoGrnemsr Ge3omacHoctn MD. TectupoBanue
MEXCETEeBBIX IKpaHOB. TpebOoBaHus mokasarenedl TectupoBaHus. Kiaccer MD. TpeboBanus
OCTIK k MD.

10

[1K 2.1-2.3
OK1-5,0K
9,10




HpaRTn'{ecmle 3aHATHUHSA

20

[IporpamMmMbl  HazexxHOoTo  yaaneHuss uHbopmauuu  ApxuBUpoBaHuEe  HH(OpManuu
[IporpammHuble  cpencTtBa  pesepBHOro  komupoBanusi. Hactpoiika RAID-maccuBoB
Wucaiinepckas wuHdopmanus. Ilporpammer cbopa wundopmamuu o IIK Hacrpoiika
MEXKCETEBOI'0 IKpaHa

20

Tema 1.3. OOecneueHue
UHGpopMaLMOHHOM
0e3omacHocTH ceTeii. OCHOBBI
TEeXHOJIOTHM  BHPTYAJbHBIX
3amuIneHubIX ceTteid VPN

Conepxanue

[TpoGiembr nHpOpMaIMOHHOW Oe30macHOCTH ceTeil. BBenenue B ceTeBoil MH(DOPMAITMOHHBIN
obmen. Hcnonb3oBanue cern MurtepHer. Moaens ISO/OSI u crek mportokosoB TCP/IP.
Obecnieuennie  uH(popManuoHHOW  Oe3omacHocTH  cereil.  CmocoObl  obecrneueHus
uHpopmanoHHon Oe3onacHoctu. [lyTH pemeHus mpobiieM 3ammThl UHQOPMALMKU B CETSIX.
Konnenmuss mnocTpoeHuss BHUPTyaJbHBIX 3allUIIEHHBIX ceTeil. Hanexnas mnepemaua
uHbOpMAMK TIO HE3alUIIEHHBIM KaHanmaMm cBs3u. llludpoBanme. AyTeHTHDUKAIMS.
Bepudukanus. N30errounoe koaupoanue. VPN — pemeHus i mOCTPOCHUS 3aIlUIICHHBIX
ceted. BupryansHple 3amumeHHble ceTtd. TyHenupoBaHue. HMHKancymsmus mDakeTos.
Crpykrypa nakera. CTpyKTypa 3alIUIIEHHOT0 MakeTa. BapuaHTbl NOCTPOEHUS 3alUILEHHBIX
kaHanoB. Knaccudukanus. 3amura Ha kaHanbHOM ypoBHE. [Iportokonsr PPTP, L2F, L2TP.
[IpoTokomnbl GpopMupoBaHUS 3aNIUIEHHBIX KAaHAIOB Ha CEAHCOBOM ypPOBHE. MPOTOKOINBI SSL,
TLS, SOCKS. 3amuTta Ha ceTeBoM ypoBHE. ApxuTekTypa cpeacts OezonacHoctu [PSec, AH,
ESP. 3ammra Ha mpukiagHoM ypoBHe. OpraHusanus yJaJ€HHOTO JOCTyma. YTpaBieHHE

unentudukanuenn u noctynoM. CpenctBa ynpasieHust goctynom. Web-goctyn. [IpoTokossl
PAP, CHAP, S/Key, SSO, Kerberos.

16

HpaKaneCKne 3aHATHUSA

46

OcHOBHBIE [JeHMCcTBUS € BHPTyalbHOM MamuHONW PaboTra ¢ KOHTPOJIBHBIMH TOYKAMH
Hcnonb3oBaHue BHENIIHUX YCTpoilcTB PaboTa ¢ JOKalbHBIM XpaHWJIHUILEM cepTU(UKATOB B
OC WINDOWS VcranoBka wu Hactpoiika IIO eTokenPKIClient Hacrpoiika IIO
eTokenPKIClient ¢ momomursio rpynmnoBsix noiautuk PassepteiBanue TMS B cpene Active
Directory Hactpoiika TMS B cpene Active Directory Hactpoiika monmutuk TMS Hactpoiika
UCIOJb30BAHUS BHUPTYaJIBHOTO TOKeHa lcronp3oBaHME TOKEHa Ha paboueM MecTe

46

[1K 2.1-2.3
OK1-5,0K
9,10




anMuHHUcTparopa Ycranoska u HacTpoiika CK3U «KpuntollpoCSP» Pabora ¢ koHTeiiHepamu
3aKpBITOrO KJoua © cepTudukaramu moib3oBareis cpeiactBamu Kpunro IIpo CSP
IIpumenenne SecretDisk4 Ilpumenenue SecretDisk Server NG H3ydeHue OCHOBHBIX
Bo3mokHoctelr [IO  VipNetClient H3yuenne wnHactpoek I10 VipNetClient W3yuenue
Bo3moskHocTer 110 Jlenosast mouta

Tema 1.4. TexHosoruun
00HapY:KeHUS BTOP KEHUil

Conepxanue

Texnonorus oOHapyxxeHust aTak. KoOHIENIMS aZanTUBHOIO YHpaBiIeHHS OE30MaCHOCTBIO.
Texnomoruss ananmu3a 3amumieHHocTH. CpeacTBa aHamW3a  3alUIEHHOCTH  CETEBBIX
IIPOTOKOJIOB M cepBucoB. CpencTBa aHaiau3a 3alllMIIEHHOCTH OINEpPAlMOHHONM CHCTEMBI.
OOmme TtpeOoBaHMs K BbIOMpaeMbIM CpeAcTBaM aHaiu3a 3amuuieHHoctu. Cpencrta
OOHapy)XeHHs CEeTeBhIX arak. Meroxasl aHanmm3a cereBoi uH(popmanuu. Knaccuduxanms
cucteM OOHapykeHHs arak. KOMIIOHEHTHI M apXHMTEKTypa CHCTEMbl OOHAapYyKEHUs aTak.
OcobeHHOCTH cHUCTeM OOHApY)KEHHsI aTaK Ha CETEBOM M OINEPALMOHHOM YPOBHSX. MeTObI
pearupoBaHusi Ha ceTeBble arakd. OO30p COBPEMEHHBIX CpPEJICTB OOHApy)KEHHUs aTak.
Texnosnoruu 3amutel 0T BUpycoB. KoMmmbloTepHble BUPYChl U MHPOOJEMbl AHTUBHPYCHOMN
3anmThl. Kiaccudukanus KOMIBIOTEPHBIX BUPYCOB. JKU3HEHHBIH IUKI BHPYCcOB. OCHOBHEIE
KaHaJIbl paclpoCTPaHEHHsI BUPYCOB U APYTHX BPEIOHOCHBIX IPOTPAMM.

14

[1K 2.1-2.3
OK1-5,0K
9,10

IIpakTHYecKkue 3aHATHA

14

N3yuenue cpeacTB oOHapy) eHus atak M3yueHne aHTUBUPYCHBIX POJTYKTOB

14

Tema 1.5. MeTtoanl
ynpaBjieHust cpeAcTBaMU
3aMMTHI

Conepxanue

MeTtop! yripaBieHHs CPEICTBAMHU CETEBOM 3alllUThl. 3a/ayMl yIpaBJIeHUS CUCTEMOW CEeTeBOM
3alIUThl. APXMTEKTYpa YIpaBJICHUsS CpPEACTBAMHU CETEBOW 3amuThl. DOYHKIIMOHUPOBAHUE
CHCTEMBbl YIpAaBJICHUS CpEICTBAMHM 3aIIUTHL. AyAUT 0e30MacHOCTH WHPOPMALMOHHOM
cucreMbl. MOHUTOPHHI 0€30MacHOCTH cUCTeMbl. [IporpammHBIE CpeICcTBa IMPOBEACHHS
ayauta Oe3omacHOCTH. (O030p COBPEMEHHBIX CHCTEM YIPABICHHUS CETEBOM 3aIllUTOM.
Knaccudukanus cucrem 3amuThl. [lepcrieKTUBB M TEHACHLIMHT B Pa3BUTHH CUCTEM 3aIUTHI.

12

[1K 2.1-2.3
OK1-5,0K
9,10

CamocrosiTesibHasi yueOHasi paboTa

122

[1K 2.1-2.3

TeMaTuka caMOCTOSATEJIbHOM Pa0OTHI:

OK1-5,0K




1. ITpoGsembl obecnieueHus 6e3onacHocTu onepamontsix cucteM Windows XP. Windows 7. Windows8. Linux. QNX.
2.TexHonoruu ayreHTU(PUKAIIHH.

3.AyteHntudukanus, aBTopu3alys 1 aIMUIHUCTPUPOBAHUE ICUCTBUN MOJIb30BATEIS.

4.ITaponu. PIN-kozbl. MeToapl Haie)KHOTO COCTABJICHUS MapoJIeH.

5.Tokenbl. CmapT-KapThl. BupTyanbHble KIIOYH.

6.IIporpaMMHo-anapaTHble MOYJIU TI0BEPEHHOMN 3arpy3KH.

7.ATIM/I3 Kpunton —3aMOK CUCTEMHBIA aIMUHUCTPATOP.

8.M3ydeHne HacTpoeKk cCUCTEMHOTo aaMuuucrparopa AIIM/I3.

9.Cextop HXXM/I. O6nacts namsru. Daiin, mamnka, Katajor.

10.Pasrpannyenue qoctyna K 00beKTaM OnepanuoHHONW CUCTEMBI.

11.KomruiekcHas cuctemMa opraHusaluu yrpasieHus noctynoM. Mucransuusa. Hactpoiika.

12.Aynut 6€30macHOCTH OTEePAIMOHHON CUCTEMBI.

13.@ynkuun MexceTeBbIX dKpaHoB.OrpaHnyYeHHe AOCTYyNa BHENIHMX MoJjb30oBaTenel. Pasrpanuuenue nocryma. OuibTpanus
Tpaduka.

14.Ananu3 unpopmarnyu. [laketnas ¢pustpanus. [locpennndeckne GyHkunu. J[omomHUTETHBIE BO3MOKHOCTH MD.
15.ITonutrka MexceTeBOro B3auMoaeicTeus. Cxemsl noaxmodeHuss MJ. [lepconanbhbie u pacnpeneneHasie MD.
16.TpeboBanus mokazareneit TectupoBanusi. Knaccet MD. Tpeboanus ®CTIK k MD.

17 . KoHuenuus moCTpOeHHs BUPTYaIbHBIX 3AIMILEHHBIX CETEH.

18.BupryanbHble 3amunieHHsle cetu. TyHenupoBanue. MHkancymsius nakeroB. CTpyKkTypa 3alllMIIEHHOrO nakeTa. BapuaHTsl
MIOCTPOEHHUS 3aLUIIEHHBIX KaHAJIOB.

19.3amuTa Ha kaHanbHOM ypoBHE. [Iporokons! PPTP, L2F, L2TP.

20.ITpotoxoss! (opMUPOBAHNUS 3AIIMIIEHHBIX KaHAJIOB Ha ceaHCcOoBOM ypoBHe. IIpotokonsl SSL, TLS, SOCKS.
21.3ammTa Ha ceTeBOM ypoBHE. ApxuTektypa cpeacts 6ezonacuoctu [PSec, AH, ESP.

22 .3amuTa Ha npukiagHoM ypoBHe. [IpotokonsiPAP, CHAP,S/Key, SSO, Kerberos.

23.OyHKIMOHUPOBAHUE CUCTEMBI YIIPABJIEHUS CPEACTBAMU 3AILUTHI.

24.Aynut Oe3o0macHOCTH HH()OPMALIMOHHON CUCTEMBI.

9,10

YueOHas npaktuka pasaena MJIK02.01.
Buasl pador:

36

[1K 2.1-2.3
OK1-5,0K




Bri0op, noKIII0YeHUE, HACTPOIKA MEKCETEBOTO SKpaHa.

A,I[MI/IHI/ICTpI/IpOBaHI/Ie MECXKCETECBOI'O DKpaHa.

OSHaKOMHeHI/Ie, TIOAKIIFOUYCHHUC, HaCTPOfIKa CHUCTEMBI PE3CPBHOI0 KOIMUPOBAHUA
A,I[MI/IHI/ICTpI/IpOBaHI/Ie CHUCTEMBI PE3CPBHOT'O KOITUPOBaHUA.

OSHaKOMHeHI/Ie, IIOAKIIFOUYCHHUC, HaCTPOfIKa CHUCTCMBbI aHTHBHPYCHOﬁ 3allHTHI.

AJMUHUCTPUPOBAHNE CUCTEMbI AHTUBUPYCHOM 3aIUTHI.

9,10

Pa3nea 2. Kpunrorpaguueckasi 3ammura nHgpopManuu

144

M/IK 02.02. Kpunrorpadgu4eckasi 3amura HHGoOpManuu

144

Tema 2.1. OcHoBBI
KpUNTOrpapuaecKux
MeETO/10B 3alUThI
uHopmanuu

Conep:xkanue

CpoiictBa uH(popmanroHHoi Oe3omacHocTu. CBoicTBa MH(POPMAIMOHHON 0€30MacHOCTH,
o0ecrieyrBaeMble KPUNTOTpaQUUECKUMH METOJaMH 3amuTsel HH(popManuu. Bumasl atak.
Cayx0bl 0€30IIaCHOCTH M MEXaHU3Mbl JOCTH)KEHHUS TPeOyeMOro ypOBHS 3alUILEHHOCTH.
Kpunrorpadguueckne wmetonsl. lludposanne. KommpoBanume. Creranorpadus. Cxarue.
MaremaTuka kpuntorpadun. bunapusie onepanuu. Apudmernka menasx yrcena. MoayiapHas
apupmernka. Matpunsl. JluneliHoe cpaBHeHHe. TpaauIIMOHHBIE MH(PHI TTEPECTAHOBKH.
HIudpsr nepectaHoBku. OnHO W ABYX HampaBieHHble. [loTouHble W OI04HBIC MIUQPBI.
Mexanuzanus mmdposanus. TpaguuuonHsle mmdpsl 3amensl. ugpsr 3amensl. udpsr
MHoroan(aBUTHONW 3aMeHbl. YacToTHOCTh cuMBOJIOB. Kpunroananus. ATtaka rpyOoi CHIIbI.
YacToTHbl aHanu3. ATaka mo oOpasiy. ATaka 3HaHUS MCXOJHOro Tekcra. KommbroTepHoe
muppoanue. Komosas tabmuna ASCIL Anrebpanueckue CTPYKTYpbI: TPYIIBI, KOJbIIA,
nosst. ['enepaTop maponen.

16

[1K 2.1-2.3
OK1-5,0K
9,10

HpaKaneCKne 3aHATHUSA

27

Creranorpagudeckue MeTobl CKpbITUs HHPOpMauu bunapuas apudmerrka. MoaynbHas
apu¢metnka [IpumeHneHre MeTo0B MmK(pOBaHUs NepecTaHOBKOM [IpumMeHenne MeTo10B
mmmdpoBanus 3ameHoi [Ipumenenue MeTo 0B MM(PPOBaHUs MHOTOAN(aBUTHON 3aMEHbI
Kpunroananus metonoB nepecranoBku Kpunroananus MeTo10B 3aMmeHbl KoMneroTepHoe
mgpoBaHue

27

Tema 2.2. CoBpeMeHHBIE

Conep:xkanue

17

[1K 2.1-2.3




CTaHAApThI K (ppoBaHus

Cummerpuunoe mudpoanue. Cern @aiictens. Crannmapt mmdposanus naHaeix DES.
Crpyktypa DES. Ananuz DES. Muorokparnoe npumenHenue DES. besonacnocts DES.
VYcoBepuieHcTBoBaHHbIN cTrangapt 1mmdpoanus AES. Crpykrypa AES. Pacmmpenue
Kirouert 128/192/256. Ananmus 6e3onacHoctr AES. Pocculickue cranmapThl CHMMETPUYHOTO
muppoBanusa. Ctpykrypa 'OCT 28147-89. Pexumbl mudpoanus 'OCT 28147-89. Ananus
6e3onacaoctu 'OCT 28147-89. TOCT P 34.12-2015. IIpobnema pacmnpeneneHus KIOYeH
cuMMeTpuyHoro mudpoBanus. Anroput™m [udou-Xenmana. VYmpapieHHe KIIOYaMU.
Kerberos. Acummerpuunoe mmdposanue. [Ipocteie yncna u ypaBHeHus. Pasnoxkenue Ha
mHoxkuTenn. RSA. Teopema 00 ocratkax. Bo3BeneHHe B CTENEHb W JIOTapU(MBIL
Kpunrtorpadguueckas cucrema Onb-I'amansa. KpunrocucreMbl Ha OCHOBE MeToAa
snmnuntuaeckux KpuBbix. OL[II. Poccuiickue crangapThl acHMMETPUYHOTO IMK(POBAHHUSL.
I'OCT 34.10-94. I'OCT P 34.10-2001. TOCT P 34.10 -2012. Be3onacHOCTh aCUMMETPHYHBIX
QJIITOPUTMOB.

HpaKanecmle 3aHATHUSA

16

AnroputM Auddu-Xenmana. Opranuszanus aropurMa rnepeiayd CAMMETPHYHOTO KITF04a
AcumMerpuyHoe muppoBaHue. AITOPUTM Pa3IOKEHHS TPOU3BEIACHHUS ABYX MPOCTHIX YHCEI
Ha MHOXUTEIH

16

OK1-5,0K
9,10

Tema 2.3.
Kpunrorpadpunueckne
METOABLI o0ecreuyeHus
0€30IMacHOCTH CeTeBbIX
TEXHOJIOruid

Conepxanue

[lenoctHOCTh cooOmienus. CnydaiiHas wmogens Oracle. YcTaHOBIEHHE TOJIMHHOCTH
coobmenus. Kpunrorpapuyeckue xsm-pyakmuu. MD-5. SHA-1. SHA-512. TOCT P 34.11-
94. TOCT P 34.11 -2012 Ananu3 Oe3omacHOCTU X31I-QYHKIHMH. ATaku Ha X31I-QYHKIUH.
OnekTpoHHass 1U(GpPOBas MOAMKCH. Anroput™m ¢opmupoBanus mnoamnucu. CBoiicTBa
obecnieunBaemblie DLIII. Cxembl nugposoit noanucu. Ataku Ha udpoyro noanucs. IIII ¢
BpemeHHoi MeTko#. Crienast DI, beccnopuas SLILT'OCT P 34.10 -2012.

YcraHoBiieHHe TOUIMHHOCTH 00bekTa. Ilpocroil mapons. uHamuueckuil maposb. 3ampoc-
oreeT. PIN. IloaTrBepkaeHue ¢ HyJIEBbIM pasmialmieHueM. buomerpuueckne cpeacrTsa
UACHTUDUKAIMUA. ODJEKTPOHHBbIE KoY M KapTel. TokeHsl. IIpoGiembl pacnpeneneHus
OTKpBITOrO KJI0Ya acuMMeTpuuHoro mudpoBanus. CepTUGHUKATBI OTKPBITOTO KIIOYA.

18

[1K 2.1-2.3
OK1-5,0K
9,10




Ynocrosepsiromue 1eHTphl. X.509. HMepapxus PKI. OOecrnieuenne 0€30macHOCTH CETH C
MPUMEHEHUEM KPUNTOTpapUUeCKUX MPOTOKOJIOB Ha MPUKIAJAHOM YpOBHE. OIEKTPOHHAs
moura. Apxurekrypa e-mail. PGP. S/MIME. Oob6ecneuenne 0€30maCHOCTH CETH C
MPUMEHEHUEM KpHUNTOrpaduyecKux IPOTOKOJIIOB Ha TPAHCHOPTHOM U CETEBOM YpPOBHE.
®opmartsl coobmienust SSL. TLS. be3omacnocts TpancnoptHoro ypoBHs [PSec. Opranuzanus
VPN-cern 3ammura uHGOpPMALMU B CETAX, OPraHU30BAHHBIX 110 TEXHOJOTHU OECIIPOBOIHOTO
noctyna. IEEE 802.11. WEP. WPA. WPA-2. IEEE 802.16. 3ammra uHpOpMaLuu B CETAX
cotoBoi cBsi3u. A3. A8.A5/3. Araku Ha anroput™mbl. [lepcrieKTUBBI pa3BUTHS OECIIPOBOIHOM
MoOmbHOM cBsi3u. KpunroBamoTsl. butkonn. brokueiin-cucremsl Ethereum. IlepcniekTuBb
pazButusa kpunrorpaduu. KsantoBas kpunrorpadus. [IpoOiembl orpaHudeHus CKOPOCTH
mdpoBanus. [IpobieMbl TeOpUN aCHMMETPUYHBIX aJITOPUTMOB.

IIpakTHYeckne 3aHATHS 24

Pazpabotka xsm-gpynkiuu Pa3paboTtka cxemsl mpocToro maposisi PazpaboTka cxemsl

nuHaMugeckoro naposst CepTuukaTel OTKPHITOTO KiTFoya HacTpoiika u aiIMUHUCTPHPOBAHHE

tokeHa Hacrpoiika ceprucoB Pyroken-PinPad Hactpoiika cepucoB Pyroken-O1I1 24

Hacrpoiika cepsrucoB Pyroken—Bluetooth Hactpoiika ceprucoB Pyroken—S Pa3zpaboTka

anroputma PGP N3yuenune nporokonos SSL, TLS, IPSec Hactpoiika 6e3omacHocTH

6ecnipoBoiHOM cetu nepenaun nHpopmanuu IEEE 802.11. WEP. WPA. WPA-2
CamocrosiTesbHas ydeOHast padora npu u3ydenun pasaena IIM 44
TemaTnka caMoOCTOATEILHOI PadoThHI: 1K 2.1-2.3
1. V3yueHwe HOBBIX TEXHOJIOTHI XpaHeHUsT HH(OPMAIIHH. OK1-5,0K
2. CrarucTuka ¥ aHaJIu3 KPYIHBIX yTeueK HH()OpMAaIMH 3a IO/, 9,10
3. Tlouck uH(OpMaIMK O HOBBIX BUaX aTak Ha MH()OPMAIMOHHYIO CHCTEMY.
4. 0O0630p COBpeMEHHBIX MPOrPAMMHBIX H ITPOrPaMMHO-ANIAPATHBIX CPEICTB 3AIIHTHI. a4

5. CpaBHUTENbHBIA aHATU3 COBPEMEHHBIX MPOTPAMMHBIX M MMPOTPAMMHO-AIIAPATHBIX CPEICTB 3ALTUTHI.
6. Kpunrorpaduueckue MeTOIbI.
7. Mudposanne. Koguposanue. Creranorpadus. Cxarue.

8. TpaguunonHsle MKUQpbI nepecTaHoBKU. OHO U ABYX HarpaBieHHbIe. [loTouHble U 6510UHbIE TG PBHI.

9.Tpanuunonnsie mudpsl 3amensl. LLndpsr MHOrOanpaBuTHON! 3aMeHbl. YaCTOTHOCTH CUMBOJIOB.




10. Kpunroananu3s. Ataka rpy0oit cuibl. YacToTHBIN aHanu3. ATaka 1mo oopasily. ATaka 3HaHUSI HCXOJJHOTO TEKCTa.

11. KommbprotepHoe mudpoBaHue.

12. Cranmapt mmudpoBanus nanaeix DES. Crpykrypa DES. besomacnocte DES. Crpykrypa 'OCT 28147-89. Pexumbl
mudpoBanus 'OCT 28147-89. Ananuz 6e3omacaoctu ['OCT 28147-89. 'OCT P 34.12-2015.

13. Anroputm Inddu-Xenmana. Ynpasienue kimrodamu. Kerberos.

14. Acummerpuunoe mudposanue. Kpunrtorpapuueckas cucrema Dinb-I'amamns. [OCT 34.10-94. TOCT P 34.10-2001. TOCT P
34.10 -2012.

IIpou3BoacTBeHHAs MPAKTHKA [1K 2.1-2.3
Buasi pador OK 1-35, 0K
VYyacTtre B opranuzanuu paboT Mo 3aiuTe NePCOHATBHBIX KOMITBIOTEPOB Ha MPEIIPUATHH 9.10

VYyacTtue B opranuzanuy paboT 110 3aluTe JOKaJIbHbIX CeTell Ha MPEeaNpUATHH

VYyacTre B opranuzanuu paboT 1o 3ammre padoT B rI100aIbHON CETH HHTEPHET Ha IPEANPUSITHA

O3HakoMJIeHHEe, OpraHu3alysl, HacTpoiiKa cucTeM 0€30aCHOCTH IPOBOIHOM 3aIIUIIIEHHON JTOKAIbHOM CeTH.
AJMUHUCTPUPOBAHKE CUCTEM 0€30I1aCHOCTHU MPOBOIHON 3aIIUIEHHON JTOKAJIBbHOM CETH.

O3HakoMJIeHHEe, OpraHu3alys, HacTpoiKa cucTeM 0e30MacHOCTH OeCIPOBOJHOM 3aIUIIIEHHON JIOKAIBHOM CeTH.
AJMHHUCTPUPOBAHHE CUCTEM 0€30MaCHOCTH OECIIPOBOIHON 3aIIUIIEHHOHN JTOKAbHON CETH.

[Tonnepxanue 6ecriepe0oiiHOM pabOTHI MPOrpaMMHBIX U IPOrPAMMHO-ANNAPATHBIX, B TOM YHCJIE KPUITOIpapUUECKUX CPeCTB
3aiuThl HHGOpMaLuu B 000py10BaHUU HHPOPMAITMOHHO-TEIEKOMMYHUKAIIMOHHBIX CUCTEM U CETEH.

[TpoBeneHne HHCTPYKTaXa 10 TEXHUKe Oe3omacHocTH. O3HaKOMIIEHHE C MpeANpUsTHeM. BrIOOp MporpaMMHBIX CpeACTB
mUPpoBaHUS B COOTBETCTBHUH C pelIaeMoi 3a1adueit

[ToaxiaroueHue, yctaHOBKa JpaiiBEpOB, HACTPOMKaA IPOrpaMMHBIX CPEACTB AOOHEHTCKOT0 MU(pPOBAHUS
AJMUHUCTPUPOBAHNE BHEAPEHHBIX CPEJCTB

Hactpoiika cpencTB 3J1€KTPOHHOMN MOAIUCH

AJMUHUCTPUPOBAHUE CPEJCTB JIEKTPOHHOM MOANHUCH

Anmunuctpuposanue cpencts PKI

108

HpOMeH(yTO‘-IHaH aTrecranus

18

Bcero no IIM

628




3. YCJI0OBUA PEAJIM3ALIUU ITPOT'PAMMBI TPOPECCHUOHAJIBHOI'O MOAYJIA
3.1. lns peanu3auuy NporpaMmMsl NpogecCHOHAIBLHOI0 MOIYJIs MPe1yCMOTPEeHbI

cleAyolue crenraabHbie IOMEIeHUus

Peanuzanus nmporpaMMel poheCCHOHATBLHOTO MOAYIS TPeOYyeT HaTHIus

y4eOHBIX KaOMHETOB, JIA0OPATOPHIL:
JlaGopatopus «IIporpaMMHBIX U IPOrpaMMHO-aNIapaTHBIX CPEACTB 3alUThl HH(OPMALIUNY.
JlaGopatopus A0KHA ObITh OCHAILlEHA aHTUBUPYCHBIMU IIPOTPAMMHBIMU KOMILJIEKCAMU;
anmnapaTHbIMU CPEJCTBaMU ayTeHTU(UKALUH [10JIb30BaTENs; IPOrpaMMHO-aNapaTHbIMU
CpEeACTBaMU YIPABICHMs JOCTYIIOM K JAHHBIM U 3aILUTHI (IUMppoBaHUs) HHPOpMaLUY;
cpeactBamu 3amuThl HHGopmanuu ot HCJI, 61okupoBanus 10CTyna U HApYIICHUS
[IEJIOCTHOCTH; TIPOTPAMMHBIMHU CPEICTBAMH KPUITOTPapHUECKON 3alIUThl HH(OPMAIIUH;
IPOrpPaMMHBIMH CPEICTBAMU BbISIBIEHUS ysI3BUMOcTeN 1 oneHku 3amuieHHoctd UTKC,
aHaJIM3a CeTeBOT0 TpaduKa,
CUCTEMBI pa3rpaHUYEHUs JOCTYIIA;
MEXKCETEBbIE KPAHBI;
CpeACTBO KpunTorpaduieckoi 3ammTsl HHGopMaum, peaiusyrouiee ¢yHKIHA
YZIOCTOBEPSIOLIETO LIEHTPA U CO3/JaHUsI BUPTYaJIbHBIX CETEH;
KOMIUIEKT MPOEKIIMOHHOTO 000py10BaHUS (HHTEPAKTUBHAS JTOCKA B KOMIUIEKTE C TPOESKTOPOM
WU MYJBTUMEIUUHBINA TTPOEKTOP C IKPAHOM).

3.2. UndopmanuonHoe odecrneyenne o0yueHust

[lepeuens pekoMeHyeMbIX YUeOHBIX H3AaHuii, IHTepHET-pecypcoB, TOMOTHUTENBHOM
JTUTEpaTyphl

3.2.1. IleyaTHBIC H3TAHUA

1. Camyiino K.E, IllanumoB WN.A., Bacun H.H., Bacunesckuii B.B, Kyns6osa./.C.,
KopomekoBa A.B. Cetn m cucremsl mnepenadn HH(POpPMAIUH: TEIEKOMMYHUKAIIMOHHBIE CETH:
Y4eOHHK 1 TPaKTUKYM [Tt By30B / — M.: M3parensctBo HOpaiit, 2019. — 363 c.

2.0mudep H.A, Onudep B.I'. Komnberotepusie cetu. [IpuHIUIIBI, TEXHOJIOTHH, TPOTOKOJIBI
// YaeOHuK uist BY30B, 5-¢ u3n. — Cro.: [Turep, 2019 — 944 c.

3.Tomacu Y. DnexkTpoHHbIE cucTeMbl cBs3H.- M.: Texnocdepa, 2019. -1360c.

4.HoukoB B.K. OpranuzanmoHHoe u TIpaBoBoe obecreueHue HHPOPMAITMOHHON
6e3onmacHoctu: B 2-x yactax. Yacts 1. [IpaBoBoe obecnieueHne nHpOpMaMOHHON 0€30MacHOCTH:
yue6. [Tocobue. — M.: MUDT, 2019. — 184 c.

5.HoBuko B.K. OpranuzanmonHoe u MpaBoBoe obecrnieueHue HHOOPMALMOHHON
6esomacHoctu: B 2-x wactax. Yacte 2. OpraHuzanuoHHoe oOecriedeHne HHGOpMalnOHHON
Oe3omacHoCTH: yueb.mocodbue. — M.: MUDT, 2019. — 172 c.

6.0Opranu3anoHHO-TIPABOBOE obecrieueHne nH(pOpMaAITMOHHOM 0€30MacHOCTH:
yueb.mocobue s CTyd. yupexknaeHudd cpea. mnpod. obpasosanus/ E.b. bemos, B.H.
[Tpxeropnunckuit. — M.: M3aarenbckuii eHTp «Axkaaemusi», 2019. — 336¢

7.B.I1. MenbuaukoB, C.A. Knelimenos, A.M. Ilerpakos: MudopmarmonHas 6e30nacHOCTb
u 3amuTa uapopmarmu M.: Akagemus, - 336 c¢. — 2019

8.llanprua B.®. 3ammra uHGOpManmMM B KOMIBIOTEPHBIX CHCTEMax W cersx M3n-
Bo: JIMK Ilpecc, - 2019



9.PomanoB O.A., badun C.A., XKnmanoB C.I'. OpranuzanuonHoe o0ecreueHne
uHPOPMALMOHHOM Oe3omacHocTH: yueOHuk: Pekomeniopano YMO, 2019. - 192c.

10.Katopun 10.®., PaszymoBckuii A.B., CnuBak A.W. 3ammra uHbopManmu
TEXHHYECKUMHU cpeacTBamu: YueOHoe mocobue / Tlox penakumeii F0.®. Katopuna — CII6: HUY
HUTMO, 2019. — 416 c.

3.2.2. JJIeKTPOHHBbIE U3AHUA (3JIEKTPOHHBIE PeCypPChl)

HNHTepHET-pecypebl:

denepanbHas ciyk0a Mo TEXHUYECKOMY H 3KkcriopTHOMY KoHTpodto (PCTIK Poccun)
www.fstec.ru

WNudopmannoHHO-CIIpaBOYHAsI CHCTEMA 10 IOKyMEHTaM B 00JIaCTH TEXHUYECKOMN 3aIIUTHI
uH(popmanun www.fstec.ru

OO0pa3oBarenbHble NOPTAJIbI O PA3JIMYHBIM HAIIPABJICHUAM 00pa30BaHMs U TEMAaTHKE
http://depobr.gov35.ru/

®enepanbHblii nopran «MHpopManMOHHO- KOMMYHUKAIIMOHHBIE TEXHOJIOIMU B
obpaszoBanum» htpp\\:www.ict.edu.ru

http://www.morion.ru/

http://www.nateks.ru/

http://www.iskratel.com/

http://www.ps-ufa.ru/

http://3m.com/

http://www.rusgates.ru/index/php - Matepuainsi caiita 3aBojaa «Deppornpudop»

3.2.3. JlonotHUTEIbHbIE HCTOYHHKH
JlonmoiHUTE/IbHBbIE HCTOYHUKHU:

—®enepanpHblit 3ak0H 0T 27 utonsg 2006 r. Ne 149-d3 «O06 undpopmanuu,
MH(OPMALIMOHHBIX TEXHOJOTHIX U O 3alUTE HHPOPMALIUI.

—®enepanbHblil 3akoH 0T 27 utonst 2006 r. Ne 152-D3 «O nepcoHanbHBIX JaHHBIX».

—®enepanbHblil 3akoH 0T 27 aexadpst 2002 1. Ne 184-D3 «O TeXHUYECKOM
PETYJINPOBAHUMY.

—®enepanbHbiil 3ak0H OT 4 Mast 2011 . Ne 99-03 «O nuneH3upoBaHUM OTIIETbHBIX BUIOB
JESTEIIbHOCTH.

—®enepanbubiil 3akoH 0T 30 gexadpst 2001 1. Ne 195-03 «Koaexe Poccutickoii
®enepanyi 06 aIMUHUCTPATUBHBIX TPABOHAPYIICHUSIX ).

—VYka3 I[Ipesunenra Poccuiickoit @enepanuu ot 16 asrycra 2004 r. Ne 1085 «Bompocst
®denepanbHON CITYXKOBI 110 TEXHHYECKOMY U AKCIIOPTHOMY KOHTPOJTION.

—VYka3 [Ipesunenta Poccuiickoit denepaunu ot 6 mapta 1997 r. Ne 188 «O6
YTBEP)KJICHUU NIEPEUHS CBEACHUH KOH(UICHIIMAIBHOTO XapaKTepay.

—VYka3 Ilpesnnenta Poccuiickoit @eneparmu ot 17 mapra 2008 r. Ne 351 «O mepax 1o
obecnieyenmo nH(GopmarmoHHoi 6e3onacHoctu Poccuiickoit denepanuy Ipu UCTIONb30BAHUH
UH(POPMAITOHHO-TEIEKOMMYHHKAITMOHHBIX CETEH MEXTyHapOIHOTO HH(POPMAIIMOHHOTO OOMEHAY.

— IlonoxeHue o cepTUQUKALMU CPEACTB 3aLIUTHI UH(OPMALMU. Y TBEPKICHO


http://www.morion.ru/
http://www.nateks.ru/
http://www.iskratel.com/
http://www.ps-ufa.ru/
http://3m.com/
http://www.rusgates.ru/index/php

nocranoBiieHueM [IpaButensctBa Poccuiickoit @enepanun ot 26 utoHs 1995 r. Ne 608.

— IlonoxxeHnue o cepTUGUKAUU CPEACTB 3AIIUTH HHPOPMAIIMH 110 TPEOOBAHUAM
6e3omacHOCTH UH(pOpMaLHHK (C TONOJTHEHUSIMH B COOTBETCTBUHU € TIocTaHOBIIeHHEM [IpaBuTenscTBa
Poccutickoit @enepanuu ot 26 uroHA1995 r. Ne 608 «O ceprudukamnuu cpecTB 3alIUuThI
uHpopManun»). Y TBEPKACHO MpHKa3zoM npezacenaress ['octexkomuceun Poccun ot 27 oKTa0ps
1995 r. Ne 199.

— Ilonoxxenue no arrecTanuu 00bEKTOB HH(GOPMATU3ALIUU IO TPeOOBAHUSAM
Oe3omacHocTr uHpopManmu. YTBepkAeHO ['ocTexkomuccueit Poccuu 25 Hos6pst 1994 r.

— CocraB ¥ cofepx’aHle OPraHU3alMOHHBIX U TEXHUYECKUX Mep MO 00eCreYeHUI0
0e30MacHOCTH NMEePCOHATIBHBIX JAHHBIX MPU UX 00paboTke B MHGOPMAIIMOHHBIX CHCTEMaX
MePCOHANIbHBIX TaHHBIX. Y TBepkAeHBI MprukazoM ®CTIK Poccuu ot 18 deBpans 2013 1. Ne 21.

— Mepsl 3amuTH HTHGOPMAIUHU B TOCYAAPCTBEHHBIX HHPOPMAITMOHHBIX CUCTEMAX.
YrBepxkaensl @CTIK Poccun 11 despans 2014 r.

— AnmunucrpatusHbli perinamenT @CTOK Poccun no npenocrasieHuo
roCyJapCTBEHHOM YCIYTH M0 JIMLIEH3UPOBAHUIO JEATEIbHOCTH MO TEXHUYECKOM 3a1IUTe
KoH(puaeHIManbHOM nHopmanuu. YTBepxaeH npukazom @CTIK Poccun ot 12 urons 2012 r. No
83.

— AnmunuctpatusHblil perinamenT @CTOK Poccuu no npenocTaBieHno
roCy/IapCTBEHHOU yCIyTy MO JUIIEH3UPOBAHUIO JESITEILHOCTH 0 pa3paboTKe U MPOU3BOICTBY
CPEJICTB 3alUThl KOHPUACHITMANbHOU HHPopManuu. Y TBepxkaeH npukazom ®CTOK Poccuu ot 12
utoiig 2012 r. Ne 84.

— CnenuanbHble TpeOOBaHUS U PEKOMEHIALNHU 10 TEXHUYECKOHN 3aIlInuTe
koHpuaeHnuansHoi nudopmanuu (CTP-K). Y1Bepxnens! npukazom ['octexkomuccuu Poccun
ot 30 aBrycra 2002 1. Ne 282.

— TpeGoBanus o 3ammTe HHGOPMALIMK, HE COCTABIISIIONIEH TOCYIapCTBEHHYIO TalHY,
coJiepKalleiics B rocyJapCTBEHHBIX HH(POPMALIMOHHBIX CUCTEMAaxX. Y TBEPKAECHBI TPUKA30M
OCTIK Poccum ot 11 dpespans 2013 r. Ne 17.

— TpeboBanus o 3amuTe HHGOPMALIUU, COJEpKalieics B MHOOPMALIMOHHBIX cUCTEMaX
oOmiero nosib3oBaHus. YTBepxkaeHsl npukazamu @Cb Poccun 1 ®CTOK Poccun
ot 31 aBrycra 2010 r. Ne 416/489.

— TpeGoBanus k cucreMaM OOHapYyXeHHs BTOp)KeHUN. Y TBepxkaeHb! mpukazoM OCTIOK
Poccum ot 6 nexabps 2011 r. Ne 638.

— PyxoBonsaumii nokyment. ['eonHdopMaimoHHbie cucTeMbl. 3amuTa HUHPOpMAaIi OT
HECaHKIMOHUPOBAHHOTO focTymna. TpedoBanus no 3amure nHpopmanuu. YTepxaeH PCTIK
Poccun, 2008.

— PykoBomsmuii JOKyMeHT. 3anuTa OT HECAHKITMOHUPOBAHHOTO JIOCTYIA K HHGOPMAITUH.
Yacts 2. [IporpamMmmHoe obecrieueHre 0a30BbIX CUCTEM BBOJIa-BbIBOJIA EPCOHANBHBIX 3JIEKTPOHHO-
BBIUMCIUTENbHBIX MaluH. Kinaccudukanus o ypoBHIO KOHTPOJISI OTCYTCTBUS
HeslekIapupoBaHHbIX Bo3MoxHocTel. Y1BepxkaeH @PCTIK Poccun 10 oktsa6ps 2007 T.

— IIpuxaz ®Cb Poccum ot 9 despans 2005 r. Ne 66 «O06 yrBepxaenuu [lonoxenus o
pa3paboTKe, MPOU3BOJICTBE, PEATH3alUN U IKCIUTyaTaIlluy UG POBATBHBIX (KPUITOTrPaAPUISCKUX )
CPEZCTB 3alIUTHI HH(OPMAITNY.

- I'OCT P UICO/MDBK 13335-1-2006 MudopmaririoHHast TEXHOIOTHsI. METOIbI ¥ CpeICTBa

obecneuenus 0e3onacHoctr. Yacts 1. KoHnenmus u Moaenu MeHeIKMEHTa 0€30acHOCTH
MHGOPMAIMOHHBIX M TEJICKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH



- I'OCT P UCO/M3K TO 13335-3-2007 MudopmanorHast TeXHOJIOTUsl. MeTOIbI M CpelicTBa
obecnieuenus 6ezonmacHocTH. YacTs 3. MeTonpl MEeHEDKMEHTa 0€301acHOCTH HH()OPMAITMOHHBIX
TEXHOJIOTHH

- T'OCT P NCO/M3BK TO 13335-4-2007 MudopmariioHHas TEXHOJIOTHS. METONIbI B cpeacTBa
obecnieyenus 6ezomacHocTr. YacTs 4. BoIO0p 3aIIMTHBIX Mep

- I'OCT P UCO/MDK TO 13335-5-2006 MudopmaronHast TeXHOJIOTHSL. METOIbI ¥ CPEeICTBA
obecnievenus 6e3omacHocTH. YacTs 5. PyKOBOACTBO 10 MEHEHKMEHTY 0€30ITaCHOCTH CeTH

- T'OCT P UCO/MDBK 17799-2005 MuadopmannonHas TeXHoaorus. [IpakTuiaeckue mpaBuiia
yIIpaBiIeHUsI HHPOPMALMOHHOM 6€3011aCHOCTBIO

- I'OCT P UICO/MDK 15408-1-2008 NudopmannoHHas TEXHOJIOTH. MeTObI U CpeAcTBa
obecrieuenus 6ezonacHocT. Kputepnn oreHkn 0€30macHOCTH HH(POPMAITMOHHBIX TeXHOJIOTHid. YacTsh 1.
Beenenue u obmias Mozaens

— I'OCT P UICO/MDK 15408-2-2008 MupopmaninoHHast TEXHOJIOTHS. MeTOIbl U CpeCTBa
obecnieuenus 6e3omacHocTH. Kputepnu oneHkn 6e€30macHOCTH HH(POPMAIIMOHHBIX TeXHOIOTHH. YacTh 2.
®ynkIMoHaNBHBIE TPeOOBaHMS 0€30MaCHOCTH

- I'OCT P UICO/MDK 15408-3-2008 MupopmannoHHas TEXHOJIOTHs. MeTOIbl U CpeCTBa
obecnieuenus 6e3omacHocTH. Kputepnu oneHkn 6€30macHOCTH HH(POPMAIIMOHHBIX TeXHOIOTHH. YacTsh 3.
TpeGoBanus q0BepHs K O€30NaACHOCTH

- I'OCT P 34.10-2001. "Muadopmannonnas texnomorus. Kpunrorpaduaeckas 3ammra
nHpopmarmn. [Iporeccs! popMupoBaHHS U IPOBEPKH AIEKTPOHHOH muppoBoit moamucn"

- I'OCT P 34-11-94. "Mudopmaunonnas texuonorus. Kpunrorpadguueckas 3ammra
nHpopmarun. OyHKIMs XdmupoBanus"

— T'OCT P 50922-2006 3amura nndopmaruu. OCHOBHbIE TEPMUHBI M OIPEAETICHUS.
Pocrexperynuposanue, 2006.

— T'OCT P 52069.0-2013 3amura undopmaruu. Cucrema crangaptoB. OCHOBHBIE
nonoxenus. Poccrangapr, 2013.

— TI'OCT P 51583-2014 3amura nadopmanuu. [Topsaok co3nanus aBTOMaTU3UPOBAHHBIX
CUCTEM B 3alllMIIEHHOM ucnojgHeHuu. O6mue nonoxenus. Poccrangapr, 2014.

— TI'OCT P 51275-2006 3amuta uapopmaruu. O0bekT nHPpopmaTuzanuu. PakTopsl,
BO3/eiicTBytONIME Ha HH(popmanuio. O0mue nonoxkenus. Pocrexperynuposanue, 2006.

— T'OCT P 52447-2005 3amura unpopmanuu. TexHUKa 3aIUThl UHPOPMALIUH.
Homenkarypa noka3zareneit kauectBa. Poctexperynuposanue, 2005.

— T'OCT P 56103-2014 3amura unpopmanuu. ABTOMaTU3UPOBAHHBIE CUCTEMBI B
3alUIIEHHOM HcnonHeHnH. Opranu3aius 1 coepKanue padoT 1o 3alIuTe OT MpeIHaMepEeHHbIX
CHJIOBBIX JIEKTPOMArHUTHBIX Bo3zelcTBuil. O0mue nonoxxenus. Poccranmapr, 2014.

— T'OCT P 56115-2014 3amura unpopmanuu. ABTOMaTU3UPOBAHHBIE CUCTEMBI B
3allMIIEHHOM UcToaHeHUH. CpeacTBa 3alluThl OT NIPEAHAMEPEHHBIX CUIIOBBIX 3JIEKTPOMArHUTHBIX
Bo3zelcTBHil. O6mue TpedoBanus. Poccrangapt, 2014.

— T'OCT P NICO/MDK 15408-1-2012 NUudopmanmoHHas TeXHOIOrus. MeTo1bl 1
cpezacTBa obecnieueHus 6e3onacHocTH. Kpurepun oneHkn 6€30nacHOCTH MHPOPMAITMOHHBIX
texHosoruil. Yacte 1. BBenenue u obmas moaens. Poccranmapt, 2012.

— T'OCT P NICO/MDBK 15408-2-2013 NudopmannonHas TeXHOIOrus. MeTo1bl 1
cpezacTBa obecnieyeHus 6e3onacHocTH. Kpurepun oneHkn 6€30nacHOCTH HHPOPMAITMOHHBIX
texHosoruil. Yacts 2. @yHKIMOHATIBHBIE TPeOOBaHUs 6€30MaCHOCTH (TIPSMOE TPUMEHEHUE
ISO/IEC 15408-2:2008). Poccranmapt, 2013.

— Meronuka ornpeeneHus aKTyalbHbIX YTP0o3 0€30MacHOCTH MEPCOHATBHBIX TaHHBIX MIPU



ux 00paboTke B MHPOPMAIIMOHHBIX CHCTeMaX MEePCOHAIBHBIX JaHHBIX. Y TBepkaeHa PCTOK
Poccun 14 despans 2008 r.

— COOpHUK BpEMEHHBIX METOAMK OLIEHKH 3allMIICHHOCTH KOH(HIEHIIUAIbHON
nH(pOpMaIUK OT YTEUYKHU 10 TEXHUYECKUM KaHainaMm. YTBepxkaeH ['ocrexkomuccuei Poccun, 2002.

— T'OCT P 51275-2006 3ammura uadopmanun. O6bekT nHpopMatuzanuu. GakTopsl,
BO3JelicTBytOIME Ha nHpopMmanuo. Obmue nonoxeHus. Pocrexperynuposanue, 2006.

—TpeboBanus o 3amuTe HHPOPMAIUH, HE COCTABIISIONICH rOCYAapCTBEHHYIO TalHY,
coJieprkanieiicst B rocyapCcTBEHHbBIX HHOPMALMOHHBIX CUCTEMaX. Y TBEPKICHBI TPUKA30M
OCTIK Poccunm ot 11 deBpans 2013 r. Ne 17.

—Meps 3amuThl HHOOPMALIUK B TOCYIAPCTBEHHBIX HH(POPMAIIMOHHBIX CHCTEMAaX.
Yreepxaeasl DCTOK Poccunu 11 derpans 2014 1.

— Meroauyeckue peKoMEHAaluK 10 TEXHUUYECKOH 3a1uTe HH(OpMalluu, COCTaBIISIOLIEH
komMmepueckyto TaiiHy. YTepxaeHsl ®CTIOK Poccun 25 nexabpst 2006 r.

OTeyecTBEHHDbIE KypHaJIbI:

"InformationSecurity/ Undopmannonnas 6e3onacHocTs"

CucreMHBI aIMUHUCTPATOP

Komnerorep ITIPECC

Cuctemsl 6e3omacHocTH. XKypHau 1715l pyKOBOIUTENEH U CIICIIMAIMCTOB B 001aCTH
0€30MacHOCTH

Cetu u cuCTEMBI CBSI3U

3ammra uHpopmanuu. Mucaiin: MHpopMamoHHO-METOAMUECKU KypHAaI

WNudopmanronHas 6e30macHOCTbh perioHoB: HayuHo-npakTHyeckuii xKypHal

Nutepner Pecypcbl
http://cryptogrof.ru/


http://cryptogrof.ru/

4. KoHTpPOJIb 1 OLEHKA Pe3y1bTAaTOB 0CBOEHUS MPo¢eCcCHOHATBLHOT0 MOAYJIsI

Koa u HaumeHOBaHue Kpurepuu oueHku MeToabl
npo¢ecCHOHAIbHBIX U OLIEHKH
001IMX KOMIIETEHIUH,
(¢popmupyembIX B
paMKax MoayJist
[IK 2.1. OcyiiecTBasiTh - BBUBJSTH WM OILICHUBATh  YIPO3bl | DKCIEPTHOE
YCTaHOBKY (MOHTaX), 6e3onacHoctr nHGopmanu B UTKC; HaOJIIOZICHUE
HACTPOMKY (HaNalIKy) U - HaCTpauBaTh U MPUMEHSTh CPE/ICTBA 3ALUTHI
3aITyCK B OKCIUTyaTallMi0 | HHPOPMAIIMK B ONEPAIMOHHBIX CHUCTEMAaX, B
MIPOrpaMMHO- TOM YHCJI€ CPEICTBA AHTUBUPYCHOM 3aIIUTHI;
anmnapaTHbIX U - TPOBOJUTH YCTAHOBKY U  HACTPOUKY
WHXXEHEPHO- MIPOTPaMMHBIX U TIPOTPaMMHO-ANMapaTHHIX (B
TEXHUYECKUX CPEICTB TOM YHCJI€ KPUOTOrpaUUEecKux) CpeACTB
obecrnieueHus 3alUThl HH()OPMALINK;
nH(OPMALIMOHHOU - MIPOBOJUTH KOH(pUTYypUpOBaHUE
6e3omacnoctu UTKC. MPOrPaMMHBIX U MPOTPaMMHO-ANMNapaTHBIX (B
TOM YHCJIC KPUNTOrpaUUECKUX) CpEACTB
[IK 2.2. ObecneunBath - BBUBJISIT M OLEHHUBATh  Yrpo3bl | DKCHEPTHOE
AKCIUTyaTaIUIo U 6e3omacuoctu nHpopmanuu B UTKC; HaOIroIcHUE

cojiep)KaHue B
paboTocrocoOHOM
COCTOSIHUH ITPOTPAMMHO-
anmnapaTHBIX U
MH)XEHEPHO-
TEXHUYECKUX CPEICTB
obecrieyeHus
MH(OPMALIMOHHOU
6e3onacHoctr UTKC u
WX TUATHOCTHKY,
0oOHapy>XeHHE OTKA30B,
¢dbopmupoBath
MPEITIOKEHUS IO UX
yCTpaHEHHIO

- TMPOBOJUTH KOHTPOJb IIOKAa3aTeliel u
npouecca (pyHKIHOHUPOBAHUS MPOTPAMMHBIX

U TpOrpaMMHO-aNIapaTHbIX (B TOM YHCIE

KpUNTOTpapUUeCKUX)  CPeACTB  3allUThI
uH(pOpMaIHH;

- TPOBOJAUTH BOCCTaHOBJEHHE IIpoliecca U
napaMeTpoB (bYHKLIMOHUPOBAHUS

MIPOrpaMMHBIX U MPOTrpaMMHO-aNNapaTHHIX (B
TOM YHCJIE€ KPUOTOrpaUyecKux) CpeacTB
3alUThl HH(OPMALINN;

- MPOBOJIUTH TEXHUYECKOE OOCITYyXHBaHUE U
PEMOHT TMPOrpaMMHO-aNMapaTHbIX (B TOM
qucie KpUnTorpauueckux) CpeacTB 3alUThI
nH(pOpMaIHH;




IIK 2.3. ®opmynupoBaTh |-  BBISIBISATH W OLEHUBaTb  yrpo3bl | DKCIEPTHOE
MIPETIOKEHUS TI0 6e3omacuoctu napopmanuu B UTKC; HaOII0IeHNE
IIPUMEHEHHIO - HacTpauBaTh U IPUMEHSTH CPEACTBA 3ALLUTHI

IIPOrpaMMHO- uHbOpMalMK B ONEpAlMOHHBIX CHCTEMax, B

anmnapaTHbIX U TOM YUCJIE€ CPEJICTBA aHTUBUPYCHOU 3aIUTHI;

HUHXEHEpPHO- - MIPOBOJUTD KOH(pUTypUpOBaHUE

TEXHUUYECKUX CPECTB MIPOrpaMMHBIX U MPOTPaMMHO-ANNapaTHHIX (B

obecrieueHus TOM 4YHCJIE KPUNTOrpaQUIECKUX) CpPEICTB
MH(POPMALMOHHOM 3alIUThl HH(OPMAIIHH;

6e3onacuoctu UTKC.

[IK 2.4. Bectn pabouyyto |-  BBISBISATH W OIEHUBaTh  Yrpo3bl | DKCHEPTHOE
TEXHUYECKYIO 6e3omacuoct nHpopmanuu B UTKC; HaOI0IcHNE
JOKYMEHTAIUIO T10 - HacTpauBaTh U MPUMEHSTh CPEICTBA 3ALUTHI

HKCIUTyaTalliy CPEICTB U | MH(OPMAIIMM B OMNEPAIMOHHBIX CHUCTEMaxX, B

CHCTeM 00eCIIeYeHuUs TOM YUCJIE CPEJICTBA aHTUBUPYCHON 3aILUTHI;
nH(OPMALIMOHHOU - MIPOBOJUTD KOH(UTYypUpOBaHUE

0e30MmacHOCTH MPOrPaMMHBIX U MPOTPaMMHO-ANMNapaTHHIX (B
TEJICKOMMYHUKALIMOHHBIX | TOM 4YHUCJIE KpUNTOTpaduyeckux) CpeicTB

CUCTEM, OCYIIECTBISATh 3alUThl HH()OPMALINK;

CBOEBPEMEHHOE

CIMCAHME Y OIOIHCHHE

OK 01. Beibupats - 000CHOBaHHOCTh TTOCTAHOBKHU II€NIH, BEIOOpa | DKCHEpTHOE
CIOCOOBI PElIeHUs 3a7a4 | U IPUMEHEHHUsI METO/I0B M CIIOCOOO0B pelieHust | HaOroieHue
npodeccuoHaTbHON npoecCHOHANIBHBIX 3a/1a4; OK3aMeH
NeSITeIbHOCTH, - aJIeKBaTHas OLIEHKa U CaMOOLIEHKa

MIPUMEHUTEIBHO K 3¢ (HEeKTUBHOCTU U KaUe€CTBA BHITIOTHEHUS

Pa3IMYHbIM KOHTEKCTaM. | IpO(eCcCHOHANBHBIX 3a/1ay;

OK 2. OcymiecTBiATh - UCIIOJIb30BaHUE PA3JIMYHBIX UCTOYHUKOB, DKCnepTHOE
MIOWCK, aHaJN3 U BKJIIOYAs DJIEKTPOHHBIE PECYPCHI, HaOJro/1eHue
UHTEPIIPETALINIO Meauapecypcesl, MHTepHeT-pecypcesl, OK3aMeH
uH(popmManuu, MEePUOJNYECKHE U3/IaHus IO CIIEUATBHOCTH

HE0OX0IUMMOM ISt JUIS pelieHns mpodeccnoHalbHbIX 331a4;

BBITIOJTHEHUS 3a/1a4

npo¢eCcCuOHATBHON

NESATENIBHOCTH.

OK 03. IInanupoBars u - IEMOHCTpanus OTBETCTBEHHOCTH 3a DKcnepTHOe
pean30BhIBaTh MIPUHATHIE PELICHMS; HaOIro1eHue
COOCTBEHHOE - 000CHOBaHHOCTh CaMOaHaIN3a U KOppeKus | DK3aMeH

po¢eCCHOHAIBHOE U
JMYHOCTHOE Pa3BHUTHE.

pe3yNbTaTOB COOCTBEHHOMN pabOThI;




OK 04. Pabotats B - B3aMMO/ICHCTBHE C 00YYaIOIIUMHUCH, DKcnepTHOe
KOJUIEKTUBE U KOMaH/€, | MPEenojaBaTeIsiMU U MacTEPAMHU B X0O/1€ HaOro1eHue
3G PEeKTUBHO 00y4eHHs, C pyKOBOJIUTEISIMU YI€OHOH 1 OK3aMeH
B3aUMOJICHICTBOBATH C IIPOU3BOJCTBEHHOM IIPAKTHK;

KOJIJIeTaMH, - 000CHOBaHHOCTb aHAJIN3a PAOOTHI YWICHOB

PYKOBOJICTBOM, KOMaH/1bl (IIOAYUHEHHBIX);

OK 09. Ucnoxnb3oBaTh - 9 PEKTUBHOCTH MCIIOJIL30BAHHUS DKCcnepTHOE
MH(pOPMALMOHHEIE rH()OPMAITMOHHO-KOMMYHHUKAITHOHHBIX HAOJTIOICHUE
TEXHOJIOTUH B TEXHOJIOTHUI B HpO(i)eCCHOHaJ'IBHOfI JCATCIBHOCTHU 9K3aMeH
npodeccHoHaTbHOf COTJIacHO (pOpMHUPYEMbIM YMEHHSIM U

eATETBHOCTH. [I0JIy4a€MOMY IIPAKTUYECKOMY OIIBITY;

OK 10. ITons3oBatbest - 3 peKTUBHOCTH UCTIONIL30BAHUS B DKCHepTHOE
npodeCCHOHATBLHON poeCCHOHATTBHOMN IEeATETEHOCTH HaOro1eHne
JOKYMEHTalMen Ha HE0OXO0IMMOM TEXHHUYECKOHN TOKYMEHTAllUU, B | DK3aMeH

rocyaapCTBEHHOM U
HHOCTPAHHOM A3BIKC.

TOM YHCJIC Ha aHTJIMACKOM S3BIKE.




Ipuaoxenne 1.3

k nporpamme CI1O
10.02.04 Ob6ecnieuenre nHPOPMAITMOHHOM 0€30MMACHOCTH TEICKOMMYHHKAIIMOHHBIX CHCTEM

PABOYASA ITPOI'PAMMA ITPOPECCHUHOHAJIBHOT'O MOAYJIA

IIM.03 3ammra nadgopManun B HHPOPMALMOHHO-TEJIEKOMMYHUKALMOHHBIX CHCTEMAaXxX U
CeTAX C HCMOJIb30BAHNEM TEXHHYECKUX CPEACTB 3alUThI
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1. OBIIASI XAPAKTEPUCTHUKA PABOYEN ITPOT'PAMMBI
MMPO®ECCHUOHAJIBHOI'O MOAYJIAA
IIM.03 3ammTa nHpopManuu B HHPOPMALMOHHO-TEJEKOMMYHHKAIIHOHHBIX CHCTEMaX U
ceTsIX C MCMOJIb30BAHNEM TeXHUYECKHUX CPeICTB 3alliThI

1.1. Heab u muianupyeMbie pe3yJbTaThl 0CBOeHHS NMPOdecCHOHAIBLHOT0 MOYJIS
B pesynbraTte u3yueHuss npodeccCHOHANBHOTO MOJYJS CTYACHT JOJIKEH OCBOUTH BHJL
JESITEIbHOCTH U COOTBETCTBYIOIIKE €My 0011e U MPOPeCcCCUOHAIbHBIE KOMIIETEHIIUU:

Koa HanMmeHnoBaHMe BUAOB A€ATEJIbLHOCTH U l'[pO(l)eCCHOHaJILHLIX KOMIIeTeHII it

B/ 3 3ammra nHGOpPMAIUHU B HHOOPMAITHOHHO-TEIEKOMMYHUKAIIMOHHBIX CHCTEMaX U CETAX C
UCIOJIb30BAaHUEM TEXHUYECKUX U (PU3NYECKHUX CPE/ICTB 3aIIUTHI

IIK 3.1. HpOI/ISBO,I[I/ITB YCTAHOBKY, MOHTAXK, HaCTpOﬁKy H HUCIIbITAHHUA TCXHUYCCKHUX CPCIACTB
3alllUThI I/IH(i)OpMaI_II/II/I OT YTCUKH II0 TCXHUYCCKHMM KaHajla B I/IH(i)OpMaI_II/IOHHO'
TCJIICKOMMYHHUKAIIMOHHBIX CUCTEMAX U CETAX

[IK 3.2. | [IpoBoauTh TexHUYECKOE OOCIYXHMBAaHUE, JUATHOCTUKY , YCTPAaHEHUE HEUCIPABHOCTEH
U PEMOHT TEXHUYECKMX CPEICTB 3alUThl WH(OPMAIUKA HUCIOJIB3YEeMBIX B
MH(}OPMAaLIMOHHO-TEIIEKOMMYHUKAIITMOHHBIX CUCTEMAaX U CETAX

IIK 3.3. | OcymecTBisITh 3amUTy HHPOpPMALMM OT YTEUKH IO TEXHUYECKHMM KaHalaM B
WH(OPMAIMOHHO-TEIIEKOMMYHUKAIIMOHHBIX CHCTEMax U CeTSIX C HCIOJIb30BaHUEM
TEXHUYECKUX CPEJICTB 3aAIIUTHI B COOTBETCTBUU C IPEABSIBISIEMBIMH TPEOOBAHUSIMHU

[IK 3.4. | [IpoBoauTh OTAENBHBIE PaOOTHI IO PUZNYECKON 3alUTE JIUHUN CBA3H MHPOPMAIIHOHHO-
TEJIEeKOMMYHUKALMOHHBIX CUCTEM U CETEH.

1.1.1. OO0wmme KOMIETEHIUH

Kon HaumeHnoBaHue BUJIOB 1€ATE€IbHOCTU U MPOPECCHOHATBHBIX KOMITETEHIUI

OK 1. BeiOupate  cmocoObl  pemieHMs  337ad  OPOQECCHOHATBHOM  JESITEeIbHOCTH,
IIPUMEHUTEIBHO K Pa3JIMYHBIM KOHTEKCTaM.

OK 2. Ocy1ecTBIATh NOUCK, aHAJIU3 U UHTEPIpETalnio HHPOPMAaLIUU, HEOOXOAUMOM ISt
BBITIOJTHEHUS 33124 MPOodEeCCUOHATBHON e TEIbHOCTH.

OK 3. [InanupoBaTh U peain30BbIBaTh COOCTBEHHOE PO(ECCHOHATBLHOE U JIMYHOCTHOE
pa3BUTHE.

OK 4. PaboTathb B KOJIJIEKTHBE U KOMaH€, 3PPEKTUBHO B3aUMOAECHCTBOBATh C KOJIIEIaMH,

PYKOBOJACTBOM, KIIMCHTAMU.

OK 5. OCYH_ICCTBJU{TL YCTHYIO U IMCBbMCHHYIO KOMMYHHKAIIUIO HA TOCYJAAPCTBCHHOM SA3BIKC C
Y4eTOM ocoOeHHOCTEH COMAJIBHOTO U KYJIBTYPHOI'O KOHTCKCTA.

OK 6. [IposBAATE Irpa’kIaHCKO-NTATPUOTHYECKYIO IMO3UIUIO, IEMOHCTPUPOBATH OCO3HAHHOE
MOBE/ICHHE HAa OCHOBE TPAJAMIIMOHHBIX OOIIEYEIOBEYECKIX LIEHHOCTEH.

OK 7. CopelicTBOBaTh COXPAaHEHUIO OKPYKAIOLIEH Cpesibl, pecypcocOepeskeHno, 3(h(HeKTHBHO
JIECTBOBATh B UPE3BbIYANHBIX CUTYyaLUsX.

OK 9. Hcnonb30BaTh HHPOPMALTMOHHBIE TEXHOJIOTHH B IPO(PECCHOHATBHOMN NETETLHOCTH.




1.1.3. B pe3yabTarte ocBOeHUsI MPO(eCCHOHATBLHOT0 MOAYJIsl CTYAEHT /I0JIKEeH

NmMmetn
HaBbiku

YCTaHOBKA, MOHTaX M HACTPOWKA TEXHUYECKHUX CPEJCTB 3aIUTH HHPOPMAIIHH;
TEXHUYECKOE 00CITY)KUBAHHE TEXHUUYECKHUX CPEJCTB 3aIIUTHI HH(POpMAIIHH;
IPUMEHEHUE OCHOBHBIX THIIOB TEXHUUECKUX CPEACTB 3alUThl HH(POPMALIUHY;

BBISIBJICHHE TEXHHYECKUX KaHAIOB YTEUKU MH(OpMAaLINH;

ydacTue B MOHUTOPUHTE 3(H(PEKTUBHOCTU TEXHUYECKUX CPEJICTB 3aALUTHI
nHpopmanuu;

JUarHOCTHKA, yCTpaHeHHe OTKa30B u HEUCTPaBHOCTEH, BOCCTAHOBJIEHUE
paboTOCTIOCOOHOCTH TEXHUYECCKUX CPEICTB 3aIUTH HH(GOPMAIIHH;

npoBefeHue usmepenuil napamerpo [IDMUH, coznaBaemMbIx TEXHUUECKHMMH CpPEACTBAMU
00paboTKN HHGPOPMAIIUN TIPH ATTECTAINN 00BEKTOB HH()OPMATH3AITNH;

NpOBe/IcHHEe W3MEpeHHH MapaMeTpoB (POHOBBIX IIYMOB, a TaKke (U3NYECKUX TOJNEH,
C03/1aBaeMbIX TEXHHYCCKHMU CPEJICTBAMU 3aIIUTH HHPOPMAaLIUY;

YCTAHOBKA, MOHTAX M HAcTpOilKa, TEXHUYECKOEe OOCIyKUBaHHUE, TUATHOCTHKA, YCTPAHEHHE
OTKa30B M HEUCTIPABHOCTEW, BOCCTAaHOBJIECHHUE pPabOTOCIOCOOHOCTH  HMHIKEHEPHO-
TEXHUYECKUX CPEACTB (PU3UUECKOM 3alUTHI.

YMmets

MPUMEHSTh TEXHUUYECKUE CPECTBA JIIsl KpUNITOTpadudecKoi 3auThl HH(OpMaIun
KOH(UICHIIMATEHOTO XapaKTepa;

MPUMEHSTh TEXHHYECKHUE CPECTBA JIJIsl YHUUTOXKEHUS HHPOPMAIIUH U HOCUTETICH
nHpopmanuu;

IMPUMCHATH HOPMATUBHBIC IMPABOBBLIC AKTbl, HOPMATHBHBLIC METOANYCCKUE NOKYMCHTHI I10
00eCIIeYeHUIO 3aUThl HHPOPMAIIMU TEXHHIECKUMH CPEICTBAMHY,

MMPUMCHATh TEXHUYCCKHUE CPEACTBaA JId 3allUThI I/IH(bOpMaHI/II/I B YCJIOBUAX TNPHUMCHCHUA
MOGHJIBHBIX YCTPOHCTB 00pabOTKH M Mepeiaul IaHHbIX;

IPUMEHSATh CPEICTBA OXPAHHOW CHTHAIM3ALMH, OXPAHHOTO TEJICBU/ICHUS U CHCTEM
KOHTPOJISI ¥ YIIPABJIEHUS JOCTYIIOM;

NPUMEHSATh ~ WH)XCHEPHO-TEXHUYECKHE  CPeICcTBA  (M3MYECKOH  3aluThl  OOBEKTOB
WHPOpPMaTH3AINN

3HaTh

MOPSIIOK TEXHUYECKOTO 00CITY)KMBAaHUS TEXHUYECKUX CPEJICTB 3aIUTHI
uH(pOopMaLnu;

HOMEHKJIATYpy TPUMEHSEMBIX CPEJICTB 3alUThl HHPOPMAIMU OT HECAHKIIMOHUPOBAHHOM
YTEUKH 10 TEXHUYECKUM KaHaJIaM;

¢du3nuecKkue OCHOBBI (JOPMUPOBAHUS TEXHIHUECKUX KAaHAJIOB YTEUKH UHPOPMAIINH, CIIOCOOBI
WX BBISBICHUS W METOJABI OICHKH ONACHOCTH, KIACCU(UKAIMIO CYIICCTBYIOIINX
(bU3NUECKUX MOJIeH U TEXHMYECKHX KaHaJI0B YTeUKH HH(OpMAINy;

CTPYKTYpY W yclioBus POPMHUPOBAHUS TEXHUIECKUX KAHAJIOB yTEYKH HHPOPMAIIHH;
MOPSIIOK  yCTPaHEHHWsS HEUCTIPABHOCTEH TEXHWYECKUX CPEJCTB 3alluThl MHGOpMALUU WU
OpraHu3alMy PEMOHTA TEXHUUYECKUX CPEJICTB 3alIUThl HHPOPMAIIH;

METOJIMKA HHCTPYMEHTAJIBHOTO KOHTPOJII A(QGEKTUBHOCTH 3alluThl  HH(OpMaImy,
00pabaTbiBaeMOii CpeICTBAMU BBIYMCIUTEIbHON TEXHUKN Ha 00BbEKTaX HHPOPMaTH3aLINY;
HOMEHKJIATYPY ¥ XapaKkTepUCTUKH amllaparypbl, HCIOJIb3yeMOW JIISl  HM3MEpEHUs
napametrpoB [IDMUH, a takxke napamerpoB (DOHOBBIX IIYMOB W (DU3WYECKUX IIOJEH,
C03/1aBaeMbIX TEXHUYECKUMH CPEJICTBAMU 3aIUTH HHPOPMAaLIUY;

OCHOBHbIE IPUHIMIbI JEHCTBUS U XapaKTEPUCTUKU TEXHUYECKUX CPEICTB (PU3MUECKOI
3aIIHTHI;

OCHOBHBIE CITOCOOBI (PU3UIECKOM 3alTUThl HHPOPMAIINH,

HOMEHKJIATypy MPUMEHSEMBIX CPEACTB (PU3MUECKON 3aIUThl 00BEKTOB HH)OPMATHU3ALIH.




1.2. Ko1u4ecTBO 4acoB, 0TBOIMMOE HA OCBOEHHE MPO(eCcCHOHATBLHOI0 MOIYJIsI
Bcero uacos: 560 gacos.
N3 nux Ha ocBoenne MJIK —511 yacos:

M/IK.03.01 3anuta uadopmaruu B ”HOOPMAITMOHHO-TEIEKOMMYHUKAITMOHHBIX CUCTEMaX
U CETAX C MCIOJIb30BAaHUEM TEXHHUECKUX CPEACTB 3amuThl — 190 yacos;

B TOM YHCJIC CAMOCTOSITeNIbHAs paboTa 47 4acoB;

MJIK.03.02 dusndeckas 3amuTa JIMHUN CBsA3H WH(POPMAITMOHHO-TEICKOMMYHHKAITMOHHBIX
cucreM u cetelt - 123 yaca,

B TOM YHCJIE CaMOCTOsITeNIbHAs paboTa 19 yacos;
Ha npaxTuku, B TOM uncie yueOHas 72 yaca

npousBoAcTBeHHAs -108 yacos.



2. CTPYKTYPA U COAEP KAHUE ITPO®PECCUOHAJIBHOI'O MOAYJISA
2.1. Crpykrypa npodeccuonanbuoro moayasiliIM.03 3amura ungopmanun B MHPOPMAIMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX CHCTEMAaX M CEeTAX C

HCII0JBb30BAHUEM TEXHUYECCKHUX CPEACTB 3alIUThI

O6beM nmpodeccnoHanTbHOr0 MOAYJS, aK. yac.
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[1K 3.1-3.4 Paznen 1. 3ammura 190 190 94 47
OK1-5,0K09,10 uHpopMalnu B
UH(POPMAaLMOHHO-
TEJICKOMMYHHUKAITHO
HHBIX CHCTEMaX W
CeTsX C
HCIIOJTb30BaHUEM
TEXHUYCCKHUX
CPEJICTB 3alUThHI
K 3.1-3.4 Paznmen 2. 123 123 52 19
OK1-5,0K9,10 duznyeckas 3ammra
JIUHUHN CBS3U
MH(OPMaLIMOHHO-
TEJICKOMMYHHUKAITIO




HHBIX CUCTEM U

cere
IIK 3.1-3.4 VYueOHas mpaKkTHKa 72 72
OK1-5,0K09,10
IIK 3.1-3.4 [IpousBoacTBEHHAsA 108 108
OK1-5,0K9,10 MpaKTHUKA

[IpomexxyTounas 36

aTTecTanus

Bcezo: 529 313 146 66 36 108




2.2. TemaTn4yeckuii JIaH U coaepxxkanue npodeccuonajabuoro moaysas I1IM.03 3ammra nadopmaunu B UHGOPMALMOHHO-

TCICKOMMYHUKAIUOHHBIX CHCTEMAX M CETHAX € HCITOJb30BAHUEM TEXHUIECCKUX CPEACTB 3allIUThI

Haumenosanue
pa3aesioB U TeM

Copaepxxanue yueOHOro MaTepuasa, JjadoparopHblie padoThl M NPAKTHYECKHE 3aHATHSA,

MPOpeccHoHATbIOro BHeay/uTOpHas (CaMOCTOsITe/IbHAs) ydyeOHas1 padoTa 00y4aroIuxcs, KypcoBasi padora Obrenm
moayJs (IIM), 4acoB
(mpoeKT) (ec1u NpeAyCMOTPEHbI)
MEKINCHUTITHHAPHBIX
Kkypcos (MJK)
1 2 3
Pazgea 1. 3amura undgopmanun B UTKC ¢ ucnoib30BaHueM TEXHUYECKUX CPEICTB 3aMThI 190
MJK.03.01. 3amura nungopmanuu B U'TKC ¢ ncnosib30BaHueM TeEXHHYECKHUX CPEICTB 3alUThI 190
Tema 1.1. Ilpeamer wu | Coagep:xkanue [1K 3.1-3.4
3agaum TexHu4eckoi | [IpenMer u 3a1aun TEXHUIECKOHN 3alTUTHI HHPOPMAIIMK. XapaKTepUCTUKA HHXCHEPHO- OK 1-35, OK
3aIMThHl HHPOPMALHMHT TEXHUYECKOH 3aIuThl HHpOopMaIu kak o6aactu HHGpOpMamoHHON 6e30nacHOCTH. CUCTEMHBIN 4 9,10
MOJIXO/J] TIPY PELICHUH 33/1a4 HH)KEHEePHO-TEXHUYECKOH 3amuThl nHGopmarmu. OCHOBHbBIE
napaMeTpsl CUCTEMBI 3alTUThl HHPOPMAIUH.
Tema 1.2. Oo6uue | Cogep:xxanue [1K 3.1-3.4
MOJIOKEHU S 3alMTRI | 3aayn v TpeOOBaHUS K CIOCOOAaM U CpeCTBAM 3alIUThl HHPOPMAIIUN TEXHUYECKUMHU OK1-35,0K
uHpopmanuu cpencTBamMu. [I[pUHIIUTIBI CHCTEMHOTO aHAJIKM3a MPOOJIEM UHKEHEPHO-TEXHUUIECKON 3alUThI 4 9,10
TEXHHIE€CKUMH I/IH(i)OpMaLII/II/I. Knaccmbnxaunﬂ c1moco0oB u CPEACTB 3alIUThI I/IH(i)OpMaI_II/II/I.
cpeACcTBaMHU
Tema 2.1. Unpopmanusa | Cogep:kanue [1K 3.1-3.4
KaK IpeaMeT 3allUThI OcoOenHocty nH(pOpMaIMu Kak rnpeaMera 3auuTsl. CBoiicTBa nHpopmanmu. Buapl, HCTOUHUKY U OK1-5,0K
HOCHUTENH 3amuinaeMor nadopmanuu. Jlemackupyromniue npu3Haku 00bEKTOB HAOIIOCHUS, 4 9,10

CHUT'HAJIOB U BCIICCTB. [Tonsarue 06 onmacHOM curHane. MICTOYHUKH OIAacHBLIX CUTHAJIOB. OCHOBHEIE
M BCIIOMOT'aTCJIbHBIC TEXHUYCCKUEC CPEACTBA, U CUCTEMBI. OcHOBHBIC PYKOBOOAMIUE, HOPMATHBHBIC
U MCTOAUYCCKUC NOKYMCHTEI I10 3allIUTC PIH(bOpMaLII/II/I n HpOTHBOI{CﬁCTBHIO TEXHHYSCKOMN




pa3BelKe.

HpaKaneCRne 3aHATHSA

COI[ep)KaTeJ'IBHHﬁ AHAJIN3 OCHOBHBIX PYKOBOAAIINX, HOPMATUBHBIX U MCTOANYCCKUX TOKYMCHTOB
I10 3aIIuTe I/IH(l)OpMaI_II/II/I u HpOTHBOI[GfICTBPIIO TEXHHUYCCKOU Pa3BCIaKE.

Tema 2.2. Texunueckune Conep:xxanue [1K 3.1-3.4
KAaHAJIbl YTEYKH [Tonsitue u ocodbenHoct yreuku uHpopmaruu. CTpyKTypa KaHaia yTeuKd HHPOpMaIum. OK1-5,0K
HH(pOpMaLH Knaccugukarus cymecTByonmx GU3NIECKUX MOJIeH 1 TEXHUYECKUX KaHAJIOB YTECUKH 9,10

uHpopManuu. XapaKTepuCcTUKa KaHAIOB yTeuku HHpopManuu. ONTHYECKUE, aKyCTUIECKHE,

PaJlMO3IEKTPOHHBIE U MaTepUAIbHO-BELIECTBEHHbIE KaHAJIbl YTeUKH HH(OpMALMU, UX

XapaKTepUCTHKA.

IIpakTH4yeckue 3aHATHS

OnTuueckue, akyCTHIECKHE, PAJUO3JICKTPOHHbBIE U MaTEPUATbHO-BEIIECTBEHHBIC KaHAIBI YTEUKU

uHpOpMaLUN
Tema 2.3. MeToabl u Conep:xanue [1K 3.1-3.4
cpeacTBa TeXHUYeCKOM Knaccugukaius TeXHUYECKHX CPEACTB pa3BeIKu. MeTo/Ibl M CpelICTBA TEXHUYECKON pa3BEIKU. OK1-5,0K
pa3sBeAKH CpencTBa HECAaHKIIMOHUPOBAHHOTO JIocTyma K HHpopmanuu. Cpeactsa 1 BO3MOKHOCTH 9,10

ontuyeckoi paszseaxu. CpencTBa TUCTAHIMOHHOTO CheMa HHPOPMAaLIUH.

IpakTHyeckue 3aHATHSA

Temaruka yueOHbIX 3aHATUN (hopMupyeTcss 00pa30BaTEeNbHOM OpraHu3annel caMoCTOSITEILHO
Tema 3.1. dusuueckue Conep:xanue [1K 3.1-3.4
OCHOBBI YTE€YKH dusnyueckue OCHOBbI MOOOYHBIX 3JEKTPOMArHUTHBIX U3ITy4eHUN U HaBOJIOK. OK1-5,0K
uHGopManu no Axycroanektpudeckue npeodpasoBanus. [lapa3utHas reHepaiys paano3JIeKTPOHHBIX CPEICTB. 9,10
KaHaJIaM MO000YHBbIX Bunp! napazuTHbIX cBs3el M HaBOIOK. Pu3nUecKue SBICHUS, BBI3bIBAIOIINE YTEUKY HH(OpMAIH
3J1eKTPOMATHUTHBIX 0 LETMsIM JIEKTPONTUTAaHus U 3a3eMiieHns. HoMeHknatypa 1 XxapakTepucTUKa anmnaparypsl,
U3JIyYeHHii 1 HABOIOK UCTIOIB3YEMOH /ISl H3MEPEHHSI TapaMEeTPOB MOOOYHBIX dJIEKTPOMATHUTHBIX M3JIy4E€HUH W HABOJIOK,

napaMeTpoB (DOHOBBIX IIYMOB U (PU3HUECKUX MOJIEH

[MpakTnyeckue 3aHATHS

N3mepenue napamMeTpoB GU3NUECKUX MOJIEH
Tema 3.2. dusuveckue Conep:xanue [1K 3.1-3.4




npoueccbl Npu CkpebITHE pedeBoii HGOpPMAIUH B KaHAIAX CBs3U. [lo/jaBieHIE OMACHBIX CUTHAIIOB OK1-5,0K
M0JaBJIEHUH OMACHBIX aKyCTO3JIEKTPUUECKUX MPeoOpa3oBaHui. DKpaHUPOBAHHE. 3allyMIICHHE. 9,10
CHTHAJIOB IIpakTHYyeckue 3aHATHSA 4

CkpsiTue pedeBoil nH(popManuy B KaHalax cBsA3U. [logaBieHre onacHbIX CUTHAJIOB 4

aKyCTO3JIEKTPUYECKUX NPeoOpa30BaHUM.
Tema 4.1. Cucremsl Copnepxanue [1K 3.1-3.4
3alllUTHI OT YTEYKHU TexHudeckue cpercTBa aKkyCTU4ECKOU pa3Beaku. HermocpencTBeHHOe MOACITYIIMBaHNUE 3BYKOBOM OK1-5,0K
HH(pOpMaLNH 110 uHpopmanuu. [IpocinymmBanue nHpopMauy HarpaBIeHHBIMA MUKpOoQoHamu. CHCTeMa 3aIIUThI 3 9,10
aKyCTHYECKOMY KaHAJIy | OT yTEUKH 110 aKyCTHYeCKOMY KaHaiy. HoMeHkIaTypa mpuMeHSIeMbIX CPE/ICTB 3alUThI

UHpOPMALIUU OT HECAHKIIMOHUPOBAHHOM YTEUKHU IO aKyCTUYECKOMY KaHaIly.

IIpakTHyeckune 3aHATHA 10

3amuTa OT YT€UKH 0 aKyCTUUECKOMY KaHally 10
Tema 4.2. Cucremsl | Cogep:kanue [1K 3.1-3.4
3aI0UTBI 0T  yTeukH | [Ipunnmm paGotel Mukpodona u renedona. Mcnonp3oBaHne KOMMYHUKALUI B KAUeCTBE OK1-5,0K
uHopmManuu 0 | COeIMHUTENBHBIX IPOBOJIOB. HernacHas 3anuch nHpopmanuu Ha JUKTO(OHBI. CHCTEMBI 3aILUThI 2 9,10
NMPOBOHOMY KaHAJIY oT AukTodoHOB. HOMeHKIIaTypa NpuMEHsIeMbIX CPEACTB 3allUThl HH(OpPMALUU OT

HECAaHKIIMOHUPOBAHHON YTEUKH MO MIPOBOJHOMY KaHaTYy.

IpakTHyeckue 3aHATHSA 4

Hcnonp30BaHne KOMMYHUKAIIMH B KAUECTBE COCAMHHUTENBHBIX IIPOBOOB 4
Tema 4.3. Cucremsl | Cogep:xkanue [1K 3.1-3.4
3aI0MTBI  OT  YTEYKH | DJIEKTPOHHBIE CTETOCKOIBL. JIazepHble cucTeMsbl nojaciaymuBanus. ['uapoakycruyeckue OK1-5,0K
HH(pOpMaLH 1o | npeodpazonarenu. CHUCTEMBI 3aIUTHl HHPOPMALIUHU OT YTEUKHU 10 BUOPALIMOHHOMY KaHay. 2 9,10
BHOpanMOHHOMY KaHaJy | HomeHkaTypa NpUMEHsSEeMBbIX CPEJICTB 3alluThl MHPOPMALMU OT HECAaHKIIMOHUPOBAHHOMN YTEUKH

110 BUOPAIIMOHHOMY KaHaIy.

IIpakTHyeckue 3aHATHS 10

3amuTa OT YTeUKHU M0 BUOPOAKyCTHUECKOMY KaHAIy 10
Tema 4.4. Cucremsl | Cogep:kanue [1K 3.1-3.4
3alMTBI 0T  yredkH | [IpocnymmuBanue nuadopmaruu ot paauorenedonos. [IpociaymmBanue nHGOpMaum ot 2 OK1-5,0K
uHopmManuu 1o | pabotaromieit annapatypsl. [IpocinymuBanue nadopMau oT paguo3akianaok. [lpueManku 9,10




3JIEKTPOMATHUTHOMY uHpopManuu ¢ paauo3akianok. IlpocnymmBanne HHPOPMALIUU O TACCUBHBIX 3aKIa0K. CHCTEMBI
KaHAJTy 3alIUTHI OT YTEUKH 110 SJIEKTPOMAarHUTHOMY KaHaily. HoMeHKaTypa npuMeHIEeMBIX CPEICTB

3alUThl HHOOPMAIMK OT HECAHKIIMOHUPOBAHHOW YTEUKH IO AIEKTPOMAarHUTHOMY KaHaIy.

IIpakTHYeckune 3aHATHA 8

Onpenenenne kaHayioB yreuku [I9MUH 8

3ammTa OT YTEUKH MO LEMSAM 3JIEKTPONUTAHHUS U 3a3EMIICHUS
Tema 4.5. Cucremsl | Cogep:xkanue [1K 3.1-3.4
3aIIUTHI or  yreuku | KoHTaKkTHBIN 1 OECKOHTAKTHBIN METOJIBI CheéMa HH(POPMAIIMH 3a CUYET HEIIOCPEACTBEHHOTO OK1-5, 0K
uHpopmannu N0 | MOJKIIIOYCHUS K TesneoHHor muHuH. Mcnonb3oBanue MukpodoHa Tesie(oHHOro armapara npu 5 9,10
TeJ1e()OHHOMY KAHAJTY MOJIO’KEHHOM TeJedoHHOI TpyOKke. YTeuka nH(OpMAaIMK 110 COTOBBIM IEMSIM CBSI3U.

Homenknarypa npuMeHseMbIX CPE/ICTB 3alUThl HH(GOPMAILIMU OT HECAHKITMOHUPOBAHHON YTEUKU

1o Te’aeOHHOMY KaHamy.

IIpakTHuyeckue 3aHATHS 4

Hcnons3oBanue MukpodoHa TenedoOHHOTo anmnapara mpy MOJI0KEHHOH TelneOHHOM TpyOKe. 4
Tema 4.6. Cucremsl | Coaep:xkanue [1K 3.1-3.4
3aI0MTBI 0T  yTedkH | HuskouacToTHOE yCTpoiicTBO cheMa HHpOopMaluu. Beicoko9acToTHOE yCTpOHCTBO CheMa 4 OK1-5,0K
HH(pOPMaLNH no | uaopmarun. HoMmeHknatypa npuMeHsIeMbIX CPEICTB 3aIUThl HHPOPMALIUU OT 9,10
3JIEKTPOCETEBOMY HECAHKIIMOHUPOBAHHOW YTEUKH IO AJIEKTPOCETEBOMY KaHAIY.
KaHAJTy IMpakTHyeckue 3aHATHS 10

Homenknarypa npuMeHsieMbIX CPeACTB 3alIUThl HH(GOPMAIIMKA OT HECAHKIIMOHUPOBAHHON YTEUKH 10

0 AJIEKTPOCETEBOMY KaHAITy
Tema 4.7. Cucremsl | Cogepxanue [1K 3.1-3.4
3aI0MTBI  OT  yTedKH | TeneBu3uMOHHBIE crcTeMbl HaOmoaeHus. [IprnOopsl HouHOrO BUAeHUS. CHCTEMBI 3aIIUTHI 2 OK1-5,0K
nadopManuu 10 | MHPOPMALIUH 110 ONITHYECKOMY KaHAIY. 9,10
ONTHYECKOMY KaHAJIy IMpakTHYyeckue 3aHATHS 2

TeneBu3noHHbIe cucTeMbl HabOMrOAeHuUs. [IprOopsr HOuHOTO BUAEeHUS. CHCTEMBI 3aIIUTHI 4

uH(GOPMAIIUU TI0 ONITUYECKOMY KaHay.
Tema 5.1. IIpumenenune | Cogep:kanue 4 [1K 3.1-3.4
TEeXHHYECKHX  CPeACTB | TexHHUecKHue CpeCTBa AJsl YHUUTOKEHHUS] HHPOPMAIMK U HOCUTeNel nHpopMaluu, mopsaok OK1-5,0K




3a10UTHI HHpOpMaLMHU

npuMeHeHus. [1opsiiok MpUMEHEeHUs! TEXHUYECKUX CPEICTB 3aIlUThl MH(POPMALIUU B YCIOBHX
NpUMEHEHHUS MOOMIIBHBIX YCTPOUCTB 00pabOTKH U nepenauun naHHbiX. [IpoBenenue namepenuit
napaMeTpoB MOOOYHBIX IIEKTPOMArHUTHBIX U3ITyYCHUI U HABOJIOK, CO3/JaBAEMbIX TEXHUUYECKUMHU
CpeICTBaMU 3alUThl HHPOPMAIUH, IIPH MPOBEICHUN aTTecTauuu o0beKToB. [IpoBenenue
U3MEpEeHUil mapamMeTpoB (POHOBBIX ITYMOB U (PU3UUECKUX MOJIEH, CO3JaBAEMBIX TEXHUUECKUMU
CpEeICTBAaMU 3alIUThl HHPOPMAIIH.

HpaKaneCRne 3aHATHSA

10

[TpoBeneHne U3MepeHnii mapaMeTpoB (POHOBBIX ITYMOB U (PU3HUYECKUX TTOJICH, CO3/1aBaCMbIX
TEXHUYECKUMH CPEJCTBAMU 3aIUTHl HH(DOpMAIUU

10

9,10

Tema 5.2.
JKCIIyaTanus
TeXHHYECKHX CpeacTB
3ammThI HHGoOpMaAUH

Conep:xanue

Oranbl 3KCIUTyaTallud TEXHUYECKUX CPEJCTB 3alUThl MHopMauu. Buspl, conepxxanue u
HOPSI0K IPOBEIEHHUS TEXHUYECKOT0 00CITYKUBAHUSI CPEJICTB 3alUThl HH(POpMaIK. Y CTaHOBKA U
HACTPOIKa TEXHUYECKUX CPEJICTB 3alIUThl HH(OpMaluu. J{narnocTiuka, yCTpaHEHHE OTKa30B U
BOCCTaHOBJICHHE Pa0OTOCIIOCOOHOCTH TEXHUUECKUX CPEICTB 3amuThl HHGopMaru. Opranuzanus
PEMOHTA TEXHUYECKUX CPEACTB 3alluThl nH(popmauuu. [IpoBeneHue arrectaiyu 0ObEKTOB
MH(OpPMAaTU3ALINH.

[1K 3.1-3.4
OK1-5,0K
9,10

IIpakTH4eckne 3aHATHA

16

I[I/IaFHOCTI/IKa, YCTpaHCHUEC OTKAa30B U BOCCTAHOBJICHUC pa6OTOCHOCO6HOCTI/I TCXHUYCCKHUX CPCACTB
3alllUThI I/IH(i)OpMaHI/II/I. OpFaHI/ISaHI/IH PEMOHTA TCXHUYCCKUX CPECACTB 3alIUTHI I/IH(I)OpMaI_II/II/I

16

CamocrosiTesibHas yueOHast paboTa npu u3ydenuu pasaena 1 [lIM

47

[1K 3.1-3.4
OK1-5,0K

TemaTnka caMmoCTOATEILHON Pa0OTHI:

1. Knaccuguxkaius crnoco6oB 1 CpeJICTB 3alUThl HHPOPMaIIUH.

2. OCHOBHBIE U BCIIOMOI'aTEIbHbIE TEXHUUECKUE CPECTBA, U CUCTEMBI.

3. CtpykTypa kaHaja yreukn uHpopmannn. Kimaccudukanms cymecTByonmx Gu3nIecKuX Mojaei 1 TEXHHYECKUX KaHAJIOB

yTeUKH UH(DOpMAaIIHH.

4. XapakTepucThKa KaHAJIOB yTeuku nHbopmarui. ONTHYEeCKUE, aKyCTHIECKUE, PaIMOAICKTPOHHbBIE U MAaTEPHAIBHO-

BELIECTBEHHbIE KaHAJIbl YTEUKH MHPOPMAIUH, UX XapaKTEPUCTUKA.

5. Cucrema 3aIlUTHI OT YTCUYKH 110 aKYCTUYCCKOMY KaHaTy. HOMCHKJ'IaTypa NPUMCHACMBIX CPCACTB 3allIUTLL I/IH(I)OpMaL[I/II/I oT

HCC&HKHHOHHpOBaHHOﬁ YTCYKU IO aKYCTUUYCCKOMY KaHaJTy.

9,10




6. . Cucrembl 3aIUTHI OT AUKTO(HOHOB. HOMEHKIaTypa NpUMEHSIEMbIX CPEACTB 3alIUThl HH(OPMAIH OT

HECAHKIIMOHUPOBAHHOW YTEYKH I10 IPOBOJHOMY KaHAIY.

7. HoMeHKmaTypa NpuMEHSEMBIX CPEJICTB 3aIIUTHl HHPOPMALIUU OT HECAHKIIHOHUPOBAHHOM YTEUKH T10 SJICKTPOCETEBOMY

KaHaiy.

8. Texuuyeckue cpeAcTBa Uil YHUUTOKEHUS WH(DOPMAaLUK U HOCUTENeH nHGOpMalnuu, MOPSA0K IPUMEHEHHUSI.

Pasznea 2. ®duznuyeckas 3amura guaui cesasu UTKC 123
M/K.03.02. ®uznyeckas 3ammta Junuii csisu UTKC 123
Tema 1.1. Leau u 3agaun | Cogep:kanue [1K 3.1-3.4
(puznueckon 3aIMTHI | XapaKTEPUCTUKHU MOTEHIMAILHO OIACHBIX 00beKTOB. CoepKaHue 1 3a1au U3MIECKON 3aLUTHI OK1-5,0K
00bLeKTOB 00bekToB MHGOopMaTH3auu. OCHOBHBIC MOHATHS HHXCHEPHO-TEXHUYECKUX CPEICTB (DU3NUCCKOM 5 9,10
uHpOpMATH3ANHH 3anuThl. KateropupoBanue 00bekTOB HHGOpMaTu3aluu. Mojenb HapyIuTesIs 1 BO3MOXKHbBIE

MyTH, ¥ CTIOCOOBI €0 MPOHUKHOBEHHUS HA OXpaHseMbIil 00beKT. OCOOCHHOCTH 3a/1a4 OXPaHbI

Pa3IMYHBIX TUIIOB OOBEKTOB.

IIpakTHyeckue 3aHATHS 4

KareropupoBanue 00beKTOB HH(POpMATU3ALIH 4
Tema 1.2. O0mme | Cogepxanue [1K 3.1-3.4
CBeleHHsA 0 KoMILIeKcax | O01mure npuHIHUIEI oOecriedeHus 0€30MacHOCTH 00BEKTOB. JKU3HEHHBIH UK CHCTEMBI OK1-5, 0K
HHKEeHEePHO- buznyeckoit 3amuThl. [IpHHIMITBI TOCTPOEHUS HHTETPUPOBAHHBIX CUCTEM OXPAHBI. 5 9,10
TeXHHYeCKHX  cpeacTB | Kiaccudukanus u coctaB MHTETPUPOBAHHBIX CUCTEM OXpaHbl. TpeOoBaHUS K MHKEHEPHBIM
(puznyeckon 3alUTHI cpencTBaM ¢pu3nUecKoi 3amuThl. HkeHepHble KOHCTPYKIIUU, TPUMEHSIEMBbIE JUIS

MIPEIOTBPAICHHS IIPOHUKHOBEHHUS 3JIOYMBINIJICHHUKA K UCTOYHHKAM HH(POPMAIIHH.

IMpakTHyeckue 3aHATHS 6

Knaccudukanus u coctaB HHTETPUPOBAHHBIX CHCTEM OXPaHbI 12
Tema 2.1. Cucrema | Cogep:xkanue [1K 3.1-3.4
o0HapYy:KeHUs! HudopmalninoHHbIE OCHOBBI TIOCTPOCHHSI CUCTEMBI OXpaHHOW CUTHanu3aluu. HasHauenue, OK1-5,0K
KOMILJIEKCA HHKEHEPHO- | KiIacCU(UKAINS TEXHHUSCKUX CPeJICTB 0OHapyx)eHus. [locTpoeHue cucreM o0ecrieueHUs 6 9,10

TEXHUYECCKUX CpeacTs

(usnyeckoi 32U THI

6e3omacHocTH 00bekTa. [lepumerpoBbie cpeficTBa OOHApYKEHHUS: Ha3HaYeHHE, YCTPOMUCTBO,
npuHIU neicTBrst. OOBEKTOBBIE CpeACTBa OOHAPYKEHHS: Ha3HAYCHNE, YCTPOUCTBO, TIPUHIIHIT
JIEUCTBHSI.




HpaKaneCRne 3aHATHSA

MoHTaX TaTYUKOB MOKAPHOU U OXPAHHOM CUTHAIU3ALUU

Tema  2.2. Cucrema | Cogep:xkanue [1K 3.1-3.4
KOHTPOJI ¥ ynpaBJjieHHs | MecTo cucTeMbl KOHTpoJs 1 yrpasieHus nocrynom (CKY /D) B cucreme obecrieuenus OK1-5,0K
AOCTYIIOM uH(popMannoHHo 6e3omnacHoctu. OcobenHoctu nocrpoenus u pasmenienuss CKY /. Ctpykrypa u 9,10

coctaB CKY JI. Ilepudepuiinoe obopynoBanue u Hocutesnu nuapopmanuu B CKYJ[. OcHOBBI

nocTpoeHus u npuHIUibl pynkinronupoanus CKY 1. Knaccudukamnus cpencts ynpaBieHUs

noctynoM. CpencTBa uaeHTU(GUKALUKN U ayTeHTU(GUKauU. MeToabl yA0CTOBEPEHUS JINYHOCTH,

npumensiemble B CKY /[. OGHapy)eHne METaJUIMYeCKUX MPEAMETOB U PaAHMOaKTHBHBIX BEIIECTB.

IIpakTH4eckue 3aHATHSA

PaccMoTpenue npuHLIUIIOB YCTPOICTBA, padOThl ¥ IPUMEHEHHUS allllapaTHBIX CPEICTB

ayTeHTU(UKALUU TOIb30BaTeNs

PaccMmoTpenue npuHIMIIOB yCTPOICTBA, paOOThl M MPUMEHEHUS CPEICTB KOHTPOJISL JOCTYIA
Tema 2.3. Cucrema | Cogep:xanue [1K 3.1-3.4
TeJIeBU3MOHHOI'0 Anasiorosbsle 1 U(GPOBBIC CHCTEMBI BUI€OHA0M01eH!s. Ha3zHaueHne cuCTeMbl TEeIeBU3HOHHOTO OK1-5,0K
Ha0/1I01eHU A HaoOmoieHus. CocTaB CUCTEMBI TEJIEBU3MOHHOTO HaOmoeHus. Buneokamepsl. OOBEKTUBBI. 9,10

Tepmokoxxyxu. [ToBopotnbie cucreMsl. MH(ppakpacHble ocBeTUTENH. [leTEeKTOPBI ABUKEHHUS.

IIpakTH4eckne 3aHATHA

PaccMmoTpeHye npuHIMIIOB yCTPOICTBA, paOOThl M MPUMEHEHUS CPEICTB BUICOHAOIIIOICHHS.
Tema 2.4. Cucrema | Cogepxxanue [1K 3.1-3.4
coopa, o0padorkm, | Kimaccuduxkamus cuctemsl coopa u 06padboTku nHpopmaruu. Cxema GyHKIIMOHUPOBAHUS OK1-5,0K
oTo0paKeHus! U | cucteMsbl coopa 1 00paboTku nHpopmanuu. BapuaHTsl CTpyKTYp MOCTPOEHUS CUCTEMBI cOopa 1 9,10
AOKYMEHTHPOBAHUS 00paboTku nHbopMaluu. Y cTpoicTBa 0TOOpaKeHHsI U TOKYMEHTUPOBAHUS HH(OPMALINH.
uHgopmauumn [MpakTuyeckue 3aHATHS

PaccmoTpenue NpuUHLIKIIOB YCTPOHCTBA, padOTHl M MPUMEHEHHUs CHCTEMBI cOopa 1 00paboTKH

UHpOpMaLIKH.
Tema 2.5. Cucrema | Cogep:xkanue [1K 3.1-3.4
BO3/1€eiiCTBUA Ha3nauenwne n knaccudukamus TEXHHIECKUX CPeACTB Bo3nercTBrs. OCHOBHBIE MTOKA3aTEIN OK1-5,0K




TCXHUYCCKHUX CPCACTB BOSIIGI;'ICTBI/ISI.

9,10

IIpakTH4eckue 3aHATHSA 6

Knaccugukanus TeXHUYECKUX CPEICTB BO3/1EHCTBUS 6
Tema 3.1. IIpumenenue | Conep:kanue [1K 3.1-3.4
HH/KEeHEePHO- [TepumeTpoBbie 1 0OBEKTOBBIE CPEACTBA OOHAPYKEHUS, OPSAAOK IpuMeHeHus. Pabora c OK1-5,0K
TeXHHYECKHX  CPeACTB | nepudepuitHpIM 000PYA0BaHHEM CUCTEMBI KOHTPOJIS M yIIpaBieHUs 10cTynioM. OCOOEHHOCTH 6 9,10
(puznyeckoi 3alUTHI opranusanuu npomnyckHoro pexkuma Ha KIIII. YipasieHue cucteMoi Te1eBU3NOHHOTO

HaOJII0/IEHUs C aBTOMaTU3UPOBAHHOT O pabouero mecta. [lopsaok npuMeHeHus: yCTpOHCTB

0TOOpa)keHHs U JOKYMEHTUPOBaHMsI HH(pOpMalUU. YIIpaBlIeHHE CUCTEMOM BO3EHCTBUS.

IIpakTHyeckune 3aHATHA 7

. YrpaBiieHue CUCTEMOH TeJIeBU3MOHHOIO HAOII0IEHHs ¢ aBTOMAaTU3UPOBAHHOTO pabovero Mecra.

[Topsinok mpUMEHEHUs! YCTPOHCTB OTOOpaKEHUSI U JOKYMEHTHUPOBaHUS HHPOpMaIK. YIIpaBlIeHNE 7

CHUCTEMOM BO3JICHCTBHSL.
Tema 3.2. | Conep:xkanue [1K 3.1-3.4
JKCIUTyaTanms Oransl 3KcITyaTaluy. Buspl, conepxkanue U MopsoK MPOBEACHUS TEXHUUECKOT0 00CITyKUBaHUS OK1-5,0K
HH/KEeHEPHO- MH)KEHEPHO-TEXHUYECKUX CPEJICTB (PU3NUECKOM 3alUThl. Y CTAaHOBKA M HACTPOHKA NEPUMETPOBBIX 9,10
TEeXHHYECKHX  CPEACTB | M 0OBEKTOBBIX TEXHUUYECKUX CPEJCTB OOHApYXeHUs, nepudepuitHoro 060py10BaHHs CUCTEMBI 6
(puznyeckoi 3amMTHI TEJIEBU3MOHHOTO HaOM0IeHHs. JIMarHOCTHKa, yCTpaHEHHE OTKa30B U BOCCTAHOBJICHUE

paboToCTIOCOOHOCTH TEXHUUYECKUX CPEACTB (pu3mueckoit 3ammThl. OpraHu3anus peMoOHTa

TEXHUUYECKUX CPEACTB (PU3NUECKON 3aIUTHI.

IIpakTHyeckue 3aHATHSA

JlnarHocTuka, ycTpaHeHUE OTKa30B U BOCCTAHOBJIEHHE pabOTOCIIOCOOHOCTH TEXHUUECKUX CPEJCTB 6

¢duznueckoit 3amuTel. Opranuszanys peMOHTa TEXHUUECKUX CPEJCTB (PU3MUECKOM 3aIUTHI.
CamocrosiTesibHas yyeOHass pa0oTa Npu M3yYeHHUH pa3/iesia MOAYJIs 2 [1K 3.1-3.4
CucremaTnueckas mpopadoTKa KOHCIEKTOB 3aHATHH, yueOHO! U crelMabHOM TEXHUUECKOH IUTepaTypsl (110 Bompocam K OK1-5,0K
naparpadam, riiaBaM yueOHbIX TOCOOU, COCTaBICHHBIM IIPETIOAABATEIIEM ) 19 9,10
[ToaroroBka k 1a6OPaTOPHBIM U MPAKTUYECKUM pabOTaM C HCIOIb30BaHMEM METOAMYECKUX PEKOMEHAAINN MpernoaBaTens,
odopmIteHre T1a00PaTOPHO-TIPAKTUIECKUX PAOOT, OTIYETOB K UX 3aIHUTE.
YueOHas NpaKTHKA N0 NPO(PeCCHOHAIBLHOMY MOIYJII0 72 [1K 3.1-3.4




1. MoHTaXx pa3aIu4HbIX TUIIOB JaTYUKOB. OK1-5,0K
2. TlpoekTupoBaHUE YCTAaHOBKH CHCTEMBI M0KAPHO-OXPAHHON CUTHATM3AIMH 1O 33JJaHUIO U €€ PeaTn3allusl. 9,10
3. TlpumeHeHHe MPOMBIIUICHHBIX OCIMIUIOTPadoB, YaCTOTOMEPOB M TEHEPATOPOB U APYroro 000pyI0BaHUS IS 3AIIUTHI
nHpopMaIuu.
4. PaccmoTpeHHe CUCTEMbI KOHTPOJIS U YIPABICHUS TOCTYIIOM.
5. Paccmotpenue npuHIMIOB pabOThI CUCTEMBI BUICOHAOIOICHUS U €€ MPOSKTUPOBAHUE.
6. PaccmoTpenue 1aTUMKOB EPUMETPA, UX MPUHILIUIIOB pabOTHI.
7. BbInomHEHNE 3BYKOU30JISIIMHA TOMEIIEHUH CHUCTEMBbI 3aIllyMJICHHUS.
8. Peanmm3anuist 3a1IUTHI OT YTEUYKH 110 IETISIM DJICKTPOIUTAHUS U 3a3EMJIICHHUS.
9. Pa3paboTka opraHU3aIMOHHBIX U TEXHHYECKUX MEPOTIPUATHIA 1O 3aJaHUIO MIPETOIaBaTEeNs;
10. Pa3paboTka OCHOBHOM JOKYMEHTAIIMU 110 HHXCHEPHO-TEXHUUECKON 3aInuTe HHPOPMAIHH.
IIpou3BoacTBeHHAs NMPAKTUKA NPO(PECCHOHATIBLHOT0 MOAYJIs [1K 3.1-3.4
Buabl patdot OK1-5, 0K
1. VYwyactue B MOHTaXxe, OOCITY)KUBAaHUH U IKCIUTyaTaI[MH TEXHUIECKUX CPEJICTB 3aIUTH HH(pOpMaIum; 9,10
2. Yyactue B MOHTaXe, 00CTY)KMBaHUH M SKCIUTYaTaIllUH CPEJICTB OXPAHbI M 0€301MaCHOCTH, WHXEHEPHOU 3aIUTHI 1
TEXHUYECKOH OXpaHbl 00bEKTOB, CUCTEM BUACOHAOIIOICHUS; 108
3. YuacTue B MOHTa)e, 00CITY>KMBaHUU M HKCIUTyaTallUH CPEJICTB 3aIUThl HH(YOPMAIIMK OT HECAaHKIIMOHUPOBAHHOTO ChEMa
Y yTEUYKHU TI0 TEXHUYECKUM KaHalaM;
4, HpI/IMCHeHI/Ie HOPMATHBHO IIPAaBOBBLIX dKTOB, HOPMATUBHBIX MCTOANYCCKHUX NJOKYMCHTOB I10 obecreyeHnIo 3alllMThI HHq)OpMaHHH
TCXHUYCCKUMU CPCACTBAMMU.
IIpomMe:xkyTouHasi aTTECTALUSA 36

Bcero mo IIM

529




3.YCJIOBUsA PEAIM3AIIUU TPOT'PAMMBI ITPOPECCHOHAJIBHOI'O MOAYJIA

3.1. Jlns peaauM3anuu NPOrpaMMbl HPO(ecCHOHAJBLHOIO0 MOIYJS MPeaycMOTPeHbI
cieayolue crenualbHble IIOMeleHHs
JlaGopatopus«3amuTel UHGOPMALUU OT YTEUKH IO TEXHUUYECKUM KaHajlam».

JIaGoparopusi A0KHA OBITh OCHAILlEHA CPEICTBAMM 3alUThl MH(OPMAIMM OT YTE€UYKHU I10
aKycTu4eckoMmy (BHOpOaKyCTHYECKOMY) KaHally; CPEeJCTBAMHU 3alUThl HHGOPMALUU OT YTEUKU IO
KaHaiaM, (QOpPMHpPYEMBIM 3a CYeT MOOOYHBIX 3JEKTPOMArHUTHBIX M3Iy4€HUH H HaBOJOK;
cpeAcTBaMU KOHTPOJIsS 3((EKTUBHOCTH 3aIlUThl HMH(MOPMAIMK OT YTEUKH IO aKyCTHUYECKOMY
(BUOpoaKycTHYECKOMY) KaHaTy ¥ KaHajJaM MOOOYHBIX 3JIEKTPOMArHUTHBIX U3ITyYCHUI U HABOJIOK;
IIYMOT'€HEPATOPHI;

KOMIUICKCHBIN TTIOMCKOBBIN TIPHUOOp;
IPOXKUTATENIH TeJIe()OHHBIX JINHUIA;

YCTPOHCTBO OOHAPYKEHHsI CKPBITBIX BHJICOKAMED;
BUOPOAKYCTHUYECKHE I'€HEPATOPHI;

HOJaBUTEIN TUKTO()OHOB;

MOJABUTENIN YCTPOMUCTB COTOBOM CBS3H;
YCTPOMCTBO 3aIIUTHI AaHAJIOTOBBIX CUTHAJIOB;
YCTPOMCTBO 3aIIUTHI IUPPOBBIX CUTHAJIOB;

CTeHIbl (PU3MUECKOW 3alIUThl OOBEKTOB HH(GOpPMATH3AINH, OCHAUICHHBIMU CPEICTBAMH KOHTPOJIS
JIOCTYIA, CUCTEMaMH BUICOHAOIIOICHUS, OXPAaHHO-TIOKApHOW CUTHAIN3ALUU U OXPaHbl 00BEKTOB;
KOMILJIEKT MPOEKIIMOHHOT0 000py1oBaHUs (MHTEPAKTUBHAS J10CKA B KOMIUIEKTE C TPOEKTOPOM HIIH
MYJIbTUMEAUUHBIA IPOEKTOP € IKPAHOM).

3.2. UndopmanuonHoe odecrieyenne o0yueHust
[lepeuenp pekoOMeHyeMbIX yueOHBIX U3AaHul, IHTepHET-pecypcoB, TONOIHUTEIBHOM
JUTEpPaTyphl

3.2.1. IleyaTHBIC H3TAHUA

1. 3aiineB A.Il., MemepsikoB P.B., lllenynmanoB A.A. TexHuueckne cpelncTBa U METOJbI 3aIlUTHI
uHpopMaruu. 7-e u3j., ucmp. 20149

2. IlenpkoB T.C. OCHOBBI TOCTPOCHHsSI TEXHWYECKHX CHCTEM OXpaHbl IMEPHUMETPOB. YueOHOE
nocobue. — M. 2019

3. Hosukos B.K. Opranu3ariioHHoe 1 paBoBoe o0ecrieueHrne HHPOPMAITMOHHON
6e3omacHocTH: B 2-x yacTsax. Yacts 1. [IpaBoBoe obecnieueHne MHPOPMAIIMOHHOM 0€30MacHOCTH:
yueb. [Tocobue. — M.: MUDT, 2019. — 184 c.

4. Hosuxos B.K. Opranu3aimonHoe u npaBoBoe odecnedeHrne nHHopManoHHON
6e3omacHocTH: B 2-x wacTsx. YacTts 2. Opranu3aimoHHoe odecrneueHne HHPOpMamoOHHOMI
6e3omacHocTH: yueb.mocobue. — M.: MUIT, 2019. — 172 c.

5. E.b. benos, B.H. IIpxeropauackuii OpraHu3aiioHHO-TIPaBOBOE oOecrieueHune
nH(pOpMaIMOHHOM 0€30MacHOCTH: y4e0.1moco0ue Il CTY/. YUPEKICHU cpel. mpod.
obpazoBanus/. — M.: U3garenbckuii ieHTp «Akagemusi», 2019. — 336¢

6. HO.IO. KoBanenko. [TpaBoBoi#i pexxuM JTUIIEH3UPOBAHUSA U cepTUUKAITUHN B chepe
nHpopmarmoHHoi 0e3omacHocTu: YdyebHoe mocodue / — M.: 'opsiuast muuaus — Tenexom, 2019.


http://www.techbook.ru/book_list.php?str_author=Зайцев%20А.П.
http://www.techbook.ru/book_list.php?str_author=Мещеряков%20Р.В.
http://www.techbook.ru/book_list.php?str_author=Шелупанов%20А.А.
http://www.twirpx.com/file/1585397/

7. DNeKTpOHHBIM KOHCIIEKT JieKIuii «HkeHepHO-TeXHIYeCcKasl 3alIuTa HHPOPMALIIN».
Cocrasurens: U.H. [Ipau, mpenogasarens ' BOY CIIO PO «PKCIH»

8. DOmekTpoHHBIH KOHCIEKT Nekiuid «Kpunrorpadudeckas 3amura napopmamum». CocTaBUTENb:
IlIuraesa C.B., npenomaBarens [ bOY CITO PO «PKCW»

9. UsanoB M.A., UyrynkoB W.B. Kpunrorpadudeckue METOABI 3alTUThH HHPOPMAITHH B
KOMITBIOTEPHBIX CUCTEMaxX M ceTsX. YueOHoe mocodbue - Mocksa: MUDHU, 2019.- 400 c. PexomennoBano
YMO «Sneprblie pu3rKa ¥ TEXHOJIOTHH» B Ka4eCTBE YIEOHOTO MTOCOOUS U CTYIEHTOB BHICIITUX YUEOHBIX
3aBECHUMN.

10. B.IL. Menbuukos, C.A. Kneiimenos, A.M. [lerpakos: Uadopmarronnas 6€301acHOCTb U
3amuTa nHGopMaruu M.: Axkagemus, - 336 ¢. — 2019

11. Illanerun B.®. 3amura uadopmanmuy B KOMIOBIOTEPHBIX cucTemax u cersix M3a-so: JIMK
Ipecc, - 2019

12. Pomanos O.A., baoun C.A., )Knanos C.I'. OpranuzanuonHoe odecreueHrne HHGOPMAIMOHHON
Oe3omacHocTH: yueOHuk: Pekomennosano YMO, 2019. - 192c¢.

13. Karopun 10.®., Pazymosckuii A.B., CiuBak A.W. 3amura nHGOpMAINNA TEXHUISCKHUMHA
cpenctBamu: YueOHoe nocoowue / [lon penaxiueit F0.®. Karopuna — CI16: HUY UTMO, 2019. — 416 c.

3.2.2. DeKTpOHHbIe U31aHUs (JIEKTPOHHbIE pecypchbl)

HNHTepHeT-pecypcebl:

denepanbHas Ciry:k0a Mo TEXHUYECKOMY U dKcriopTHOMY KoHTpodto (PCTIK Poccun)
www.fstec.ru

NudopmannonHo-cripaBoyHas cucteMa Mo JOKYMEHTaM B 00J1aCTH TEXHUYECKOU 3aIlUThI
uHpopmanuu www.fstec.ru

OO0pa3oBarenbHble MOPTAIIBI IO PA3IMYHBIM HAIIPABICHUAM 00pa30BaHUs U TEMaTHKE
http://depobr.gov35.ru/

®denepanpublil noprai «MHPoOpMaIMOHHO- KOMMYHHKAIIMOHHBIE TEXHOJIOTHH B
obpaszoBanum» htpp\\:www.ict.edu.ru

http://www.morion.ru/

http://www.nateks.ru/

http://www.iskratel.com/

http://www.ps-ufa.ru/

http://3m.com/

http://www.rusgates.ru/index/php - Matepuais! caiira 3aBoga «Peppornpubop»

3.2.3. JlonoJTHUTEIbHbIe HCTOYHUKH

— @epnepanbHblii 3akoH 0T 27 utonst 2006 r. Ne 149-03 «O6 unpopmanmu,
UH(POPMALIMOHHBIX TEXHOJIOTHSAX U O 3alUTe HHPOPMAITUI.

— ®enepanbubiii 3aK0H 0T 27 utonst 2006 r. No 152-03 «O nepcoHaNbHBIX TaHHBIX.

— ®enepanpublii 3aK0H 0T 27 nekadps 2002 r. Ne 184-D3 «O texHMUECKOM
PEryJINpOBaHUM.

— ®enepanbubiii 3aK0H 0T 4 mast 2011 r. Ne 99-®3 «O nuneH3upoBaHUM OTIEIBHBIX
BUJIOB JIEATEIBHOCTH.

— ®@epnepanbHblii 3akoH oT 30 gexadps 2001 r. Ne 195-03 «Kozaekc Poccuiickoit
®denepanun 06 aAMUHUCTPATUBHBIX IPABOHAPYIIEHUSAX .

— VYka3 IIpesunenta Poccuiickoit denepannu ot 16 aBrycra 2004 r. Ne 1085 «Bonpocsl
DenepanbHO CIyKObI IO TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOITIO».


http://www.iqlib.ru/search/author.visp?name=Иванов%20М.А.
http://www.iqlib.ru/search/author.visp?name=Чугунков%20И.В.
http://www.iqlib.ru/publishers/publisher/2E8D62D948D8454A81119C1E552F17DE
http://www.morion.ru/
http://www.nateks.ru/
http://www.iskratel.com/
http://www.ps-ufa.ru/
http://3m.com/
http://www.rusgates.ru/index/php

— VYkas3 [Ipesunenrta Poccuiickoit deneparuu ot 6 mapta 1997 1. Ne 188 «O06
YTBEPKACHUU MEPEUHs CBEJCHHUM KOH(PUICHIIUAIBHOTO XapaKkTepay.

— Vka3 [Ipesunenra Poccutickoit ®enepanuu ot 17 mapra 2008 1. Ne 351 «O mepax no
o0ecrieueHH0 HHPOpMaIMoHHOH 6e3onmacHocT Poccuiickoit @enepalivy mpu UCOJIL30BAHUU
UH(POPMAIIMOHHO-TEJIEKOMMYHUKAIIHOHHBIX CETel MEeXKIYHAPOAHOTO HHPOPMAIIMOHHOTO OOMEHa.

— TlonoxeHnue o cepTUGHUKAIMU CPEACTB 3aUIUTHI HH(OPMAIMU. Y TBEPIKICHO
nocranoBiieHueM [IpaButensctBa Poccuiickoit @enepanun ot 26 utoHs 1995 r. Ne 608.

— TlonoxeHue o cepTUGUKAINN CPEACTB 3aUTHI HHPOPMAIIMU IO TPEOOBAHUSIM
6e3omacHOCTH HpOpMaKH (C JOMOJHEHUSIMH B COOTBETCTBUU C rocTaHoBieHneM [IpaBurtenbcTBa
Poccutickoit @enepanuu ot 26 nroHA1995 1. Ne 608 «O ceprudukanuu cpecTB 3anuThI
uH(popManun»). YTBepkKACHO Npuka3zoM npeacenarens ['octexkomuccuu Poccun ot 27 okTs0pst
1995 r. Ne 199.

— TlonoxeHue Mo arrecTanuu 00beKTOB HH(YOPMATH3AINHU 10 TPEOOBAHUIM
6e3omacHocT uHpopmanuu. YTBep:xkaeHo ['octexkomuccueit Poccuu 25 Hosa6pst 1994 r.

— CocraB ¥ cofepx’aHle OPraHU3aLUOHHBIX U TEXHUYECKUX MEp M0 00eCIeYeHUI0
0€30MMacCHOCTH NEPCOHAIbHBIX JJAHHBIX IPU UX 00pabOoTKe B MH(OPMALIMOHHBIX CHCTEMAX
NepCOHANBHBIX JaHHBIX. Y TBepkaeHbI mpukazoM OCTIK Poccun ot 18 despans 2013 r. No 21.

— Mepsl 3amuTH HHGOPMALUY B TOCYIaPCTBEHHBIX HH()OPMAIIOHHBIX CUCTEMAX.
Yreepxkaenst ®CTIOK Poccun 11 dpepans 2014 r.

— AnmunuctpatusHblil pernmamenT @CTOK Poccuu o npepoctaBieHno
roCy/IapCTBEHHOW yCIyTH O JUIEH3UPOBAHUIO JAESITEIbHOCTH MO0 TEXHUUYECKOH 3aIIuTe
KoH(puaeHnuanbHoN nHopmaruu. YTBepxkaeH npukazom ®CTIK Poccun ot 12 uromns 2012 r. No
83.

— AnmunuctpatusHblil perinamenT @CTOK Poccun no npenocrabieHnio
roCy/apCTBEHHON yCIyTy MO JUIEH3UPOBAHUIO JAESITEILHOCTH MO pa3paboTKe U MPOU3BOICTBY
CPECTB 3alIUThl KOHPUACHITHATbHOU nHPopManuu. Y TBepxkaeH npukazom ®CTIK Poccun ot 12
utong 2012 r. Ne 84.

— CrneunanbpHble TpeOOBaHMS U PEKOMEHIAIIUU 10 TEXHUYECKON 3aluTe
koHpuaeHuansHoi nudopmanuu (CTP-K). Y1Bepxnens npukasom I'octexkomuccuu Poccun
ot 30 aBrycra 2002 1. Ne 282.

— TpeboBanus o 3ammuTe HHPOPMAIIMH, HE COCTABJISAIONIEH TOCYIApCTBEHHYIO TailHy,
coJieprkanieiicst B rocyapCcTBEHHbBIX HHOPMAIIMOHHBIX CUCTEMAX. Y TBEPKICHBI IPUKA30M
OCTIK Poccum ot 11 despans 2013 1. Ne 17.

— TpeGoBanus o 3amuTe UHGOPMAILIUU, COJEpKalieics B MHOOPMALIMOHHBIX cUCTEMaX
obmero moip3oBanus. Y TBepxkAeHBI npukazamMu @Ch Poccun u ®CTOK Poccun
ot 31 aBrycra 2010 r. Ne 416/489.

— TpeOoBanus k cucreMaM oOHapyXeHHs BTOp KeHUH. Y TBepkaeHb! mpukazom GCTOK
Poccuu ot 6 nexa6ps 2011 1. No 638.

— PykoBonsmmii fokymMeHT. ['eonH(popMaMoHHbIe CUCTEMBI. 3auTa HHPOPMALIUU OT
HECaHKIIMOHUPOBAHHOTO focTymna. TpedoBanus no 3amure nHpopmanuu. YTepxaeH PCTIK
Poccuu, 2008.

— PykoBonsmmii JOKyMeHT. 3aliuTa OT HECAaHKIMOHUPOBAHHOTO JIOCTYTA K MHPOPMALIUH.
Yacts 2. [Iporpammuoe obecriedeHre 6a30BbIX CHCTEM BBO/Ia-BBIBOIA MIEPCOHATBHBIX AJICKTPOHHO-
BBIUMCIUTENbHBIX MaluH. Kinaccudukanus o ypoBHIO KOHTPOJISI OTCYTCTBUS
HeJeKJIapupoBaHHBIX BO3MOkHOCTeH. YTBepxkaeH @CTIK Poccun 10 oxtsadps 2007 r.



— Tlpuka3z ®Cb Poccun ot 9 deBpans 2005 r. Ne 66 «O6 yrepxkaenuu [lonoxenus o
pa3paloTKe, MPOU3BOJICTBE, PeaIl3alluy 1 SKCILTyaTaluu MHU(PPOBAIBbHBIX (KpUOTOrpadUIECKUX )
CPEICTB 3alIUThl HHPOPMAITTI.

— T'OCT P UCO/MD3K 13335-1-2006 NurdopmarimoHHas TEXHOJIOTHSI. MeToabl U Cpe/icTBa
obecnieyenus 6ezomacHocTH. Yacts 1. KoHuenus u Moaenn MeHepKMeHTa 0€30IMacHOCTH
MH()OPMALIMOHHBIX U TEJIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHI

— T'OCT P UICO/MDBK TO 13335-3-2007 UudopMaiipoHHas TEXHOJIOTHs. MeTOabI U CPEACTBA
obecnieyenus OezomacHocTH. YacTs 3. MeToabl MeHeKMeHTa 0e30MacHOCTH HH(OPMALIMOHHBIX
TEXHOJIOTHH

— T'OCT P UCO/M3BK TO 13335-4-2007 Nudopmarimonaast TeXHOJIOTHsI. METONIBI B cpeacTBa
obecnieyenus 6ezomacHocTH. YacTs 4. BoIOop 3aIIMTHBIX Mep

— T'OCT P UICO/MDBK TO 13335-5-2006 UudopmarimonHas TeXHOJIOTHs. METOIbI U CPEICTBA
obecmnevenus 6e3omacHocTH. YacTs 5. PyKOBOACTBO MO0 MEHEKMEHTY O0€30TIaCHOCTH CETH

— I'OCT P UICO/MDBK 17799-2005 Nuadopmanmonnas texnonorus. [Ipaktnyeckne mpasmia
yrpaBiieHHst THPOPMAIMOHHOHN 0€30MacHOCTBIO

— T'OCT P UICO/MDK 15408-1-2008 MudopmarronHas TeXHOIOTHsI. METOIBI ¥ CPEelICTBA
obecnieuenus 6e3omacHocTH. Kputepnu oneHkn 6e30macHOCTH HH(POPMAIMOHHBIX TeXHONIOTHH. YacTs 1.
BBenenue u o0mmas Moienb

— TI'OCT P UICO/MDBK 15408-2-2008 NudopmarnronHas TeXHOIOTH. MEeTOABI U Cpe/ICTBa
obecnieuenus 6e3omacHocTH. Kputepnu oneHkn 6e30macHOCTH HH(POPMAIIMOHHBIX TeXHOIOTHH. YacTh 2.
OyHKIIMOHAEHEIE TPeOOBaHUS OE30MIaCHOCTH

— T'OCT P UICO/MDBK 15408-3-2008 NudopmarnronHas TeXHOIOTHsL. MEeTOABI U Cpe/ICTBa
obecnieuenus 6ezomacHocTH. Kputepun oneHkn 6e30macHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHI. YacTs 3.
TpebGoBanus 1oBepus K 6E€30MaCHOCTH

— T'OCT P 34.10-2001. "Mndpopmaunonnas texnonorus. Kpunrorpaduueckas 3ammura
uHpopmarun. [Iporuecce! popMupoBaHus 1 MPOBEPKU dIEKTPOHHOU 1(poBoii moammcu"

— T'OCT P 34-11-94. "MudopmannonHas TexHonorus. Kpunrorpaduueckas 3ammra
nHpopMarui. OYHKIHS XIMTUPOBAHU"

— T'OCT P 50922-2006 3amura nadopmariuu. OCHOBHbIE TEPMUHBI M ONPEAEICHUS.
PocrexperynupoBanue, 2006.

— T'OCT P 52069.0-2013 3aumra unpopmanuu. Cucrema ctaniaproB. OCHOBHbIE
nosnoxenus. Poccrangapr, 2013.

— T'OCT P 51583-2014 3ammra nuadopmanun. [Topsaok co3aanuss aBTOMaTU3UPOBAHHBIX
CHCTEM B 3alllMIIEHHOM UcTonHeHun. O6ume nonoxenus. Poccrannapr, 2014.

— TI'OCT P 51275-2006 3amuta naopmaruu. O0bekT nHPpopmaTH3anuu. GakTopsl,
BO3/eiicTBytONIME Ha nH(popmanuio. O0mue nonoxxkenus. Poctexperynuposanue, 2006.

— TI'OCT P 52447-2005 3amura nadopmanuu. TexHUKa 3aIMThl HHOOPMALIUH.
Homenknartypa nokaszarenei kauectBa. PocrexperynupoBanue, 2005.

— T'OCT P 56103-2014 3amura unpopmanuu. ABTOMaTU3UPOBAHHBIE CUCTEMBI B
3alUIIEHHOM HCTIONHEeHnU. Opranu3anus 1 cojepxkaHue padboT Mo 3aluTe OT NpeJHaMepEeHHBIX
CHJIOBBIX AJICKTPOMArHUTHBIX Bo3aecTBui. O0mme nonoxxenus. Pocctangapr, 2014.

— T'OCT P 56115-2014 3amura unpopmanuu. ABTOMAaTU3UPOBAHHBIE CUCTEMBI B
3aIMIIEHHOM UCnOoIHEHUH. CpelICTBA 3aIMThI OT IPEJHAMEPEHHBIX CUIIOBBIX JIEKTPOMAarHUTHBIX
BozneicTBuii. O6mue TpedboBanms. Poccranmaprt, 2014.

— T'OCT P NICO/MDK 15408-1-2012 NudopmannoHHas TeXHOIOTHS. MeToIbl 1
cpenctBa obecrieueHus 6e3onacHocTu. Kputepun oreHku 6e30macHOCTH HH(POPMAITMOHHBIX



texHonoruil. Yacte 1. Benenue u obmas moaens. Poccranmapt, 2012.

— T'OCT P UCO/MDBK 15408-2-2013 MuadopmanrionHass TEXHOIOTHA. METOIbI 1
cpenctBa obecrnieuenus 6ezonacHocTH. Kputepun onenku 06e3omnacHocTd HHGOPMAIIMOHHBIX
texHosoruil. Yacts 2. @yHKIMOHAIBHBIE TpeOOBaHUs 6€30MacCHOCTH (TIPSMOE TPUMEHEHUE
ISO/IEC 15408-2:2008). Poccranmapt, 2013.

— MeTtoauka onpezieNieHus: akTyadbHBIX YTrpo3 0€30MacHOCTH MEPCOHATIBHBIX TaHHBIX PU
X 00paboTke B MHOOPMAIIMOHHBIX CHCTEMaX IMEePCOHATBHBIX NaHHBIX. YTBepxkaeHa PCTIK
Poccun 14 despains 2008 r.

— COOpHUK BpEMEHHBIX METOAMK OLIEHKH 3aIlMIICHHOCTH KOH(HIEHIIUAIbHON
UHPOPMALIMU OT YTEUKH 10 TEXHUYECKUM KaHajaM. Y TBepxkeH [ 'octexkomuccueit Poccun, 2002.

— T'OCT P 51275-2006 3ammra uadopmanun. O6bekT nHpopMatuzanuu. GakTopsl,
BO3/eiicTByIOMIME Ha nHpopmanuto. O0mue nonoxkenus. Poctexperynuposanue, 2006.

— TpeboBanus o 3amuTe HHPOPMALINU, HE COCTABIISIONICH TOCYJApCTBEHHYIO TaliHY,
coJieprKalieiicst B rocyapCTBEHHBIX HHPOPMAIMOHHBIX CUCTEMAaX. Y TBEPKACHBI IPUKA30M
OCTOK Poccum ot 11 despans 2013 1. Ne 17.

— Mepsl 3amuTH HTHPOPMAITUH B TOCYAAPCTBEHHBIX HHPOPMAITMOHHBIX CHCTEMAX.
Yrepxkaensl @CTIK Poccun 11 despans 2014 r.

— Meroauyeckue peKOMEHIAIMHU TT0 TEXHUUYECKOU 3aIuTe HHPOPMAILIUU, COCTABISIONMIEH
komMmepueckyto TaiiHy. Y1epxaeHsl ®CTIOK Poccun 25 nexabpst 2006 r.

OTteuyecTBeHHBbIE )KYPHAJIBI:

"InformationSecurity/ MUudopmarninonnas 6e30macHocTs"

CucreMHBI aAMUHUCTPATOP

Kowmnerorep ITIPECC

Cucremsl 6e3onacHoCTH. XKypHai sl pyKOBOJIUTENEH U CIEUATIUCTOB B 00JaCTH
6e30macHOCTH

CeTH U cUCTEMBI CBSI3U

Nutepuer Pecypcbl

http://cryptogrof.ru/


http://cryptogrof.ru/

4. KOHTPOJIb 1 OHEHKA PE3YJIBTATOB OCBOEHUSA NTPO®ECCHUOHAJIBHOI'O

MOJIYJISA

Kon n
HAHMeHOBaHUe
npogdeccuoHaJIbHBIX
M 00IIMX
KOMIIeTeHIUH,
(popmupyembIxX B
paMKax MoayJif

Kpurepun oueHku

MeToabl OLIEHKH

K 3.1. - IPOBOAUTH YCTAHOBKY, MOHTa)K, HACTPOUKY U | DKCIEPTHOE
[IpouzBoauTh UCTBITAHWE TEXHUYECKUX CPEJCTB  3alllUThl | HaOII0AeHUEe
YCTQHOBKY, MOHTaX, | UHQOpMAlMM OT YTEUKH IO TEXHUYECKUM

HACTPOUKY U KaHaJsaum;

UCIBITaHUS - IPUMEHATHh HOPMATHUBHBIE IPABOBHIE AKThl U

TEXHUYECKUX CPE/CTB | HOPMATUBHBIE METOAUYECKHE JOKYMEHThl B

3anUThl HH(GOpPMAIMK | 00JIACTH 3alMTHl HH(POPMALINH;

OT YTE€UKH 110

TEXHUYECKUM

kanainam B UTKC.

I1K 3.2. IIpoBonuTh - MPOBOJUTH YCTAaHOBKY, MOHTaXX, HaCTPOMKY M | DKCIEPTHOE
TEXHUUYECKOE UCIBITAHUE TEXHUYECKUX CPEACTB  3alUThl | HAOJIO/IeHNE
o0cCITy>)KUBaHHE, uHpOpMALlMM OT YTEYKH [0 TEXHUYECKUM

JUarHOCTHKY, KaHajawm;

yCTpaHEHHE - TPOBOAMUTH TEXHUYECKOE OOCIyXHBaHMUE,
HEUCIIPABHOCTEN U YCTpAaHEHUE  HEHUCIIPAaBHOCTEH U PEMOHT

PEMOHT TEXHUYECKUX | TEXHUYECKHX CPEJICTB 3alUThl MH(OpPMALUU OT

CPEICTB 3aIUThI YTEUKH [0 TEXHUYECKUM KaHaJlaM;

nH(popmanuy, - TIPUMEHSATh HOPMATHUBHBIE IPABOBbIE AKThl U
HCIOJIb3YEMBIX B HOPMAaTUBHbIE METOJMYECKUE JIOKYMEHTHl B

[IK 3.3. - IPOBOAMTH M3MEpPEHHE MapameTpoB (POHOBBIX | DKCHEPTHOE
OcymecTBIsATh IyMOB 51 I[IODMHUH, CO371aBa€MbIX | HAOIOJCHUE
3amuty uHpopmarmu | odopynoBanuem UTKC;

OT YTE€UKH 110 - IIPOBOAUTH U3MEpEHHE rapameTpoB

TEXHUUYECKUM NIEKTPOMAarHUTHBIX ~ W3JIYyYEHUM U TOKOB,

kaHanam B UTKC ¢ CO37aBacMbIX  TEXHUYECKUMU CpeICTBaMu
HCII0JIb30BAHUEM 3alMThl  MHpOpMAMM  OT  YT€YKH  TI0

TEXHUYECKHUX CPE/CTB
3aIUTHI B
COOTBETCTBHH C
MIPEIbSIBIIIEMBIMU
TpeOOBaHUSMU.

TEXHUYCCKUM KaHaJlaM,
- HNPUMCHATHL HOPMATHUBHBIC ITPABOBBLIC AKTHI U
HOPMAaTHUBHBIC

MCTOAUYCCKUE JOKYMCHTLI B

00J1aCcTH 3aUTH HTHGOPMAIIHH;




IIK 3.4. IIpoBoauTh BBISIBIISITh M OIIGHWBATh YIPO3bl 0€30MacHOCTH | DKCIIEPTHOE
OTJICIbHBIE PA0OTHI unpopmanuu B U'TKC; HaOII0IeHNE
1o uznyeckon HACTpaWBaTh M TPHUMEHATh CPEICTBA 3aIIUTHI
3alIUTe JIMHUH CBA3M | MH(OPMAIMK B ONEPALMOHHBIX CUCTEMAX, B TOM
HUTKC. YHUCJIE CPEACTBA AHTUBUPYCHOM 3alIUTHI;
HIPOBOJUTHh KOH(UI'YpUPOBAaHHE MIPOIPAMMHBIX U
IporpaMMHO-annapaTHbIX (B TOM  4ucIie
KPUNTOTpapHUECKUX) CpeAcTB 3alLUTHI
OK 01. BeiOupats — 000CHOBaHHOCTH IMOCTAHOBKH IIEJIH, BEIOOpa U | DKCIIEPTHOE
CII0cOOBI pelIeHHs MIPUMEHEHHUS METOJIOB M CTIOCOOOB peIeHUs HaOJII0ICHHE
3a1a4 npoecCuOoHANBHBIX 3a/1a4; DK3aMeH
npoQeccuoHanbHOM - aJICKBaTHAas OlLIEHKa U CaMOOLIEHKa
NesITeIbHOCTH, 3P PEKTUBHOCTH U Ka4eCTBA BHITIOJTHEHHUS
IIPUMEHUTEIBHO K npodeCCHOHATBHBIX 3a]1a4;
DA3NUYHBIM
OK 2. Ocy1ecTBasTh | - UCIIOIb30BAaHUE PA3IMUYHbBIX UCTOYHUKOB, DKcnepTHOoe
IIOMCK, aHaJIU3 U BKJIIOUAsl DJIEKTPOHHBIE PECYPChl, MEAUAPECYPCHI, | HAOJIIOIeHNE
MHTEPIPETAIHIO HuTepHeT-pecypchl, NEPUOJUUECKUE U3/1aHus IO | DK3aMeH
uHpOpMaIuy, CHEIUAJIbHOCTH JUIsl pELICHUs
HEO0XO0AUMOM 115 npo¢eCCHOHATIBLHBIX 3a/1a4;
BBINOJIHEHUS 3a/1a4
npodeccnoHanbHOM
JESATEIBHOCTH.
OK 03. IlnanupoBath | - I€MOHCTpAIUsl OTBETCTBEHHOCTH 3a MPUHSATHIE | DKCHEPTHOE
Y pealn30BbIBATH peleHus; HaOJI0IeHNe
cOOCTBEHHOE - 000CHOBaHHOCTb CaMOAHaJIN3a U KOPPEKLIUS OK3aMeH
npoeCCHOHATIBHOE U | Pe3yIbTaTOB COOCTBEHHOM paboThI;
JIMYHOCTHOE
pa3BUTHE.
OK 04. PaboraTsh B - B3aUMO/JICHCTBHUE C 00YyYarOIUMHUCS, DKcnepTHOoe
KOJUIEKTHBE U IpenojaBaTes MU U MacTepaMu B XO/1€ HaOJI0IeHNe
KOMaHJge, 00y4YeHHsI, C pyKOBOJUTENIAMHU YIeOHOU 1 OK3aMeH
3pPEKTUBHO MIPOM3BOJICTBEHHO MPAKTHK;
B3aMMOJICHCTBOBATh C | - 00OCHOBAHHOCTh aHaJIM3a pabOThHI YICHOB
KOJIJIeTaMH, KOMaH/Ibl (IIOAYUHEHHBIX);
OK 09. - 3¢)HEeKTUBHOCTH MCITOJIb30BaHUS HMH(DOPMAIIMOHHO- DKCTepTHOE
I/ICHOHL3OB3.TB KOMMYHUKAIIUOHHBIX TEXHOJIOTHH B Ha6_]‘[}0neHHe
HH(bOpMaL[PIOHHBIe HpO(l)CCCHOHaHBHOfI JACATCIbHOCTHU COIJIACHO 3K3aMCH
TEXHOJIOTUH B @opMpreMHM YMCHHAM U IOJIy4a€MOMY
HpO(I)eCCI/IOHaHBHOﬁ IMPAKTHUYECKOMY OIBITY,

JACATCIIBHOCTH.




OK 10. ITonp3oBatbes | - 3h(hEeKTUBHOCT UCTIONB30BAaHUS B DKcnepTHOe
npodeccuOHaIbHON | MPO(eCCHOHATBHON AEATEIEHOCTH HEOOXOUMOH | HAaOI0IeHNE
JTOKyMEHTaIel Ha TEXHUYECKON TOKYMEHTALIUH, B TOM YHCIIC Ha DK3ameH

TOCY/IapCTBCHHOM M | aHTJIMIHCKOM SI3bIKE.
MHOCTPAHHOM SI3BIKE.




IIpunoxenne 1.4

k nporpamme CI1O
10.02.04 O6ecrnieuenre nHOOPMAITMOHHOM 0€30ITaCHOCTH TEIEKOMMYHHUKAIIMOHHBIX CHCTEM

PABOYASA ITIPOI'PAMMA TPOPECCUOHAJIBHOT'O MOAYJIA

«IIM.04 BoinosiHeHHe padoT MO OHOM WJIH HECKOJIbKUM npodeccusiM padodux, 10/KHOCTAM
CIAYKAMM X

2026 r.



1. OBIIAS XAPAKTEPUCTHKA ITPOTPAMMBI ITPO®ECCHUOHAJBLHOTIO
MOIYJISA

«IIM.04 BrimosiHeHHE paboOT MO OJHON MIJIM HECKOJIBKUM MPpodeccusiM pabodux, TOJDKHOCTIM
ciyxamux 16199 Oneparop 31eKTpOHHO-BBIUNCIUTEIBHBIX U BBIYUCIUTENIBHBIX MAIIMH

1.1. Hens u mumaHUpyeMble pe3yabTaThl OCBOSHUS MPOGECCHOHATHFHOTO MOIYJIS

B PE3yIbTaTC U3YUYCHUS HpO(l)CCCI/IOHaJ'IBHOl"O MOAYJIA CTYACHT JOJIXKCH OCBOUTH OCHOBHOM BU
JACATCIIbHOCTH Brimonnenue pa60T 10 O,Z[HOI71 NI HCCKOJBbKHM HpO(l)CCCI/IHM pa6oqnx, JOJDKHOCTAM
ClIyKallluX 1 COOTBETCTBYIOIIUC EMY O6H.[I/Ie KOMIICTCHII WU U HpO(i)eCCI/IOHaJ'IBHBIe KOMIICTCHII MU .

1.1.1. [Tepeyenn 00X KOMIETEHIIUN

Kox HaumeHnoBanue 00X KOMIIETEHIINI

OK 1. Bribupath ciocoOsI penenus 3a1ad npo(ecCHOHATBHON JesITeTbHOCTH,
IPUMEHUTEIBHO K Pa3IMYHbIM KOHTEKCTaM.

OK 2. Ocy1ecTBISTh MOUCK, aHATIU3 U UHTEPIIPETalNIO0 HH(pOopMay, HEOOXOIUMOMN AJIs
BBITIOJIHCHHS 33714 MPOGECCHOHATBHOM IeATeIbHOCTH.

OK 3. [TnanupoBaTh U peaqn30BbIBaTh COOCTBEHHOE NPOPECCHOHATBHOE U JINYHOCTHOE
pa3Burue.
OK 4. PaGoTath B KOJIIEKTHBE U KOMaH1e, 3(pPEKTUBHO B3aMMOIEHCTBOBATh C KOJJIETaMH,

PYKOBOACTBOM, KIIMCHTAMMU.

OK 5. OcCy1ecTBISATh YCTHYIO U TUChbMEHHYIO KOMMYHHUKAIMIO HA TOCYJapCTBEHHOM SI3bIKE C
y4€TOM 0COOEHHOCTEN COLUANBHOIO U KYJIbTYPHOIO KOHTEKCTA.

OK 6. HpOHBJ’IHTL TPaXKJAAHCKO-TIATPUOTUYCCKYHO IMO3UIIUI0, AEMOHCTPUPOBATE OCO3HAHHOC
MOBCACHNEC HA OCHOBC TPpAAUIIUOHHBIX O6H_ICLIGJ'IOBC‘IGCKI/IX LICHHOCTEH.

OK 7. CopeiicTBOBaTh COXpPaHEHUIO OKPYXKAIOLIEH cpesibl, pecypcocOepekeHunto, 3p(HEeKTUBHO
JIECTBOBATh B YPE3BBIYANHBIX CUTYALHSIX.

OK 8. Hcnonb30BaTh cpecTBa PU3MUECKON KyJIbTYPHI ISl COXPAHEHHUS M YKPETUICHUS
3JI0pOBbsI B ITpoIecce NPOPecCHOHATBHOM IeATEIbHOCTH U OIep)KaHue
HE00X0/IMMOT0 YPOBHA (PM3NYECKOHN MOATOTOBIEHHOCTH.

OK 9. Hcnonp3oBaTh HHGOPMAIIMOHHBIE TEXHOJIOTUHU B PO ECCHOHATBHON ASITETbHOCTH.

OK [Tonp3oBaTbest MpoQecCHOHANbHON JOKYMEHTAlMeH Ha TOCy1apCTBEHHOM U
10 WHOCTPaHHOM SI3bIKaX.

1.1.2. Ilepeyens nmpodeccuoOHATbHBIX KOMIIETEHIHH

Kon HaumeHoBaHue BUJIOB 1€ATEIBHOCTH U MPOPECCUOHAIBHBIX KOMITETEHITHH
Boimonsate  paboTsl no  mnpodeccun  «Omeparop  3IEKTPOHHO-
B/ 4
BBIUMCIUTEIBHBIX U BBIYUCIUTEIbHBIX MALLIH




Ocy1miecTBIATh NOATOTOBKY 000PYAOBaHUS KOMIIBIOTEPHON CUCTEMBI K padoTe,

[IK 4.1. | npou3BOIUTH UHCTAJUIALIMIO, HACTPOMKY M 00CITy>KUBAHHE TPOTPAMMHOTO
oOecrieyeHus
Co3aBath U ynpaBiIsTh Ha IEPCOHATBHOM KOMIIBIOTEPE TEKCTOBBIMU JIOKYMEHTAMH,

[IK 4.2. | Tabnumamu, Tpe3eHTAIUIMHA U cojiepkaHueM 0a3 JaHHBIX, paboTaTh B
rpagu4YecKux perakTopax

K 4.3 Hcrnonb30Bath pecypehl JIOKAIbHBIX BRIYUCIUTEIBHBIX CETEH, peCypChl TEXHOIOTUMA

" | u cepBucoB MuTepHera
K 4.4 O06ecneunBarhn MPUMEHEHHUE CPEJICTB 3aIUTE uHpopmauu B

KOMHBIOTepHOﬁ CUCTEME

1.1.3. B pe3ynbprare ocBoeHHs TPO(PECCHOHATEHOTO MOIYJIS CTYIEHT JOJIKEH:

HNmets HpaKTI/I‘ICCKI/Iﬁ BBIITOJIHCHU A Tpe60BaHPIfI TCXHHUKHU 0€e301acHOCTH IIpu

OIIBIT

pa60Te C BBIYHCIIUTEILHON TCXHHKOﬁ;

OpraHu3anuy paboyero MecTa orepaTopa AEKTPOHHO-
BBIYHMCIIUTCIIBHBIX U BBIYUCIUTCIIBHBIX MAIllWH,

IIOATOTOBKH O60py,I[OBaHI/I$I KOMHLIOTepHOﬁ CHUCTCMBI K pa60Te;

MHCTAJISILIUY, HACTPOMKHU U 00CITyKUBAaHUS IPOTPAMMHOI0
oOecrnieueHrs KOMIIbIOTEPHOU CUCTEMBI;

yTpaBiieHUs (paiaamu;

NPpUMCHCHUSA O(i)I/ICHOFO IMporpaMMHOTI 0 oOecrieueHus B
COOTBCTCTBHUHU C HpI/IKHaHHOﬁ 33.,[[3‘16171;

HCMOJIb30BAHUS PECYPCOB JIOKAIBHON BBIYMCIUTEIBHON CETH;
HCIIOJIb30BAHUS PECYPCOB, TEXHOJIOIUHN U cepBUCOB MHTEpHET;

MPUMEHEHHUSI CPEJICTB 3alUThl HH(OPMALIUY B KOMIIBIOTEPHON
CUCTEME.

YMETb

BBITIONHSATH TPEOOBAHUS TEXHUKH 0€30MacHOCTH IpU paboTe ¢
BBEIUMCIIMTEILHON TEXHUKOIA;

MIPOU3BOJIUTH MOJKIIOYEHHE OIIOKOB IEPCOHAIBHOTO KOMITbIOTEpPA
1 nepudepuitHbIX YCTPOMCTB;

MIPOU3BOJIUTh YCTAHOBKY U 3aMEHY PaCXOAHBIX MaTEPHAIIOB JJIsi
nepudepuiHbIX YCTPOUCTB U KOMIIBIOTEPHON OPITEXHUKHY;

JUarHOCTHPOBATh MPOCTENIINE HEUCITPABHOCTHU MIEPCOHAILHOTO
KOMIIbIOTEpa, nepupepuitHoro 000py0BaHUS U KOMIIBIOTEPHON
OPITEXHUKHU

BBITMOJIHAT ~ MHCTAUISIIAIO CHCTEMHOTO U TIPUKJIATHOTO
MIPOTPAMMHOTO 00ECTICUCHHS;

CO3aBaThb U YIPABJIATH COACPKUMbBIM NTOKYMCHTOB C TIOMOIIIBIO




TEKCTOBBIX IIPOLIECCOPOB;

co3aaBaTh MU YIIPABJIATE COACPKMMBIM 3JICKTPOHHBIX Ta6J'II/II_[ C
IIOMOIIBIO PCAAKTOPOB Ta6J'II/II_[;

CO3aaBaThb U YIIPAaBJIATb COACPKNUMbIM HpGSGHTaL{I/Iﬁ C IIOMOIIIBIO
PEIaKTOPOB MPE3CHTALUN;

KCII0JIb30BATh MYJIbTUMEIUA TPOCKTOP JJISI IEMOHCTPALIMT
MpEe3eHTaLNM;

BBOJIUTb, PEIAKTUPOBATH U YAAJSAThH 3alKCH B 0a3e JaHHBIX;
3¢ (HEKTHBHO MOJIL30BATHCS 3alIPOcaMu 0a3bl JaHHBIX;

CO3/1aBaTh U PEaKTUPOBATH IpaduuecKkrue 00BHEKTHI C TOMOIIbIO
IporpaMM g 06paboTKU pacTpoBOW U BEKTOPHOI rpaduku;

IMPOU3BOJUTH CKAHUPOBAHUC NOKYMCHTOB U UX PACIIO3HABAHUC,

IMPOU3BOJUTH PACIICYATKY, KOIIMPOBAHUC U TUPAKUPOBAHUC
JAOKYMCHTOB Ha IIPUHTCPE U APYTHUX YCTpOﬁCTBaX;

YIIpaBJIATDb q)aﬁHaMH JaHHBIX Ha JOKaJIbHBIX CbCMHBIX
3aIIOMHHArOMmMux YCTPOI;'ICTBaX, a TaKKC Ha JUCKax JIOKaJIbHOM
KOMHI)IOTepHOI\/JI CCTU U B UHTCPHCTC,

OCYILIECTBIIATH HaBUTaLuio 1o Bed-pecypcam MurepHera ¢
MOMOIIIBIO Opay3epa;

OCYHICCTBIIATH IOHUCK, COPTUPOBKY W aHAJIN3 I/IH(I)OpMaI_II/II/I C
TIOMOIIBIO ITOUCKOBBIX UHTCPHET CaﬁTOB;

OCYLIECTBJIATh aHTUBUPYCHYIO 3aIIUTY IIEPCOHAIBHOTO
KOMITBIOTEPA C IIOMOLIBIO AaHTUBUPYCHBIX ITPOTPaMM.

OCYHICCTBIIATDH PE3CPBHOC KOIIMPOBAHUC U BOCCTAHOBJICHHUE
JaHHBIX

3HATh

TpeOOBaHUSI TEXHUKU Oe3omacHOCTH IpH ~ paboTe ¢
BBIUMCIUTEIIFHON TEXHUKOI;

OCHOBHBIE ITPUHLIUIBI YCTPOICTBA U pabOTHI KOMITBIOTEPHBIX
cucTeM U nepudepuiHbIX YCTPOUCTB;

KJIacCU(UKALIUIO U Ha3HAYEHHE KOMITbIOTEPHBIX CETEeH;
BU/IbI HOCUTENEH HHPOPMAIINH;

porpaMMHoe obecrieueHue i paboThl B KOMIBIOTEPHBIX CETSIX
u ¢ pecypcamu MHTEpHETA;

OCHOBHBIE CPEJICTBA 3AIIUTHI OT BPEIOHOCHOTO MTPOTPAaMMHOTO
o0ecreYeHNsT ¥ HECAaHKIMOHUPOBAHHOTO JIOCTYIIA K 3alIHIIaeMbIM
pecypcamM KOMITBIOTEPHOH CUCTEMBI.




1.2. Konn4ecTBO 4acoB, OTBOJMMOE Ha OCBOCHHE MPO(PECCHOHATBHOTO MOAYJIS

Bcero wacos 315
N3 Hux Ha ocBoenue MJIK 284 gacoB
B ToMm uncne,

Ha IIPAKTHUKH, B TOM yucie yueOnyto 144qaca



2. CTpyKTypa U coaepxkaHue mMpodeccHoOHATIBLHOI0 MOYJIA

2.1. CTpykTypa npogeccHoHAILHOI0 MOIYJIs

Koasbl

HaunmenoBanusa

CymMmapH

O0bem npodeccnoHAIBLHOT0 MOYJISA, AK. YAC.

Pabora oﬁyqammnxm BO B3aHMOIEHiCTBHH C npemnoaaBarejiemM

’ Oo0y4yenne no M/IK Camoc
npogeccuoHa b | pa3aenoB blii 00beM = [MpakTuku TOSITE
HBIX 001IIX Nnpo(hecCHOHAIBLHOT | HATPY3KH, TOM HHCJIE ALHAS
KOMIIeTeHIH 0 MOIYJIs yac. Bcero

y ' JIaGopaTopHbIX 1 KypcoBbix Vye6nas Tpoussoncree | pador
NPAKTHYECKUX pador HHas a
3aHATHI (mpoekToB)1l
1 2 3 4 5 6 7 8 9
[IK 4.1 -1IK 4.4 | Pazgen 1 momyus.
OKI1_OK 10 BI:IHOJ'[HGHE/IG pabor
1o padoueit
npodeccuu
«Orepatop 315 254 101 - 72 72 4
AIIEKTPOHHO-
BBIUHCIUTENbHBIX U
BBIUHCIUTENbHBIX
MAaIIHH
Bcero: 315 284 101 - 72 72 4

IIpome:xxyTouHasi aTTecTanus: Ik3aMeH (KBaTU(PUKALNNOHHbIN)

2.2. TemaTnuyecKuil JIaH U coJep:kaHue MpogpeccuoHaabHOro moay.as (IIM)




HaumeHnoBaHue pa3ae/ioB
U TeM
NnpogecCHOHATBLHOI0

Conep:xkanue y4e0HOIro MaTepuaJa,

mouyJst (ITM), sadopaTopHbie padoThl M MPAKTHYECKHE 3aHATHS, BHeayANTOPHAasI (CAMOCTOSITe/IbHAS) y4eOHast O0bem
MEXIUCUMIUVIMHAPHBIX  pa0oTa 00y4aromuxcs [1aCoB
Kkypcos (M/IK)
1 2 3
Paznen moayns 1. Bemmomaenue pabot no padodeit mpodeccuu «Oneparop 3IeKTPOHHO-BBIYMCIUTEIBHBIX U BEIYUCITHTEIBHBIX Mamue» (315
MJIK.04.01. Boimonunenue paboT 10 OJHOM HIIM HECKOJIBKHUM MpodeccusiM pabounx, TOBKHOCTIM cayxamux 16199 Oneparop 284
PJIEKTPOHHO-BBIUUCIUTENbHBIX U BBIYMCIUTEIbHBIX MAlllUH
Paznen 1. [loaroroBka 000py0BaHUSI KOMITBIOTEPHOM CUCTEMBI K paboTe, HHCTAIUISINS, HACTPOIKa 1 00CTy’)KHBaHUE ITPOTPAMMHOTO 23
o0ecreueHus
Tema 1.1. ConeprxaHue 4
Pabota ¢ ycTpoiictBamu  (CoOuTio/ieHHEe TeXHUKH Oe30IacHOCTH IpU paboTe Ha DBM 1
KOMIIBIOTEPHON CUCTEMBI
MN3yuyenue apxutekTypbl OBM, cTpyKTYpbl U OCHOBHBIX IPUHIUIIOB padoTel DBM 1
PaboTa ¢ 1onoaHUTENbHBIMU BHEIIHUME ycTpoiicTBamu [1K: mouck npaiiBepos, mojkitoueHue, HacTpoiika |1
YcTaHOBKA M 3aMEHA PaCXOAHBIX MAaTEPUAIIOB JIJIsl IPUHTEPOB, KCEPOKCA, TUIOTTEPA. 1
TemaThka NPaKTUYECKUX 3aHATUN S)
M3ydyenue apxutekTypbl OBM, cTpyKTYpbl U OCHOBHBIX IPUHLUIIOB padoTel DBM 3
PaboTa ¢ JonoTHUTENBHBIMA BHEITHUMHE ycTpoiicTBamu [1K: monck npaiiBepoB, MOIKITIOYEHNE, HACTPOKa |2
[TpakTHyeckas MOArOTOBKa 4
Tema 1.2. Conepxanne 4




Pabota ¢ nporpaMMHBIM
oOecrieueHneM
KOMIIBIOTEPHON CUCTEMBI

'YcTaHOBKa OINEpaIIMOHHON CpeJibl, HACTpOiika nHTepdelica ornepaoHHON cucTeMbl (pabouuii cTom,
0€30MaCHOCTh CUCTEMBI, IOJKIIOUYEHHE K CETH).

'VcranoBka MPUKIAOHBIX IIPOI'paMM. yr[paBJ'ICHI/Ie (baﬁHaMH JaHHBIX Ha JIOKAJIBbHBIX CBbEMHBIX 3allOMHHAKIINX

0€301acHOCTh CHCTEMBbI, HOKJIIOYECHUE K CETH).

'YcraHoBKa IIPUKIAIHBIX IIPOIrpaMM. praBJ’IeHI/IC (1)aI>'IJIaMI/I JaHHBIX Ha JOKaJIbHBIX CbCMHBIX 3alIOMHHAIOITNX

. . . 2
yCTpOICTBAX, a TaK)Ke Ha JAMCKaX JOKAJIbHOW KOMITbIOTEpHOU ceTH, B IHTepHeTe
TeMaTnKka NpakTUYECKUX 3aHITUH 6
'YcraHoBKa OIepanmoHHOM cpefibl, HACTPOWKa HHTEpQeiica onepaluoHHON cucTeMbI (pabouuii cTo, 2

HGHCHpaBHOCTeﬁ CHUCTCMBI,

. . . 4
YCTPOMCTBAX, a TAK)KE Ha IMCKAX JIOKaTbHOW KOMIBIOTEPHOU ceTu, B IHTepHeTe
[TpakTryeckas MOATOTOBKA 3
Tema 1.3. Jlmaranoctrka Coneprkanue 2

JlnarHocTyuka npocTeNINX HEUCIIPABHOCTEN NMEPCOHANIBHOIO KOMITBIOTEPa, epudepuitHoro obopyaosanus u |1
BEJICHUE JOKYMEHTAUU .

KOMITBIOTEPHOM OPI'TEXHUKHU

OdopmiieHre 0TYETHOIN JOKYMEHTAIlMU B COOTBETCTBUU C ITEPEYHEM PA0OT, BHIIIOIHIEMbIX B OPSIIKE 1

TeKylien skcrryatanuu OBM

TeMaTnka NpakTUYECKUX 3aHITUI 2

JIMarHOCTHKa NMPOCTEUIIINX HEUCITPABHOCTEN MEPCOHAILHOTO KOMIIbIOTEpa, NepudepuitHoro o0opyaoBanus u |1

KOMIIBIOTEPHOM OPI'TEXHUKHU

OdopMieHre 0TYETHOM TOKYMEHTAlUU B COOTBETCTBHH C NIEPEUHEM padOT, BHIMOIHIEMBIX B MOPSIIKE 1

TeKyIen skcruryaraiuu OBM

[IpakTHueckas MOArOTOBKA 3
Paznen 2. Co3ganue u yrpaBiieHUE Ha IEPCOHAIBHOM KOMIIBIOTEPE TEKCTOBBIMH JOKYMEHTAaMH, TaOJIUIIaMH, TIPE3EHTALUAMU U 88




coJepkaHreM 0a3 JaHHBIX, paboTa B TpagUeCcKuX pelaKTopax

Tema 2.1. Conepxanue 4
PaboTa B TEKCTOBOM Co3aHue JTJOKyMEHTOB B TEKCTOBOM ITIPOIIECCOPE, CO3/IaHKE JOKYMEHTOB C TIOMOIIBIO IIA0JI0HOB, BBOA 2
nporeccope TEeKCTOBOM MH(OPMAIMH, COXpPAaHEHUE JOKYMEHTOB
dopmMaTHpoBaHKUE U PEAAKTUPOBAHUE JOKYMEHTOB B TEKCTOBOM IPOLIECCOPE. 1
Pabota ¢ Tabnuuamu, quarpaMMamu, rpadpuaecKuMu 00bEKTaMHi B TEKCTOBOM ITPOLIECCOPE. 1
TemaTuka NPaKTUYECKUX 3aHATUN 15
Co31aHue 10KyMEHTOB B TEKCTOBOM IIPOLIECCOpE, CO3AAHNE TOKYMEHTOB C IIOMOLIbIO Ia0JIOHOB, BBOJ 1
TEeKCTOBOM MH(OPMAIMH, COXpPaHEHHE JOKYMEHTOB
dopmaTpoBaHKE U PEIAKTHPOBAHKIE JOKYMEHTOB B TEKCTOBOM IIPOLIECCOPE. 5
Pabota ¢ Tabnuuamu, quarpaMMamu, rpadpuaecKuMi 0ObEKTaMH B TEKCTOBOM IIPOLIECCOPE. 5
[ledaTh 1OKyMEHTOB B TEKCTOBOM Iporieccope. CKkaHMpOBaHHUE TEKCTOBBIX TJOKYMEHTOB M UX paclio3HaBaHHH. )
[ IpakTHyeckas MOArOTOBKA 20
Tema 2.2. Conepxanue 6
Pabota B penakTope Co3nanue u (hopMaTHpOBaHUE TAOJIUIBI B PEAAKTOPE NIEKTPOHHBIX TaOIHIL 2
HIIEKTPOHHBIX TaOJIHIL .
PaboTa co BCTpOSHHBIMH (DYHKIMSIMU B 3JIEKTPOHHOM TabuIe 2
Cozmanne u paboTta ¢ AuarpaMMaMu 1 rpadukamMu 2
TemaTrka NPaKTUYECKUX 3aHITHH 20




Cosznanue u popmatupoBaHue TaOIUIBI B PEIAKTOPE AIEKTPOHHBIX Tabnwil Beraucnenue ¢ momorisio hopmyméd
B DJIEKTPOHHOH TabIuIe 4
PaboTa co BcTpoeHHBIME (DYHKITHSIMH B DJIEKTPOHHOH Ta0JIUIIEe )
Pabora co criuckamu B anekTpoHHOU Tabmune Co3mxanue GopM i BBOJA NaHHBIX Tabmuiel Co3anue u )
paboTa ¢ muarpaMMamu ¥ rpadukaMu
. . 2
OOMeH TaHHBIMU MEX]Ty TEKCTOBBIM IPOIIECCOPOM U SJIEKTPOHHOM Ta0uiei
4
2
[IpakTrueckas MOAroTOBKA 22
Tema 2.3. ConeprxaHue 5
Pabora B mporpamme [TocTpoeHue pe3eHTAIMH PA3IMIHBIME CIIOCO0aMuU 3
MOJTOTOBKU U TIPOCMOTpaA .
. O0paboTKa 0OBEKTOB CIIANIOB MPE3CHTAIIUN 2
Mpe3eHTAINIA
TemaTrka NPaKTUYECKUX 3aHATHH 13
[TocTpoeHue pe3eHTAIMH Pa3IudHbIME criocobamu OOpadoTka 00BEKTOB claiiioB mpe3eHTanuu Hactpoiika |6
QHUMAIlU1 0OBEKTOB 4
HacTpoiika moka3a u 1eMOHCTpaIus pe3yIbTaToB padOTHI CPEACTBAMHU MYJIbTUMEINA )
1
[pakTH4ecKas MOArOTOBKA 15
Tema 2.4. Conepxanue 2
IPabora B cucteme BBoa qaHHBIX B TAOIHIBI 0a3bl JAHHBIX 2
yrpaBieHus 0azamu _
TemaTrka MPaKTUYECKUX 3aHITHHA 5




ITAaHHBIX BBoj TaHHBIX B TAOIUIBI Oa3bl JAHHBIX 2
CozmaHue MpOoCThIX 3aMpocoB Oe3 mapaMeTpoB U ¢ napamerpamu. Co3gaHue OTYETOB. 3
[pakTU4ecKas MOArOTOBKA 7
Tema 2.5. Coneprxanue 4
PaboTa B rpaduueckux PucoBanue 00bEKTOB CpelICTBAaMH IpaUuecKoro perakropa. 2
penakTopax .
Pabota ¢ a3pdexTamu B mporpaMme BEKTOPHOH rpaduku. 2
TemaTuka MpakKTHYECKUX 3aHATHI 14
PaboTa ¢ 3a1MBKamMH U KOHTypaMH B IpOTpaMMe BEKTOpHOU rpaduku. PaboTa ¢ TEKCTOM B mporpamme 2
BEKTOPHOU TpauKH. )
Pabota c adexkramu B mporpaMme BEKTOPHOU rpadukH. )
BcraBka U pelakTHpOBaHHE TOTOBOTO H300paKEHHUs C UCIIOIB30BAHUEM TPOTPAMM PACTPOBOU TpapuKu. )
PaboTa ¢ IBETOM C HCIOIb30BAaHUEM NIPOTPaMM PacTpOBOM rpaduku.
. 2
PaboTa co c105MU ¢ UCIOJIB30BAHNUEM NIPOrPaMM pacTpoBOil rpaduKH.
. 2
Pabota co cnerpddexramMu ¢ UCIOIb30BaHUEM MPOTPaMM pacTPOBOM rpaduKH.
2
[MpakTHyecKas MOAroTOBKA 16
Paznen 3. Mcnonb30BaHNe pecypcoB TeXHOJIOTUH U cepBrucoB VHTepHeTa 14
Tema 3.1. Conepxanue 4
PaboTa ¢ pecypcamu Co3manrie 1 0OMEH MUChMaMHU JICKTPOHHOM MTOYTHI. 1
NutepHera
Hasuramus no Be6-pecypcam MHTepHeTa ¢ momoibio nporpammsl Be6-6paysepa. 3
TemaTuka NPakTUYECKUX 3aHATUN 10




Coznanue 1 0OMEH MUChMaMH 3JICKTPOHHOM MMOYTHI.
Hapuranus mo Be6-pecypcam MHTEpHETa ¢ moMoIbio porpamMmmbl Be6-6paysepa.
[Touck, COpTUPOBKA U aHATN3 HH(POPMAIIUU C IIOMOIILIO MOMCKOBBIX MIHTEpHET-pecypcoB.

[epeceunka u myonukanus ¢aitnos naHasix B lHTEpHETE.

N W W DN

[IpakTrueckas MOAroTOBKa 10
Pa3znen 4. Obecnieuenue 3ainThl UHGOPMALIUK B KOMIIBIOTEPHON CUCTEME 14
Tema 4.1. 3amura Coneprkanue 8
nHbopMaiuu 1pu padote ¢ [MICmoap30BaHUEe MTATHBIX CPEACTB 3aIIUTHI OTIEPAIIMOHHON CHCTEMBI U MIPUKJIAJHBIX TIPOTPAMM. 4
0(pHCHBIMU IPUITOKESHUSIMHU .

YcTaHOBKa aHTUBUPYCHBIX IPOTpaMM, X HacTpoiika. OGHOBIeHHE 0a3bl. 2

BrImoHeHUe apXUBUPOBAHMSI JAaHHBIX, PE3€PBHOTO KOMMMPOBAHMS X BOCCTAHOBJICHUS JAHHBIX 2

TemaTuka NPaKTUYECKUX 3aHATUN 11

Vcronb30BaHUeE MTATHBIX CPEICTB 3aIIUTHI ONEPAlMOHHON CUCTEMBI M MTPUKIIAAHBIX porpaMM. [Ipumenenue 4

MapOJIbHOW 3aIMUTHI. 1

Y cTaHOBKa aHTUBHUPYCHBIX MTPOrpaMM, UX HacTpoiika. OOHOBJIEHHE Oa3bl. 3

BrinonHeHue apXuBUPOBaHUSI JaHHBIX, PE3€PBHOI0 KOMMPOBAHHS U BOCCTAHOBJICHHUS JAHHBIX 3

[IpakTHueckas MOArOTOBKa 12
Temaruka caMoCTOATEIbHONW yueOHON paboThl: MPOpabOTKa KOHCIIEKTOB 3aHATUMN, y4eOHOH U clieuanibHOMN JIUTEpaTyphbl 4
[TpakTHyeckas MoAroToBKa 112
[TpomexyTouHas arTecTanus Mo y4eOHON MpaKkTUKe OLIEHKa
[TpomexyTouHas aTTecTanus Mo MPOU3BOICTBEHHOW MPAKTHKE 3auerT C

OIIEHKOH




KBanudukaroHHbIil 5K3aMeH

12

Bcero

315




3. YCJIOBUS PEAJIM3AIMU ITPOT'PAMMBI ITIPOPECCHOHAJIBHOI'O MOAYJIA

3.1. [Ing peanuzanuu nporpaMmsl NpodeccuoHaIbHOTO MOTYJISl IOJKHBI ObITh IPEAYCMOTPEHBI
CIEIyIOIINE CIEIUAIbHbIC TOMEIICHUS:

Kabuner nundopmaruku u UKT, ocHammeHHbIH 000py/1I0BaHUEM: KOMIIBIOTEPHBIE CTOJIBI,
KOMITBIOTEPHBIE KPECiIa, CTYJbsl Ha KaXJI0ro 00ydaronierocs, KOH()epeHI-CTOM, CTOJ
IpernoIaBaTess, KOMIUIEKT y4eOHO-HATIISIHBIX TTOCOOMH; TUIaKTUIECKUNA pa31aTOYHbIH
MaTepUa;TEXHNYECKUMH CPEACTBAMU: KOMIIBIOTEPHI, IPOEKTOP, IPUHTEP, KOJOHKH, HAYIIHUKH,
JIOKaJIbHAS CETh.

OcHarieHHble 0a3bl MPAKTUKHU, B COOTBETCTBHH C 1T 6.2.3 [IpumepHO# TporpaMMsl 1Mo
cnenpanbHocTH 10.02.04 O6ecneueHne nHGOPMAITMOHHONW O€301TaCHOCTH
TEJIEKOMMYHUKAIIMOHHBIX CHCTEM.

3.2. UadopmanmonHoe oOecrieyeHne peann3annuy mporpaMMbl

Jliist peanuzanuu mporpaMMbl OMOJIMOTEUHBIN (POHI 00pa30BaTEIFHON OPTaHU3ANH JOJHKCH HMETh
MIEYATHBIC W/WITU 3JICKTPOHHBIC 00pa30BaTeIbHBIC M HH(DOPMAIIMOHHBIC PECYPCHI, TSI
UCTIOJIB30BaHUS B 00pa30BaTEIIHLHOM IMPOILIECCE.

3.2.1. Ileyarnble u3manusa2

1. boromazoBa I".H. YcraHoBka u o0CiTy>KUBaHHE MTPOrPAMMHOTO 00ECIICUEHUS ITEPCOHATBHBIX
KOMIIBIOTEPOB, CEPBEPOB, NEpUPEPUMHBIX YCTPOUCTB U 000pyAOBaHUs: yuel. UIsl CTYI.
yupexeHuit cpen. nmpod. oopazosanus /I'.H. boromaszoga. - M.: 3garensckuii eHTP
«Axamemus», 2015. - 256 c.

2. MuxeeBa E.B. NH(popMmaliioHHbIE TEXHOIOTUU B TPO(ECCHOHANBHOM NesITeIbHOCTH: yueO.
nocoOue JUIst CTyI. yUpexxIeHu cpel. nmpod.oopazoBanus / E.B.Muxeesa. - 14-e u3z., crep. - M.:
W3narenbckuil neHTp «Akanemusi», 2016. - 384 c.

3. Ctpymmn H.B. Oniepatop OBM. Ilpaktuyeckue paboThl: yued. mocooue st CTyA. YIPeKISHUN
cpen. ipod. obpazosanus / H.B. Ctpymn. - 7-e uzn., crep. - M.: U3gaTenbckuii eHTP
«Axamemus», 2015. - 112 c.

3.2.2. DnexTpoHHbIe N3JaHUs (IEKTPOHHbIE PECYPCHI)

1. ®enepanbHblil 00pa3oBarenbHbIN nopTan. bubnuoreka. Enunoe okHo noctyna k
obpasoBaTenbHbIM pecypcam: http://window.edu.ru/library

2. O6pazoBarenpHas athopma FOpaiir https://urait.ru

3. MadopManimoHHbIpecypc U31aTEIbCKOTO neHTpa«AkaaeMus» https://www.academia-
moscow.ru/

3.2.3. JlonmoaHUTEIbHBIE HCTOUYHUKH

1. Makcumos H.B., ITaptsika T.JI., ITonnoB .M. Apxurekrypa 9BM H BBIYMCIUTENBHBIX CUCTEM:
yuebnuk /H.B. Makcumos, T.JI. [Tapteika, .W. [Tonos. - 5-¢ uzn., nepepad. u goi. - M.: DOPYM:
NHO®PA-M, 2013 - 512 c.



http://window.edu.ru/library
https://urait.ru/
https://www.academia-moscow.ru/
https://www.academia-moscow.ru/

4. KOHTPOJIb 1 OHEHKA PE3YJIBTATOB OCBOEHMUSA TPO®ECCHUOHAJIBHOI'O

MOYJIS

KOI[ 1 HAMMCHOBAHUC

po)eCCHOHANIBHBIX M OOIIHNX
KOMITETEHIIHA, (POPMHPYEMBIX B

pamMKax MOIYJIs

Kpurepuu onenku

MeTtonnl oneHkun

I1IK 4.1. OcyuiecTBisATh
MOJITOTOBKY 000PYyIOBaHUS

KOMITBIOTEPHOM CHCTEMBI K paboTe,

MMPOU3BOANUTH MHCTAJIIAHUIO,
HACTPOMKY U 00CTyKUBaHUE
IPOTPAMMHOTO 00eCTICUeHUS

JIeMOHCTpHUpPOBATh YMEHUS U
IIPaKTUYECKHE HaBbIKU B
IIOATOTOBKE 000PYAOBAHMUS
KOMIIBIOTEPHOM CUCTEMBI K
paboTe, MPOU3BOAUTH
MHCTAJUIALUIO, HACTPOUKY U
o0cyKUBaHUE
IIPOrpaMMHOT0 0OecreueHus

TECTUPOBAHUE,

JK3aMeH
KBaJTU(DUKAIIMOHHBIH,

AKCIIEPTHOE HAOJI0ICHHE
BBITTOJITHCHHSA MIPAKTHYCCKUX
paboT, OLIEHKA pelleHus
CUTYallMOHHBIX 3a/a4,
OLIEHKa Tporecca u
pe3yabTaToOB
BBITIOJTHEHUABUI0OB pa60T Ha
[IPAKTUKE

I1K 4.2 Co3naBath 1 ynpasisiTh Ha

MNEPpCOHAIIbHOM KOMIIBIOTEPEC
TEKCTOBBIMU NOKYMCHTAMU,

TabJIMLaMu, PE3eHTAUIMU U

cojiepxanueM 6a3
JIAaHHBIX, padoTaTh B

rpadu4ecKux peakTopax

[IposiBiieHne ymeHus u
MPAKTUYECKOIO OIbITa B
padoTe ¢ TEKCTOBBIMH
I[OKYMCHTaMI/I, Ta6JIHHaMH nu
HPGSCHTaHI/ISIMI/I, a TaKXKE
0asaMu JaHHBIX

TCCTHUPOBAHUC,

9K3aMeH
KBaJTH(PHKAIIMOHHBIH,
JKCTEPTHOE HAOIIIOICHHE
BBITTOJTHEHHSI TPAKTHYECKIX
paboT, OLIEHKA peleHus
CUTYallMOHHBIX 3aJ1ad,
OlIeHKa Mpolecca u
pe3ysbTaToB
BBITTOJIHEHHUSIBUJIOB padoT Ha
IPaKTHKE

[1K 4.3 Vcnonb30BaTh pecypchl
JIOKQJIBHBIX BBIYHUCJIUTCIIbHBIX
CeTeM, pecypChl TEXHOJIOTUH U

cepBucoB MlHTepHETA

VMeHnue mojabp30BaThCs
pecypcaMu JIOKaTbHBIX
BBIYMCIUTENIHHEIX CETEH,
OCYIIECTBIISATh MTOUCK, aHATTN3
Y UHTEPIPETAIHIO
nHpopmanuu

TECTUPOBAaHUE, IK3aMEH
KBaJIM(DUKAIIMOHHBIH,

JKCIIEPTHOE HAOII0IeHIE
BBITTOJTHEHUSI TPAKTHUECKUX
paboT, olleHKa perIeHus
CUTYaIllMOHHBIX 33134,
OLICHKa ITpoIiecca u
pe3ynbTaToB
BBITIOJTHEHUSIBUIOB paboT Ha
IPaKTHKE

[1K 4.4 Ob6ecnieunBarh

IIPUMEHEHNE CPENICTB 3aIUTHI
uH(pOpMalMU B KOMIIBIOTEPHON

CHUCTEMC

[IpuMeHeHne cpeAcTB 3aIuThl
nH(popmanuy B
KOMITBIOTEPHOM CHCTEME

TECTUPOBAaHUE, IK3aAMEH
KBaJIU(DUKAIIIOHHBIH,

JKCIIEPTHOE HAOII0IeHIE
BBITIOJTHCHHUA MTPAKTHYCCKUX
paboT, olleHKa perIeHus




CUTYallMOHHBIX 33]1ad,
OLIEHKa IIpoliecca U

pe3yabTaTOB BBHIIIOJHEHHUS
BUJIOB pa0OT HA MPAKTUKE

OK 01. Beibupats criocoObt
peleHus 3a1a4
npodeCcCuOHATBHON

ACATCIIBHOCTH, IPUMCHUTCIIBHO K
Pa3InYHbIM KOHTCKCTAM.

- 000CHOBaHHOCTh
MOCTAHOBKH IIeJTH, BEIOOPA U
MPUMEHEHHSI METOJIOB U
CHoCcO00B pelIeHus
npodecCHoHABHBIX 33/1a4;

- JICKBaTHAs OLICHKA U
camooleHKa 3(ppexTuBHOCTH
Y Ka4eCTBa BBINOJHEHHS
npo(heCCHOHATIBHBIX 3a/1a4

OIT 02. OcymiecTBAsATh TOUCK,
aQHAJIA3 W UHTEPIIPETAIHIO

uH(pOpMaIK, HEOOXOUMOH TS
BBIITOJTHEHMA 33124
npodeCCHOHAIbHON

JACATCIIbHOCTH.

- UCII0JIb30BaHUE Pa3IMUHBIX
HCTOYHUKOB, BKJIIOYast
AJEKTPOHHBIE PECYPCHI,

Menua-pecypcesl, aTepHeT-
pecypchl, NEPUOIUUYECKUE
W31aHMS IO CIIEHUATIBHOCTH
JUTSL pelIeHust
npodeccnoHanbHbIX 33724

OK 03. ITnanuposats u
peann30BhIBaTh COOCTBEHHOE
po(hecCUOHATIBHOE U JTMYHOCTHOE
pa3BuTHE.

- IEMOHCTpanus
OTBETCTBEHHOCTH 32
MIPUHSATHIE PEIIECHUS

- 000OCHOBaHHOCTb
caMoOaHaJn3a U KOPPEKITUS
pe3yabTaTOB COOCTBEHHOMN

paboTHI;

OK 04. PaGoTtaTh B KOJJIGKTUBE U
KOMaH[e, 3 HEKTUBHO
B3aMMOJICHCTBOBATh C KOJUIETaMH,
PYKOBOJICTBOM, KIIMEHTaMHU.

B3aHMOJICHCTBUE C
o0yyaroImuMucs,
MpenoiaBaTesIsIMi 1
MacTepaMu B X0Jie 00y4YeHus,
C PYKOBOJUTENSIMH YUeOHOM U
MPOU3BOJICTBEHHOM MPAKTHK;

000CHOBAaHHOCTb aHaJIM3a
paboTHI YWICHOB KOMAH IbI
(OTYMHEHHBIX)

Nutepnperanus
pe3yabTaTOB HAOIIOICHHIA
3a eI TEIbHOCTHIO
oOyuJarorerocs B mporiecce
OCBOEHUsI 00pa3oBaTEeILHOM
POTPaMMBI

OkcrnepTHOE HaOII0AEHUE U
OLICHKA Ha J1ab0paTOPHO -
NPaKTHYECKUX 3aHATHSX,
IIPY BBITIOJIHEHUHU paboT 1o
yu4eOHOW IpaKTHKE

DK3aMeH
KBTI (UKAIIMOHHBIN




OK 05. OcymiecTBiATh yCTHYIO U
NUCHbMEHHYIO KOMMYHHUKAIHIO HA

TOCYAApCTBEHHOM A3BIKE C YUETOM
0COOEHHOCTEHN COIIMAJIBHOT'O 1

KYJIbTYPHOI'O KOHTEKCTA.

-TPaMOTHOCTb YCTHOM U
NIACbMEHHOU peyu,

- ICHOCTb ()OPMYITUPOBAHUS U
W3JI0KEHUS MbICIIE

OK 06. IIposaBasTh rpaxaaHcKo-
NaTPUOTHYECKYIO MTO3UIHIO,
JEMOHCTPUPOBATH OCO3HAHHOE
MOBE/ICHHE HAa OCHOBE
TPaAULIMOHHBIX
0011eYeI0BeYECKUX [ICHHOCTEH.

- cOOI0ICHNE HOPM
ITOBEJICHUS BO BPeMsI YI€OHBIX
3aHSATHHA U TIPOXO0XKJICHHUS
y4aeOHOH 1

IIPOU3BOJICTBEHHOM IIPAKTHK,

OK 07. ConericTBOBaThH
COXPaHEHHIO OKPYKAIOIIEH cpepl,
pecypcocOepexeHHIo,

3¢ (HeKTHBHO ACHCTBOBATH B
Ype3BhIYANHBIX CUTYAIHSIX.

3(PEKTUBHOCTD BBITOTHCHUS
npaBui Th Bo BpeMs yueOHBIX
3aHSTUNA, IPU TPOXOKACHUU
y4eOHOU U IPOU3BOACTBEHHOMN
MIPAKTHUK;

3HAHHE U UCTIOJIh30BaHUE
pecypcocOeperarmmnx
TEXHOJIOTHI B 00JaCTH
TEJIEKOMMYHUKALNI

OK 08. Mcnonbs3oBaTh cpeacTa
(bu3nUecKoil KynbTyphl 1Jis
COXPaHEHMS U YKPETJICHUS
3J10pOBBS B ITPOLIECCE
npodeccuoHanbHOM

JESITEIbBHOCTH U MOJIEpKaHue
HEO00XOUMOT0 YPOBHS
(bu3nYECKON MOATOTOBICHHOCTH.

- 3(bpexTUBHOCTD
BBINOJIHEHUS ITpaBuil Th BO
BpeMs yUeOHBIX 3aHATHIA, TPH
MIPOXOKJICHUH Y4eOHOM 1
IPOU3BOJACTBEHHOUN MPAKTHUK;

OK 09. Ucnons30Barh
WH(POPMAIIMOHHBIC TEXHOJIOTHH B
npodeccCuoHaNBHOM

JIeSITENLHOCTH.

- 3 pexTUBHOCTD
UCTIOJIb30BAHUS
UH(pOPMAIMOHHO-

KOMMYHHUKAITMOHHBIX
TEXHOJIOTHH B
npodecCuoHATBHON

ACATCIIBHOCTH COI'JIAaCHO

(hopMUpYEMBIM YMEHUSIM U
MIOJIy4a€MOMY MTPAKTHYECKOMY
OTIBITY;




OK 10. ITonp3oBaThCs
npodhecCHOHATBLHOM

JIOKYMEHTalue Ha
TrOCYJapCTBEHHOM M MHOCTPAHHOM
SI3BIKAX.

- 3 pexTUBHOCTD
HCIIOJIb30BAHUS B
npodeccroHabHOM

JIeITeIbHOCTH HEOOXOIMMOM
TEXHUYECKOHN JOKYMEHTAIINH,
B TOM YHCJI€ Ha aHIJIMHCKOM
SI3BIKE.




